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Abstract

Cambridge Analytica, the Brexit referendum, and the election of Donald Trump; These three
famous cases remind every social media user that they need to be sceptical about the
information they are shown on their feeds. After the initial shock of these cases, awareness
about the potentially detrimental interference of social media grew. Consequently, the
question of effective platform governance through enhanced regulation became more
widespread. To contribute to this debate, this thesis will explore current social media
regulations with a focus on Europe and the EU and discuss their implementation, strengths,
weaknesses, and effects on Freedom of Expression. Through painting a comprehensive
picture of current platform governance, this thesis was dedicated to the question of how the
regulation and moderation of social media platforms affect users’ right to Freedom of
Expression. In this field, the investigation of law, and content moderation techniques in
combination with an exploratory study to research their adverse effects are a rare find. Thus,
the thesis first outlines how Freedom of Expression is protected and can legitimately be
restricted. Secondly, it discusses how platforms are governed through policies, their terms of
service and the efficacy of their mechanisms. Thirdly, it explores cases of when Freedom of
Expression was restricted through methods of digital repression and consequently, how this
affects social movements. Lastly, possible solutions and the new Digital Services Act of the
EU will be explored. Overall, this thesis found that the current situation is a significant hazard
to Freedom of Expression on the internet. The research reflects that overblocking happens

regularly and thus, legal speech in our current online environment can be suppressed.
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Introduction

“In a lot of ways

Facebook is more like a government than a traditional company.
We have this large community of people,

and more than other technology companies

we're really setting policies.”

- Mark Zuckerberg®

Today, society is very much aware of the potential (negative) power of social media. Through
famous cases such as Cambridge Analytica, when profiles of Facebook accounts were used to
influence political campaigns®!, or the thousands of Russian bots that were spreading
disinformation about the US national election in 20162, people became more aware of this.

The quote above by Mark Zuckerberg, one of Facebook’s founders, highlights the
influence of social media and the astonishing similarities of platform company practices with
governments. In other words, Facebook’s policies seemingly have a similar effect on peoples’
lives as governments’ policies. Yet, the owners of Facebook are not elected leaders. As a
matter of fact, users have absolutely no influence on who creates the rules of the social media
platforms where they post their content. The immense power of social media platforms on
Freedom of Expression is thus a very current concern that is on the minds of individuals and
policymakers alike.

In April 2022, more than 4.65 billion people, which is 59 % of the world’s population,
used social media.*® Social media platforms have fundamentally transformed the way we
communicate and receive information. For a long time, the possibility for everyone with
access to the internet to post content online was seen as a reinforcement of the information
environment and therefore, democratic processes. Individuals, especially those who are part
of marginalized groups, now had the chance to gain attention from new audiences and found
new ways of organizing themselves to voice their grievances. Social media users can post
about their experiences, thoughts, and opinions online. These posts are the “lifeblood of social

media platforms™4, they are social media’s currency but also a great liability. Thus, social

10 David Kirkpatrick, The Facebook Effect: The Inside Story of the Company That Is Connecting the World, 1st
ed. (New York: Simon & Schuster Paperbacks, 2011), 254.

11 Nicholas Confessore, ‘Cambridge Analytica and Facebook: The Scandal and the Fallout So Far’, The New
York Times, April 2018.

12 Scott Shane, ‘The Fake Americans Russia Created to Influence the Election’, September 2017.

13 Simon Kemp, ‘Digital 2022: April Global Statshot Report’, DataReportal, April 2022.

14 Sarah T. Roberts, ‘Digital Detritus: “Error” and the Logic of Opacity in Social Media Content Moderation’,
First Monday 3, no. 23 (March 2018).



media has become increasingly important in our daily lives in the last decades. They function
as social infrastructures®. Everyone can post on these social media platforms, and
consequently, illegal content — from hate speech to sexual exploitation of children - is
unavoidable. Content as such and its dissemination needs to be limited and regulated in order
to protect users.

However, regulation of online content is challenging and needs to be balanced with
Freedom of Expression. Freedom of Expression is at the heart of functioning democracies and
a fundamental human right. Any limitation of it needs to be thoroughly thought through and
taken seriously. Thus, this thesis attends this topic and tries to discuss the idea of social media
regulations and their effects on our online communication. Specifically, the following will
explore the challenge of the platform governance and examine its effects on Freedom of

Expression and social movements worldwide.

15 They are “embedded, taken for granted, rules by unquestioned standards and largely unseen services that
govern public action”. Rikke Frank Jgrgensen, Human Rights in the Age of Platforms, Information Policy Series
(Cambridge, MA: MIT Press, 2019), 166.



The Power of Social Media

In 2011, Facebook pages such as “Egyptian supporting the Tunisian revolution” and “We are
all Khalid Said®” were created and the hashtag #Jan25 - calling people to go on the streets to
protest the regime on National Police Day - quickly reached two million tweets on Twitter.!’
The subsequent protest occupied Cairo’s Tahrir Square for 18 days and succeeded in forcing
President Mubarak’s resignation.®

This movement was part of the Arab Spring Revolution around 2011. It resulted in
numerous discussions about the power of social media in mobilizing political dissident. The
protests have even been called the “Twitter” or “Facebook Revolution”!®. Social media
platforms were also found to be a substantial factor in the organization and the distribution of
information about the Turkish and Ukrainian protest movements in 2013 and 2014.2° Since
then, there have been extensive discussions on the effect of social media platforms on political
and social movements.

The power of media was found to be a two-step process: First, opinions are transmitted by
the media and secondly, they get echoed by people’s social environment.?! As a result, social
media has the potential to lower the costs of protesting by facilitating access to information
about, for instance, the time and place of protests and when a protest becomes dangerous
(e.g., police presence or violence).?? Furthermore, social media potentially fosters motivation
for activism due to heightened frustration at perceived injustice and strengthens group identity
and empowerment.”® These positive aspects led to many realizing that social media can
facilitate change and democratization processes and give voice to more people.

Yet, the power of social media as a force for positive change is contentious. It can harm
movements as much as it can strengthen them. As much as social media can strengthen
democracies, it can also reinforce authoritarian regimes. For instance, the control of the

Chinese Communist Party (CCP) over social media has seemingly strengthened the regime.?

16 Said was beaten to death by Egyptian police officers, pictures of his dead body were spread quickly on social
media. See ‘We Are All Khaled Said’, https://www.facebook.com/elshaheeed.co.uk/.

17 Halim Rane and Sumra Salem, ‘Social Media, Social Movements and the Diffusion of Ideas in the Arab
Uprisings’, Journal of International Communication 18, no. 1 (April 2012): 104.

18 ‘Egypt Revolution: 18 Days of People Power’, Aljazeera, January 2016.

19 Rane and Salem, ‘Social Media, Social Movements, and the Diffusion of Ideas in the Arab Uprisings’, 97.
20 Joshua A. Tucker et al., ‘Big Data, Social Media, and Protest’, in Computation Social Science (Cambridge
University Press, 2016), 212.

21 Clay Shirky, ‘The Political Power of Social Media: Technology, the Public Sphere, and Political Change’,
Council of Foreign Relations 90, no. 1 (2011): 34.

22 John T. Jost et al., “‘How Social Media Facilitates Political Protest: Information, Motivation, and Social
Networks: Social Media and Political Protest’, Political Psychology 39 (February 2018): 88.

2 Jost et al., 94.

24 Shirky, ‘The Political Power of Social Media: Technology, the Public Sphere, and Political Change’, 39.



The CCP’s Golden Shield Project effectively blocks content which is against Chinese
interests through keyword filters leading to censorship, surveillance, propaganda, and self-
censorship.?® As a result, protesting and political expression are significantly suppressed.?
Thus, social media can be a medium for censorship as well. But it is not just autocracies that
rely on social media to further their agenda, democracies rely more and more on digital
censorship activities.?” For instance, democratic states which are particularly interested in the
information economy tend to restrict citizens’ access to information more.?

In general, social media gives every user the ability to communicate his or her thoughts to
potentially every social media user around the world. It significantly transformed what we
understand as Freedom of Expression (FOE) which is about societies that are enabling
inclusive discussions where narratives can develop.?® Through social media the form of public
expression changed, through, for instance, liking a post instead of giving a response in
writing.*°

The perception of social media changed over the last years; Zittrain identified waves of
thinking about the internet, social media and its governance going from a positive to a more
negative notion over time.3! The first wave was primarily about rights and positive framing,
while the second wave was about risks, harms and negative ramifications of the digital
landscape and abstract connections.? The conversations were primarily about end-user rights
following the notion of free speech without any gatekeepers.® This period was signified by
little to no liability of intermediaries, making them almost immune to any sanctions.®* The
second era, the “public health era”® started in the late 2000s. The interlinkages between

internet users were emphasized, one’s problem can become another’s problem. Cybersecurity

25 For more details about China’s filtering system, see Richard Clayton, Steven Murdoch, and Robert Watson,
‘Ignoring the Great Firewall of China’, in Privacy Enhancing Technologies (Berlin: Springer, 2006), 20-35.
%6 Jiayin Lu and Yupei Zhao, ‘Implicit and Explicit Control: Modeling the Effect of Internet Censorship on
Political Protest in China’, International Journal of Communication 12 (2018): 3310f.

27 Stephen A. Meserve and Daniel Pemstein, ‘Google Politics: The Political Determinants of Internet Censorship
in Democracies’, Political Science Research and Methods 6, no. 2 (2018): 246.

28 Meserve and Pemstein, 259.

29 Ben Wagner, ‘Free Expression? Dominant Information Intermediaries as Arbiters of Internet Speech’, in
Digital Dominance: The Power of Google, Amazon, Facebook, and Apple, ed. Martin Moore and Damian
Tambini (New York: Oxford University Press, 2018), 219.

30 Andras Koltay, New Media and Freedom of Expression: Rethinking the Constitutional Foundations of the
Public Sphere, Hart Studies in Comparative Public Law (2019), 147.

31 Jonathan Zittrain, ‘Three Eras of Digital Governance’, SSRN Electronic Journal, 2019, 1-8.

32 Terry Flew and Rosalie Gillett, ‘Platform Policy: Evaluating Different Responses to the Challenges of
Platform Power’, Journal of Digital Media & Policy 12, no. 2 (2021): 4.

33 Zittrain, ‘Three Eras of Digital Governance’, 2.

3 Zittrain, 3.

% Zittrain, 4.



was a popular topic in this era. After a couple of public shocks®, the wish for more regulation
of social media platforms became more dominant. Simultaneously, the public turned more
critical of social media and its impacts on society and prevailing political structures. These
shocks revealed the truth to the public about how platforms operate and brought unacceptable
aspects to light3" Zittrain deems the current area as the area of digital governance or
legitimacy.®® As a result, the demand for more internet governance grew.

Internet or more specifically, platform governance is signified by fragmented
responsibilities between governments, the intermediaries owning the platforms and users.*
The task to harmonize their interest is challenging and the concept of power is inherently
related to platform governance. Flawed governance can easily burden Freedom of Expression,
political participation, social movements, and democratic processes.

All in all, the emergence of the internet and social media platforms created dependences in
the distribution of information and thereby, giving platforms immense amounts of power.
Through social media, public discourse was substantially expanded and simultaneously,
opinions can effortlessly be suppressed.”® This is due to the dependency on “quasi-
monopolistic internet intermediaries™! Consequently, this transformation of how we
communicate makes expression vulnerable. Interference through regulations is needed but
dangerous. The effect of misinformation®? needs to be mitigated but at the same time,
regulation leading to overblocking needs to be avoided. Thus, this paper aims to answer the

following research question:
How does platform governance affect users’ right to Freedom of Expression?

Accordingly, this paper will first outline the legal framework. Subsequently, the practices of
intermediaries and their interests and finally, cases of digital repression will be examined to

conclude the current state of the public sphere and Freedom of Expression.

36 Shocks which highlight platform infrastructural qualities and interrupt the functioning and governance of the
platforms. Mike Ananny and Tarleton Gillespie, ‘Public Platforms: Beyond the Cycle of Shocks and
Exceptions’, 2017, 2.

37 Ananny and Gillespie, 6.

38 Zittrain, 7f.

3% Gorwa, ‘What Is Platform Governance?’, 855.

40 Koltay, New Media and Freedom of Expression, 149.

41 Wagner, ‘Free Expression? Dominant Information Intermediaries as Arbiters of Internet Speech’, 220.

42 Besides the concerns about the effects of mis-/disinformation on the Trump Election in 2016 and the Brexit
referendum, there have been reports about e.g., the killing of a law student and his uncle due to the spread of
false information about them being them being child abductors. See Patrick McDonnell and Cecilia Sanchez,
‘When Fake News Kills: Lynchings in Mexico Are Linked to Viral Child-Kidnap Rumors’, Los Angeles Times,
September 2018.



This thesis aims to explore the fine line between the legitimate and necessary and the
illegitimate and dangerous restriction of content on social media through the lens of Freedom

of Expression. For this, the following subquestions will be explored:
I.  How is Expression on Social Media protected under law?

To answer this question, it is necessary to take a look at the international human rights
framework of the United Nations. Furthermore, this thesis will focus on Europe and EU
policies, thus, it is necessary to additionally explore the European Human Rights Framework
regarding Freedom of Expression and its restrictions. Both will be delved into in the first
chapter. The second subquestion is:

1. How are social media platforms governed?

Platforms are governed by their companies and governments. In other words, there is self-
governance and external governance.*® On the one hand, external governance (or content
regulation) puts some of the liability back to the companies. NetzDG, an often-cited German
law, is an example of this, whereby companies are forced to take down certain content within
24 hours (see also chapter 2, section 1). Self-governance, on the other hand, is enforced by
platforms.** This question will be discussed in chapter 2 by researching EU legislation and
policies and content moderation techniques employed by some of the most popular social

media platforms. The third subquestion is:
1. Can platform governance suppress social movements?

To answer this question, this thesis will take on the perspective of digital repression. Digital
repression is a concept which explains online censorship which especially targets social
movements. Through the exploration of whether such cases can be found in recent years, this
thesis aims to answer the question of negative effects on social movements through restricting
online speech and Freedom of Expression. This question will be explored in chapter 3.
Subsequently, the last sections of this thesis will discuss the new Digital Services Act by
the EU and other potential approaches to protect Freedom of Expression online more
comprehensively. Finally, the findings of these sections will be discussed and concluded.
Th following chapter will aim to answer the first subquestion regarding Freedom of

Expression in Human Rights Law.

43 Gorwa, ‘What Is Platform Governance?’, 862f.
4 Gorwa, 862.



Chapter I: Freedom of Expression on Social Media

Freedom of Expression is a fundamental right, especially for democratic and pluralist
societies. Yet, not everything is allowed to be expressed as some speech can violate protected
rights of others. To dive deeper into this, this chapter will outline how Freedom of Expression
online is protected under International and European law and under what circumstances it can
be restricted.
First, the United Nations framework regarding Freedom of Expression (FOE) with the
addition of general comments and reports of the Special Rapporteur on the Promotion and
Protection of the Right to Freedom of Opinion and Expression (henceforth: Special
Rapporteur or SRFoE) will be researched. It follows a more doctrinal legal approach aiming
to answer of when Freedom of Expression is protected and when it can be restricted
(subquestion I). Case law selected through a keyword search* regarding its relevance to
Freedom of Expression on the Internet will support this analysis.

First, before diving deeper into European law, is it important to have a look at International
Human Rights law. For this purpose, the following section will examine what the United

Nations specify about Freedom of Expression and its legitimate and illegitimate restrictions.

1. The United Nations Framework

“A free, uncensored and unhindered press or other media is essential in any society”*®

describes the notion of the UN toward Freedom of Expression perfectly. The United Nations
General Assembly underlined the importance of FOE already in 1946 by identifying it as
“fundamental” and “the touchstone of all [...] freedoms™*’ while underlining the importance
of international cooperation.*® It was first recognized in Article 19 of the non-binding
Universal Declaration of Human Rights (UDHR).*® Years later, in 1966, an internationally
binding instrument was created with the International Covenant on Civil and Political Rights
(ICCPR)™.

% The keywords included e.g., “Freedom of Expression” with the addition of “online” or “social media”, see
appendix 1.

46 Human Rights Committee, ‘General Comment No. 34. Article 19: Freedom of Expression’, 2011, para. 13.
47 United Nations General Assembly, ‘Resolution 59(I)’.

48 Agnés Callamard, ‘The Human Rights Obligations of Non-State Actors’, in Human Rights in the Age of
Platforms, ed. Rikke Frank Jargensen (Cambridge: MIT Press, 2019), 193.

49 United Nations, ‘UDHR’ (1948).

%0 The Covenant is currently ratified by 173 states. ‘Status of Ratification. International Covenant on Civil and
Political Rights’, OHCHR, April 2022.



Article 19 ICCPR states:

1. “Everyone shall have the right to hold opinions without interference.

2. Everyone shall have the right to freedom of expression; this right shall include freedom to
seek, receive and impart information and ideas of all kinds, regardless of frontiers, either
orally, in writing or in print, in the form of art, or through any other media of his choice.

3. The exercise of the rights provided for in paragraph 2 of this article carries with it special
duties and responsibilities. It may therefore be subject to certain restrictions, but these shall
only be such as are provided by law and are necessary:

(a) For respect of the rights or reputations of others;

(b) For the protection of national security or of public order (ordre public), or of public

health or morals.”®

Article 19 applies “regardless of frontiers” and to “any [...] media [...] of choice’. Media
includes non-state actors from newspaper owners to internet intermediaries.> It refers to not
only rights but also duties and responsibilities. The obligation to protect, thus, the horizontal
dimension of the right, means that FOE is protected against interference by public authorities
and private parties.®® This also includes the prevention of “monopolistic situations”® of
privately controlled media. Also, 19(2) includes “electronic and internet-based modes of
expression”>® and protects “even expression that may be regarded as deeply offensive”’.

States have a positive and negative obligation to refrain from violating FOE and to ensure
its protection through, for instance, making sure intermediaries are taking steps to protect the
right.® They must ensure media diversity, and media independence and that private entities
do not interfere with Freedom of Expression and Freedom of Opinion.>® The Human Rights
Committee (HRC), which supervises the ICCPR, emphasised the importance of clear
definitions of, for instance, “extremist activity” which is often claimed as a legitimate
restriction of FOE online.®°

Freedom of Expression has a private dimension, Freedom of Opinion (i.e., the right to hold

and to form an opinion) which is absolute. Thus, no limitations and restrictions are possible.

°1 United Nations, ‘International Covenant on Civil and Political Rights’ (1966).

52 United Nations.

%3 Callamard, ‘The Human Rights Obligations of Non-State Actors’, 198.

%4 Manfred Nowak, UN Covenant on Civil and Political Rights: CCPR Commentary, 2nd ed. (Kehl am Rhein:
Engel, 2005), 448.

% Human Rights Committee, ‘United Nations’, para. 40.

% Human Rights Committee, ‘General Comment No. 34. Article 19: Freedom of Expression’, 2011, para. 12.
57 Human Rights Committee, para. 11.

%8 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
‘A/HRC/32/38’ (Human Rights Council, 2016), para. 8.

%9 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
‘A/HRC/38/35° (Human Rights Council, 2018), para. 6.

60 Human Rights Committee, ‘United Nations’, para. 46.



Freedom of Opinion has two dimensions; The internal dimension is connected to the Right to
Privacy and Freedom of Thought (Article 18) and the external dimension is connected to
FoE.®* 19(1) requires states and private companies no to interfere with Freedom of Opinion.
However, the line between what is allowably influencing opinions and what is not is difficult
to draw.®? For instance, state propaganda, advertising and marketing, personal conversations
or information dissemination in the media influence people’s opinions.®® The HRC stated that
coercive systems which are applied in a discriminatory manner in order to change political
opinions of prison inmates constitutes a violation of Freedom of Opinion.® Thus, Freedom of
Opinion is influenceable. In this regard, mental autonomy is an aspect that needs to be
considered when talking about social media.

The public dimension, the right to express an opinion and to receive information, can be
restricted which is specified in 19(3). The limitations of FOE need to follow a three-step test;
They need to be (1) provided by law, (2) necessary and proportional and (3) legitimate.®® The
restrictions must furthermore be precise and publicly accessible.®® In other words, any
restrictions must be adopted through legal processes under the oversight of independent
judicial authorities, they must be demonstrated to be necessary and to impose the least burden
on the exercise of said right and the restriction must be made because of the in 19(3)
formulated causes.®” The HRC elaborated on this and warned that 19(3) should not be
interpreted as a “license to prohibit unpopular speech”®®. Further, restrictions must be
“appropriate to achieve their protective function” and “must be the least intrusive instrument
amongst those which might achieve their protective function”.®® Importantly, restrictions are
to be assessed by bodies independent of political, commercial, and other unwarranted

influences.”

61 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
‘A/HRC/47/25’ (Human Rights Council, 2021), para. 33.

52 Nowak, UN Covenant on Civil and Political Rights: CCPR Commentary, 442.

83 Nowak, 442.

%4 Yong Joo-Kang v Republic of Korea, No. CCPR/C/78/D/878/1999 (Human Rights Committee 16 July 2003)
para 7.2.

% Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
‘A/HRC/38/35’, para. 7.

% Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
‘A/HRC/32/38’, para. 7.

67 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
‘A/HRC/38/35’, para. 7.

% Robert Faurission v France, No. CCPR/C/58/D/550/1993 (HRC 9 November 1996) para 8.

8 Jacob Mchangama, Natalie Alkiviadou, and Raghav Mendiratta, ‘A Framework of First Reference: Decoding
a Human Rights Approach to Content Moderation in the Era of “Platformization”, The Future of Free Speech
Project, 2021, 13; Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and
Expression, ‘A/HRC/32/38’, 2016, para. 7.

70 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
‘A/67/357° (United Nations General Assembly, 2012), para. 41.
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Furthermore, there should be no restrictions on statements that are true and the
dissemination of hate speech (unless it has been proven that this happened with the intent to
incite discrimination, hostility, or violence) and no one should be restricted by prior
censorship.” The expression of deep-rooted hatred can undermine the rights of others, thus,
under specific circumstances, freedom of expression can be restricted.”? Article 20(2) states
that content that leads to incitement to discrimination, hostility or violence is to be
prohibited.” Additionally, hate speech targeted toward people of other ethnicities or skin
colours is prohibited under Article 4 of the International Convention on the Elimination of All
Forms of Racial Discrimination.” For instance, in the Jewish Community of Oslo v Norway,
the Committee on the Elimination of Racial Discrimination stated that Freedom of Speech is
afforded lower protection when dealing with “all ideas based upon racial superiority or
hatred”.”® Yet, it is crucial to underline that permitted expression “includes forms of
expression that are offensive, disturbing and shocking”’®. The assessment of hate speech must
include “the existence of patterns of tensions between [...] communities, discrimination
against the targeted group, the tone and content of the speech”’’ best done on a case-by-case
basis.

One of today’s biggest obstacles to information online is the issue of mis- or dis-
information (see also chapter 3) which has often been used to incite hatred.”® Misinformation
can be defined as unintentional, and disinformation is the deliberate dissemination of false
information.” Misinformation can simply be incorrect captions of photos or translations while

disinformation is, for instance, intentionally created conspiracy theories. The issue of

"1 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression, para.
50.

2 The removal of content online due to hate speech has been increasing in the last five years, e.g., Facebook
deleted 2.5 million posts in the first quarter of 2018 and 31.1 million posts in the second quarter of 2021. Special
Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression, para. 37; ‘Hate
Speech. Transparency Center’, Meta.

3 United Nations, International Covenant on Civil and Political Rights.

4 Article 4 is broader than Article 20(2) as it does not define any threshold (such as “incitement”) merely
“ideas” are already prohibited to be disseminated. United Nations, ‘International Convention on the Elimination
of All Forms of Racial Discrimination. Declarations and Reservations’, March 1966.

S Quoting Avrticle 4(a) of the Convention. The Jewish Community of Oslo v Norway, No.
CERD/C/67/D/30/2003 (CERD 15 August 2005).

6 Emphasis added. Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and
Expression, ‘A/67/357’, para. 49.

7 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression, para.
46.

78 Scholars have previously observed the “online disinformation-terrorism-nexus”, for more information, see
European Foundation for South Asian Studies, ‘The Role of Fake News in Fueling Hate Speech and Extremism
Online; Promoting Adequate Measures for Tackling the Phenomenon’, 2021.

79 Hossein Derakhshan and Claire Wardle, ‘Information Disorder: Definitions’, in Understanding and
Addressing the Disinformation Ecosystem, by Annenberg School for Communication, First Draft, and Knight
Foundation, 2017, 9.
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disinformation is particularly predominant during the Covid-19 pandemic, calling it an
“infodemic™®®. For instance, the think tank First Draft found that in 2020, posts about
vaccinations were prone to include conspiracy theories (with 84% of the conspiracy content
being posted on either Facebook or Instagram).8! Irene Khan, the current Special Rapporteur,
criticised state responses to this, calling it “problematic and heavy-handed”®? and the role of
companies “woefully inadequate”®. She stated that disinformation can, for instance, be
restricted through laws that prohibit false information relating to electoral integrity, but these
restrictions need to follow a high threshold.3

As social media platforms are operated by private companies, the United Nations Business
and Human Rights Framework shows that while the state has the primary responsibility to
protect human rights, private businesses have some responsibility as well. According to the
Guiding Principles on Business and Human Rights, every business has the responsibility to
respect human rights.8 They rest on three pillars: The duty of the state to protect, businesses
have a corporate responsibility to protect, and victims need to have access to remedy.
Principle 13, for instance, states that businesses should “avoid causing or contributing to
adverse human rights impacts” and “seek to prevent or mitigate adverse human rights impacts
that are directly linked to their operations”®. Businesses need to commit themselves to due
diligence in principles 17-21 to assess potential negative human rights impacts. They should
be transparent through periodic reports (principle 21) and provide remedies (principle 22).
Yet, the principles are non-binding. Thus, enforcement remains a challenge.

Regarding content regulation and moderation, Special Rapporteur Kaye warned that fast
and automated content removals written in law result in “new forms of prior restraint”®’. He
emphasized the need for private companies to not make decisions regarding FoE online, as

these questions are very complex and primarily a question of law.%8 Furthermore,

8 Rachel Leigh Greenspan and Elizabeth F. Loftus, ‘Pandemics and Infodemics: Research on the Effects of
Misinformation on Memory’, Human Behavior and Emerging Technologies 3, no. 1 (January 2021): 8.

81 Rory Smith, Seb Cubbon, and Claire Wardle, ‘Under the Surface: Covid-19 Vaccine Narratives,
Misinformation and Data Deficits on Social Media. Executive Summary’, First Draft, 2020, 10.

82 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
‘A/HRC/47/25’, para. 3.

8 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression, para.

84 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression, para.
42.

8 Endorsed by the Human Rights Council in 2011. High Commissioner of Human Rights and United Nations,
‘Guiding Principles on Business and Human Rights’, HR/PUB/11/04 § (2011).

8 High Commissioner of Human Rights and United Nations, principle 13.

87 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
‘A/HRC/38/35’, para. 17.

8 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression, para.
17.
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intermediaries often lack the means to assess illegal content (see chapter 2 section 2). And
although states receive guidelines to prohibit the dissemination of racist ideas and racist
expression, there is no technical analysis of themes such as thresholds and delineations
between potentially conflicting freedoms such as expression and non-discrimination.® With
the UN regulations, which are very vague and do not clearly define what is a legitimate
restriction and what is not — an issue most laws regarding FOE have — it is possible to protect
vulnerable groups, namely children, from seeing harmful content online, or to go against
misinformation. Yet, many criticise the possibility of overcensoring under this framework.
The next section will outline how European Human Rights law protects FoOE.

2. The European Framework

The last section outlined Freedom of Expression in the international human rights framework.
This next section will explore the European Convention of Human Rights (ECHR). Article 10
ECHR protects Freedom of Expression and was drafted before the ICCPR. The article further
similarly states that Freedom of Expression “carries with it duties and responsibilities”® like
Article 19 ICCPR. Overall, it is narrower than Article 19 and contains nine legitimate
restrictions of FoE stated in 10(2) which also need to follow the three-step test.

Regarding Freedom of Expression online, the European Court of Human Rights (ECtHR or
“the Court”) held that the internet has an especially important role for FOE®* whereby audio-
visual media have an even more powerful effect than traditional media as it is more
immediate.®? The court further has some case law relevant to social media platforms and their
users (see also appendix 1). The ECtHR found in Delfi AS v. Estonia that governments can
impose liability on online news outlets if they fail to remove “clearly unlawful” ® comments,
even without notice. This judgment showed tensions between the court and EU legislation (E-
Commerce Directive, see chapter 2 section 1) as the Directive prohibits general monitoring
and the removal of unlawful comments without notice requires exactly this. The court further
stated that the demand for effective measures to take down illegal content is by no means

“private censorship”®*. Moreover, regarding the obligations of individuals, in the recent case

8 Natalie Alkiviadou, ‘The Legal Regulation of Hate Speech - The United Nations Framework as the Common
Denominator for Europe and Asia’, European-Asian Journal of Law and Governance, 2018, 29.

% Council of Europe, ‘European Convention on Human Rights’ (1950), Article 10(2).

1 E.g., in Ahmet Yildirim v Turkey, No. 3111/10 (ECtHR 18 December 2012) para 49; Times Newspapers Ltd
v. the United Kingdom, No. 3002/03, 23676/03 (ECtHR 10 March 2009) para 27; Ooo Informatsionnoye
Agentstvo Tambov-Inform v. Russia, No. 43351/12 (ECtHR 18 May 2021) para 84.

92 Delfi AS v. Estonia, No. 64569/09 (ECtHR 16 June 2015) para 134.

93 Delfi was seen as the publisher or discloser of the comments and thus, could be held accountable, see Delfi AS
v. Estonia, para 159.

% Delfi AS v. Estonia para 157.
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of Sanchez v. France, the ECtHR ruled that a (Facebook) account holder needs to take down
unlawful (in this case, antisemitic) comments.®® The dissenting judge warned that this
judgement created a “very heavy burden on the account holder in terms of monitoring posts
since he or she would face criminal prosecution”®. The judge feared that this could lead to
censorship as the account holder will be more included to protect themselves and err on the
side of caution. He further warned that “the chilling effect is self-evident, thus entailing a
serious threat to freedom of expression”®’. Simultaneously, the court states that it is not the
role of the judiciary to rewrite history “by ordering the removal [...] of all traces of
publications”®® in cases of attack against individual reputations.

Political expression® (not only when there are political issues or crimes concerned, but
also e.g., sporting issues'®) or contributions to a debate of public interest'°* are examples of
particularly protected speech. In cases of such, the Member States have a narrower margin of
appreciation. Protected are also ideas that offend, shock, or disturb. “such are the demands of
pluralism, tolerance, and broadmindedness without which there is no democratic society”1%2

Yet, Freedom of Expression is not an absolute right and can be restricted. Interferences
with Freedom of Expression are, for instance, the arrest of protestors!®, the prohibition to
publish information'®, the seizure of information'® or the conviction of the owner of a
Facebook account for illegal comments posted on the page by third parties!®. In cases of an
interference, the Court follows the three-step test. In the case of FOE on the internet, often two
rights conflict, such as with the Respect for Private Life (Article 8). The Court stated that
there is no hierarchical relationship between Article 8 and 107 and if expression targets, for
instance, group identity'®, such as negative stereotyping, it can affect groups’ senses of

identity, self-worth, and confidence.®® Under such circumstances, FOE can be restricted.

% Sanchez v. France, No. 45581/15 (ECtHR 2 September 2021) para 104.

% Sanchez v. France Dissenting Opinion of Judge Mourou-Vikstrém.

97 Sanchez v. France Dissenting Opinion of Judge Mourou-Vikstrém.

% Wegrzynowski and Smolczewski v. Poland, No. 33846/07 (ECtHR 16 July 2013) para 65.

% Peringek v. Switzerland, No. 27510/08 (ECtHR 15 October 2015) para 197; Ceylan v. Turkey, No. 23556/94
(ECtHR 8 July 1999) para 34.

100 Axel Springer Ag v. Germany, No. 39954/08 (ECtHR 7 February 2012) para 90.

101 Peringek v. Switzerland at 197; Ceylan v. Turkey para 34; Animal Defenders International v. the United
Kingdom, No. 48876/08 (ECtHR 22 April 2013) para 102.

102 Aksu v. Turkey, No. 4149/04, 41029/04 (ECtHR 15 March 2012) para 64.

103 Steel and Others v. The United Kingdom, No. 24838/94 (ECtHR 23 September 1998) para 92.

104 Cumhuriyet Vakfi and Others v. Turkey, No. 28255/07 (ECtHR 8 January 2014) para 46.

105 Handyside v. the United Kingdom, No. 5493/72 (ECtHR 7 December 1976) paras 44f.

106 Sanchez v. France para 68.

197 Timciuc v. Romania, No. 28999/03 (ECtHR 12 October 2010) para 144.

108 Aksu v. Turkey para 75.

109 Peringek v. Switzerland para 200.
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Hate Speech is another important restriction of FOE. The ECHR has no equivalent to
Avrticle 20(2) ICCPR and thus, there is no explicit obligation for states to prohibit hate speech.
The ECtHR usually uses Article 10(2) or 17 (prohibition of abuse of rights) to tackle hate
speech. The Council of Europe defined hate speech in more detail as “all forms of expression
which spread, incite, promote or justify racial hatred, xenophobia, anti-Semitism or other
forms of hatred based on intolerance, including intolerant expression by aggressive
nationalism and ethnocentrism, discrimination and hostility against minorities, migrants and
people of immigrant origin.”*'% This is a relatively broad concept with a low threshold of what
constitutes illegal hate speech. Yet, for instance, homophobic or transphobic speech was not
mentioned as hate speech, but it was later confirmed that “discrimination based on sexual
orientation is as serious as discrimination based on ‘race, origin or colour’”*!, Regarding
more specifically which speech is deemed as illegal, the Court stated that “expressions that
seek to spread, incite or justify hatred based on intolerance”*? violate FOE. The assessment of
hate speech is very contextual and depends on the circumstances of the case!!3!!4, the group
which the speech addresses!!®, the receptors of the speech!!®, the manner!!’ and the content of
the statements (e.g., a direct or indirect call for violence, hatred or intolerance!!®; the
advocating for the intensification of armed struggle or glorifying war'*®.; or Holocaust
denial'??).

Overall, the European framework relies on much case-law and protects Freedom of
Expression extensively. The legitimate restrictions are decided upon context and hardly any
generalizations can be made about what content always amounts to hate speech (with
Holocaust denial possibly coming closest to a priori hate speech). The next section will

briefly discuss the two frameworks.

110 Committee of Ministers, ‘Recommendation No. R. (7) 20 of the Committee of Ministers to Member States on
“Hate Speech”” (Council of Europe, October 1997), 106.

111 vejdeland and Others v Sweden, No. 1813/07 (ECtHR 9 May 2012) para 55.

112 Giindliz v Turkey, No. 35071/97 (ECtHR 14 June 2004) para 51.

113 E.g. whether the statements were made during a tense political or social background, see Peringek v.
Switzerland para 205.

114 E.g., during the clashed between the PKK and the Turkish Security Forces, see Strek v. Turkey (no. 1), No.
26682/95 (ECtHR 8 July 1999) paras 52,62.

115 Especially when targeting ethnic, religious or other groups (e.g., leaflets claiming that homosexuality was the
reason for the spread of HIV and AIDS where the court stressed that “discrimination based on sexual orientation
is as serious as discrimination based on race, origin or colour”, see Vejdeland and Others v Sweden para 55.

118 E.g., younger and more impressionable people, see Vejdeland and Others v Sweden para 56.

117 E.g., through a poem rather than mass media, see Karatas v. Turkey, No. 23168/94 (ECtHR 8 July 1999).

118 Peringek v. Switzerland para 206.

118 Ozgur Gundem v. Turkey, No. 23144/93 (ECtHR 16 March 2000) para 65.

120 X v Federal Republic of Germany, No. 9235/81 (ECtHR 16 July 1982) para 5; Peta Deutschland v. Germany,
No. 43481/09 (ECtHR 8 November 2012) para 49.
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3. Discussion: The Protection of Online Expression

As mentioned above, Freedom of Expression is a fundamental human right. Yet, as the
previous sections showed, if expression contains speech against protected groups or violates
the rights of others, it can legally be restricted. This balancing is very complex, and many
factors need to be considered. As clear from the case-law, states must make sure that effective
measures are in place so that the internet is now a law-free space where everything can be
published without any oversight. Expression online is protected extensively. In other words,
the protection of Freedom of Expression is important but so is its restriction in certain cases.
Thus, it is necessary for restrictions of FOE need to follow the three-step test transparently.
The restrictions to be provided by law and policies and internal regulations of social media
platforms must be formulated in a way that users know exactly what they are allowed to post
and what not. Additionally, they must be publicly accessible.

This process is important as, for instance, the targeted harassment of individuals and
groups can also have censoring effects.'?? Users have the right to not encounter hate speech
and to not have their personality rights violated. Thus, no content moderation can similarly
restrict expression. Social media needs to be regulated. History has shown how much harm
can be done if there are no regulations, it can seriously undermine democratic processes.

The obligation of states to prevent media monopoles, be it governmental or private, does
not reflect reality as well. The accusation of the big companies behind social media (namely,
Google and Meta) being monopolistic is not a stretch.'?? Only a few companies have power
over the global Freedom of Expression by creating platforms where users can post what they
want.

Thus, at first glance, the premises of the UN and EU sound reasonable and realistic.
However, within the context of social media, they sound slightly idealistic. The fact that free
speech can only be limited through the three-step under the assessment of an independent
judge is fundamental but unfortunately, in practice often disregarded. In reality, private
monopolistic companies make primarily quick and automated decisions about the blocking of
information online (see chapter 2). Thus, the following section will discuss this challenge
more concretely by outlining the framework of the EU and Europe and its attempts to
implement social media regulations more concretely while respecting Freedom of Expression.

All in all, the legal framework shows that Freedom of Expression is a fundamental human

right which can be restricted to protect others’ rights among other things. To understand the

121 Jillian C. York and Ethan Zuckerman, ‘Moderating the Public Sphere’, in Human Rights in the Age of
Platforms, ed. Rikke Frank Jgrgensen (Massachusetts: MIT, 2019), 154.
122 F o, Wagner, ‘Free Expression? Dominant Information Intermediaries as Arbiters of Internet Speech’, 220.
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scope of the law and when it is legitimate to restrict it, a lot of contexts is needed and clear
definitions.

This chapter established the provisions regarding Freedom of Expression of the UN and
Europe. It highlighted under which conditions Freedom of Expression can be restricted.
Accordingly, the next chapter will now outline how the EU more concretely deals with the
regulation of social media considering balancing Freedom of Expression and how social

media platform moderate user-generated content.
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Chapter II: Platform Governance in the European Union

The mid-2010s can be identified as a period in which there was a feeling of urgency for more
content regulation and at the same time, populism and misinformation were on the rise. Our
current laws developed in this period. The EU’s framework regarding content moderation has
often been deemed as a “third way” between the digital authoritarianism of China and the
relatively extreme unrestricted approach of the US.1%

This chapter is going to explore this to answer the second subquestion of this thesis (I
‘How are social media platforms governed?’) by examining EU policies regarding the
regulation of social media platforms and subsequently, the platform’s self-regulation
practices, following a more socio-legal approach.

To clarify, this thesis will refer to content regulation as state initiatives to remove content
and content moderation (or self-governance) as the enforcement by the companies. The
difference is that content regulation deals with illegal content under either criminal law or
legal restrictions of Freedom of Expression while content moderation goes beyond the illegal

and restricts legal speech according to the companies’ Terms of Service.
1. The European Union’s Social Media Regulation

The following section is about the governance of platforms. It aims to critically reflect on the
current information environment by analysing the system of content regulation and
moderation in light of FOE. The EU’s main regulation is the E-Commerce Directive of 2000.
For this section, the case-law'?* of the Court of Justice of the European Union (ECJ, also “the
Court” in this chapter) (see also appendix 1) and the EU’s approach to fight Hate Speech will
also be drawn upon.

In the European Union, the Charter of Fundamental Rights of the European Union protects
Freedom of Expression with Article 11.1% It only applies against legal acts of the EU,
corresponds with the scope of Article 10 ECHR?® and thus, also applies online?’. Regarding
FOE restrictions, the EU has the non-legally binding 2016 Code of Conduct on Illegal Hate

Speech Online. The Code emphasises that offensive, shocking or disturbing speech is

123 The Freedom House, ‘Freedom on the Net 2021° (2021), 15.

124 For this, case-law primarily about the E-Commerce Directive was researched through keywords such as
“Directive 2000/31/EC AND Freedom of Expression”.

125 <Charter of Fundamental Rights of the European Union’, 2000/C 364/01 § (2000).

126 Article 52(3) states that both rights have the same scope. Charter of Fundamental Rights of the European
Union.

127 Republic of Poland v European Parliament and Council of the European Union, No. C-401/19 (ECJ 26 April
2022).
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included in the right to FOE and therefore, protected.!?® The Code defines hate speech as “all
conduct publicly inciting to violence or hatred directed against a group of persons or a
member of such a group defined by reference to race, colour, religion, descent or national or
ethnic origin™'?°. Certain intermediaries (Facebook, Microsoft, Twitter, YouTube, Instagram,
Snapchat, Dailymotion, Jeuxvideo.com, TikTok and most recently, LinkedIn)**° agreed to
take down flagged content in less than 24 hours upon notification. The companies also need to
have “effective processes to review notifications regarding illegal hate speech” in place “to
disable access to such content”®®!, The wording seems to also steer towards automated
responses (besides human intervention) such as filtering which can interfere extensively with
FOE (see below). The Code also states that intermediaries need to “develop counter-

narratives”%2,

Regarding the latter, this can lead to platforms becoming “carriers of
propaganda”®3, The short time frame in combination with this, can seriously undermine FoE
due to Hate Speech prevention.

Regarding regulations relevant to social media platforms, the European Union E-
Commerce Directive!® of 2000 determines currently how social media platforms are
supposed to act. Intermediaries are held accountable under Article 12 for “mere conduct”, 13
for “caching” and 14 for “hosting”. The Directive explicitly states that content takedown
needs to be undertaken “in the observance of Freedom of Expression”*® whereby they refer
to Article 10(1) ECHR. It does not refer to hate speech or explicitly outlined what content is
illegal and can be taken down. It further prohibited the Member States from imposing
monitoring obligations on intermediaries with Article 15.13¢

Article 14(1) of the Directive lifts the liability of intermediaries if they are not having
knowledge of illegal activity and act “expeditiously”’**’ by removing or disabling the access to

illegal content. The ECJ further explained that “knowledge” in this case does not mean a

128 European Commission, ‘The EU Code of Conduct on Countering Illegal Hate Speech Online’ (2016), 1.

129 European Commission, 1.

130 European Commission, 3.

131 European Commission, 2.

132 European Commission, 1.

133 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
‘A/HRC/38/35’, para. 21.

134 “Directive on Certain Legal Aspects of Information Society Services, in Particular Electronic Commerce, in
the Internal Market (Directive on Electronic Commerce)’, 2000/31/EC Directive § (2000).

135 Directive on Certain Legal Aspects of Information Society Services, in particular Electronic Commerce, in
the Internal Market (Directive on Electronic Commerce), para. 46.

136 Article 19, ‘Germany: Responding to “Hate Speech”. 2018 Country Report’ (London, 2018); Directive on
Certain Legal Aspects of Information Society Services, in particular Electronic Commerce, in the Internal
Market (Directive on Electronic Commerce), Article 47.

137 European Parliament and European Council, ‘Directive 2000/31/EC on Certain Legal Aspects of Information
Society Services, in Particular Electronic Commerce, in the Internal Market (Directive on Electronic
Commerce)’, 2000/31/EC § (2000), Article 14(1)(b).
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general awareness, it must be based on a notification (i.e., notice and action mechanisms).1%
Regarding the time required to act, the Directive held that intermediaries are not responsible
when it acts quickly (i.e., remove content upon notification) without indicating a timeframe of
said action.

The Directive further allows courts or administrative authorities to require platforms to
prevent an infringement (following Member State law) in Article 14(3). Regarding said
preventive actions by intermediaries, the ECJ held in Scarlet Extended!3®, Belgische
Vereeniging!®® and L’Oréal’*! that provisions about preventive measures can lead to
automatic filtering which, if that cannot distinguish adequately between legal and illegal
speech, it will not sufficiently balance FOE with other fundamental rights. Overall, the
Directive creates distance of governments to intermediaries and leads to the primary reliance
of self-governance of social media platforms (see section 2 of this chapter).

More recently, the ECJ softened its stance. In a case regarding copyright, Poland argued
similarly to the cases mentioned above, that if online content-sharing service providers (i.e.,
platforms) need to “carry out preventive monitoring”'*?, they will use automatic filtering
which leads to significant limitations of Article 11 of the Charter. The Court agreed and stated
that prior review and prior filtering can restrict Article 11.24 It held that it is up to the
platforms to decide on what measures they want to take in order to respect the rights of the
Charter and thus, measures can be necessary when balancing with other rights and
proportionate (which is in the duty of the state to ensure).!** The Advocate General noted that
filtering is the logical consequence of provisions asking for preventive measures.!*® The
measures must at all times follow the principle of proportionality. He states that the filters are
necessary in many cases of copyright infringement.24¢ Poland argued that said provision about
preventive measures entails the introduction of “general and automated preventive

censorship”?*’. The Court furthermore commented that preventive monitoring in the form of

138 Google LLC, YouTube Inc., YouTube LLC, Google Germany GmbH and Elsevier Inc. v Cyando AG, No. C-
682/18 (ECJ 22 June 2021) Paras 35, 118.; Republic of Poland v European Parliament and Council of the
European Union, No. C-401/19 (ECJ 26 April 2022), para 50.

139 1n this case, filters could not balance FoE, the right of protection of personal data, the freedom to conduct
business adequately with the right to intellectual property. Scarlet Extended SA v Société belge des auteurs,
compositeurs et éditeurs SCRL (SABAM), No. C-70/10 (ECJ 24 November 2011), para 53.

140 Belgische Vereniging van Auteurs, Componisten en Uitgevers CVBA (SABAM) v Netlog NV, No. C-360/10
(ECJ 16 February 2012) para 51.

141 °Oréal SA and Others v eBay International AG and Others, No. 324/09 (ECJ 12 July 2011) para 139.

142 Republic of Poland v European Parliament and Council of the European Union para 24.

143 Republic of Poland v European Parliament and Council of the European Union para 55.

144 Republic of Poland v European Parliament and Council of the European Union paras 75, 82-84.

145 Opinion of Advocate General Saugmandsgaard, No. C-401/19 (ECJ 15 July 2021) para 64.

146 Opinion of Advocate General Saugmandsgaard para 69.

147 Opinion of Advocate General Saugmandsgaard para 75.
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filters would require monitoring and thus, violate Article 15(1) of the Directive.}*® The
Advocate General concluded that the provision is presumed to be lawful, but the
technological means are the issue.'*® Overall, the ECJ has been saying since 2011 - and
continuously repeating - that (1) filtering requires prohibited monitoring®*® and (2) that
filtering can violate freedom of expression'®. Thus, judgements by the ECJ such as Scarlet
Extended or Netlog suggest that proactive or preventive measures of intermediaries can
conflict with Article 15 of the Directive.’ In the Scarlet Extended case, the ECJ stated that
filtering, as a measure often taken by social media platforms to moderate content is
(dangerous), it can violate Freedom of Expression, among other rights, when the filtering
information cannot adequately assess whether content is lawful or not.**3

All in all, the E-Commerce Directive gives a lot of room to intermediaries and little
liability over the content published on their platforms. Due to this, the EU introduced more
communications that steadily increased intermediary responsibility. Intermediaries were, for
instance, “encouraged”®* to take measures against illegal content. The Code has furthermore
been accused of leading to the privatization of FOE enforcement.'® Moreover, the time frame
of 24 hours can be very restricting and combined with unclear definitions can certainly lead to
overblocking or even censorship-like practices. The Directive gave Member States a lot of
freedom, leading to widely different laws, from more restricted ones such as the German law.
Thus, under the EU framework, more restrictive media laws can be adopted. Germany, for
instance, has the most far-reaching law. The “Netzwerkdurchsetzungsgesetz” (NetzDG, can
be translated to “network enforcement act”) poses substantial penalties in case intermediaries
fail to respond appropriately to reported content within 24 hours or under certain

circumstances, after 7 days or more.’®®" The companies are also obligated to report

148 Belgische Vereniging van Auteurs, Componisten en Uitgevers CVBA (SABAM) v Netlog NV para 38.

149 Opinion of Advocate General Saugmandsgaard para 208f.

150 Scarlet Extended SA v Société belge des auteurs, compositeurs et éditeurs SCRL (SABAM) para 40.

151 Scarlet Extended SA v Société belge des auteurs, compositeurs et éditeurs SCRL (SABAM) paras 50, 52 ;
Republic of Poland v European Parliament and Council of the European Union para 55.

152 Belgische Vereniging van Auteurs, Componisten en Uitgevers CVBA (SABAM) v Netlog NV; Scarlet
Extended SA v Société belge des auteurs, compositeurs et éditeurs SCRL (SABAM).

153 Thomas Riis and Sebastian Felix Schwemer, ‘Leaving the European Safe Harbor, Sailing Towards
Algorithmic Content Regulation’, SSRN Electronic Journal 22, no. 7 (2018): 12.

15 European Commission, ‘Commission Recommendation on Measures to Effectively Tackle Illegal Content
Online’, 2018/334 § (2018), Chapter II, para. 18.

155 Eugénie Coche, ‘Privatised Enforcement and the Right to Freedom of Expression in a World Confronted with
Terrorism Propaganda Online’, Internet Policy Review 7, no. 4 (November 2018): 11f.

1%6 <Gesetz Zur Verbesserung Der Rechtsdurchsetzung in Sozialen Netzwerken (Netzwerkdurchsetzungsgesetz -
NetzDG)’ (2017), para. 8.

157 In the case of YouTube, 87,5% of reported posts were assessed and processed within 24 hours; 43.847
complaints in total, 38.368 posts within 24 hours. Google, ‘Entfernungen von Inhalten Nach Dem
Netzwerkdurchsetzungsgesetz — Google Transparenzbericht’.
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periodically.’®® In general, the reports through NetzDG are progress toward making online
content deletion and reporting more transparent. Yet, overall, the process is still very
opaque.® In the reports, no example cases are shown only broadly the reason for the
takedown. They do, however, show that the complaint mechanisms are widely used due to the
high numbers. The NGO Article 19 calls the sanctions under NetzDG “severe”'®® and
criticises that the response from social media platforms is restrictive and that they have been
“over-zealous in removing content”®l. They further argue that some provisions of the
criminal code’, such as Article 185 StGB (insult) and Article 187 StGB (defamation) do not
comply with International Human Rights Law.!52

Yet, the core principles of the Directive are still relevant today and in general, the
Directive was received positively. However, it did not give any cooperation mechanism
between Member States, leading to legal uncertainties and different degrees of protection for
Freedom of Expression and the fear of legal fragmentation.

Thus, the EU relied on a more laissez-faire approach, giving the Member States a wide
margin of appreciation for their social media laws. This led to very diverse laws, creating
confusion among social media users. Yet, over the last years, the EU increased its regulatory
power on the intermediaries, leading to the new Digital Services Act which will amend the
Directive and aims to advance EU content regulation (see discussion, section 1).

This section explored the EU approach to regulating social media. For a comprehensive
analysis, it is necessary to further highlight how social media platforms implement these
regulations and how they overall moderate user-generated content. The following will outline
this.

158 See section 2 for extracts from such reports. Gesetz zur Verbesserung der Rechtsdurchsetzung in sozialen
Netzwerken (Netzwerkdurchsetzungsgesetz - NetzDG), Article 1 para. 2.

159 For instance, Twitter does indicate based on what provision of the German criminal code the measure was
taken (e.g., incitement of masses, German: §130 StGB Volksverhetzung, 228.468 complaints with 20.281
measures taken or 8185 Insult, German Beleidigung with 171171 complaints and 14.775 measures taken), see
Twitter, ‘Twitter Netzwerkdurchsetzungsgesetzbericht: Juli - Dezember 2021°.

180 Article 19, ‘Germany: Responding to “Hate Speech”. 2018 Country Report’, 49.

161 Article 19, 49.

162 The Special Rapporteur explicitly stated that speech is allowed to offend. Special Rapporteur on the
Promotion and Protection of the Right to Freedom of Opinion and Expression, ‘A/HRC/38/35’, para. 26.
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2. Content Moderation of Social Media Platforms

The omnipresent worry that state requests and the response of private companies to them can
lead to constraints on information access and exchange, limiting the work of journalists and
discouraging whistle-blowers and human rights defenders has been voiced frequently.®®
Social media platforms have different interests than states. Overall, they prioritise financial
and commercial benefits over human rights (such as selling data and placing advertisements).
After previously discussing the stateside, it is important to highlight the possibilities of private
companies for implementing regulations and the effects of these measures on Freedom of
Expression. Thus, this section is about governance by platforms. It tries to uncover the “black
box”%* of content moderation. It will critically analyse the implications of the current
framework established in the section before through exploring the more technological side of
platform governance.

In the following section, the publicly available Terms of Service (ToS), guidelines and
rules of popular social media platforms in Europe will be analysed and compared. Some of
the most used social media platforms are Facebook, YouTube, Instagram, TikTok and
Twitter.1®® Platforms which do not have a newsfeed, such as direct messengers, were excluded
from this analysis due to their content being less curated and less susceptible to content
moderation.®® Thus, Meta (which owns Facebook and Instagram), Google (which owns
YouTube), Twitter and TikTok were chosen. Their public community guidelines, hate speech
policies and moderation methods will be outlined and discussed in the following.

All chosen intermediaries committed themselves to following the ECHR and the Guiding
Principles on Business and Human Rights.'®” In general, intermediaries distinguish between
external requests for content removal through the law or the state and internal removal
requests through their ToS.2%® ToS are contracts that users need to agree to for participating in

the social media platforms. They often contain the companies’ policies on what content can be

163 E.qg., Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and
Expression, ‘A/HRC/35/22’ (Human Rights Council, March 2017).

164 A criticism of non-transparency, see Frank Pasquale, The Black Box Society: The Secret Algorithms That
Control Money and Information (Cambridge: Harvard University Press, 2015).

185 Kemp, ‘Digital 2022, slide 123.

186 E.g., WhatsApp, WeChat, or Snapchat were excluded.

167 Twitter, ‘Twitter’s Free Speech and Rights of People’; Miranda Sissons, ‘Our Commitment to Human
Rights’, Meta, March 2021; ‘Transparency Center Homepage’, TikTok; ‘About Human Rights at Google’,
Google.

168 Often adopted unilaterally by the companies themselves without any interference from the outside. Special
Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
‘A/HRC/38/35’, para. 19.
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published and what not, often formulated very generally.!®® ToS are more general while
community guidelines and policies are more specific and aim to, for instance, target hate
speech’® or misinformation!t. The agreement of the user has two effects: First, users receive
the right to access and publish content, regulate some levels of personalization, identify
jurisdictions for dispute resolution and use all other functions of the platform.1’2 Second, most
of the power is transferred onto the intermediaries regarding user-generated content (UGC). It
should be noted that these terms and guidelines are only the tip of the iceberg, content
moderation follows many internal (non-public) rules.*”

Community standards (or guidelines) are part of the ToS and determine what content is
allowed on their platform. All chosen intermediaries mention the topic of hate speech or hate
full behaviour.!™ They define it themselves and specify groups which are deemed as
especially sensitive for the detection of hate speech but newsworthy or content of public
interest are sometimes deemed as exceptions (see also appendix 2). Thus, these definitions are
usually broader than the ones by governments as they include more groups and cover a wider
area. Meta, for instance, defines hate speech as direct attacks against people based on
“protected characteristics”'”®. The approach to hate speech is broadly the same between the
platforms. Yet, for instance, Twitter provides examples of hate speech and has in general
much information about what is allowed and what is not, and the specification of included
groups differs slightly.t’®. Meta has a list which ranks content from tier 1 (e.g.,
generalizations of inferiority) to tier 3 (e.g., calls for action regarding segregation). The
detection of violating content is done through a combination of technology or review teams

which will be explored in more detail in the following section.””

169 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
‘Report of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and
Expression’, May 2016, para. 52; Mchangama, Alkiviadou, and Mendiratta, ‘A Framework of First Reference:
Decoding a Human Rights Approach to Content Moderation in the Era of “Platformization’, 11.

170 E.g., ‘Hate Speech. Transparency Center’.

11 E.g., Yoel Roth, ‘Introducing Our Crisis Misinformation Policy’, 2022.

172 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
‘A/HRC/38/35’, para. 24.

173 For instance, there have been many leaks about guidelines content moderators need to follow, for instance in
the case of TikTok, see for instance, Alex Hern, ‘Revealed: How TikTok Censors Videos That Do Not Please
Beijing’, The Guardian, September 2019.

174 “Hate Speech. Transparency Center’; Twitter, ‘Twitter’s Policy on Hateful Conduct’, Help Center; ‘YouTube
Hate Speech and Harassment Policy’, YouTube; Eric Han, ‘Countering Hate on TikTok’, TikTok, August 2019.
175 Which are based on race, ethnicity, national origin, religious affiliation, sexual orientation, sex, gender,
gender identity, or serious disability or disease. Richard Allan, ‘Hard Questions: Who Should Decide What Is
Hate Speech in an Online Global Community?’, Meta, June 2017.

176 YouTube, for instance, defined hate speech as incitement of hatred or violence against 13 characteristics
including “victims of a major violent event and their kin” or “veteran status”, see ‘Hate Speech Policy -
YouTube Help’, YouTube.

1T E g., ‘Detecting Violations’, Transparency Center; ‘How Does YouTube Identify Content That Violates the
Community Guidelines?’, YouTube Community Guidelines.
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Before turning towards different forms of control of social media companies, it is important to
explain the most important automated and manual methods used to identify content that could
possibly violate ToS.

Algorithms are the automated side of content moderation. They are primarily ex-ante
(before publication) “encoded procedures for transforming input data into the desired output,
based on specified calculations”'’®, They can also select and exclude (i.e., filter) content
according to the users’ interests and habits (e.g., TikTok bases recommendations on the likes
or shares of users, the accounts they follow, their comments or their posted content)!’®. They
can thus regulate what information users receive. They furthermore rank content, with the
most relevant posts showing up higher than less relevant ones (e.g., TikTok assess the
popularity of content according to captions, sounds or hashtags of videos'®°).18 One popular
content analysing algorithm is ‘hashing’. Hashing is used to identify controversial or
forbidden images.8? After manually removing forbidden images, the companies store the
digital signature called “hash” in a database — allowing the prevention of the uploading of
these images again.'® A hash is created by changing the pictures to back and white,
overlaying them with a grid and then assigning numerical values.®*

Flagging (also often referred to as reporting) is an ex-post moderation (after publication)
method through which users can express their disliking of content through reporting posts.
Usually, after content is reported, it will be reviewed by the platforms, primarily through
content moderators.'®® This is a widely used practice; According to Google’s NetzDG report,
263.663 posts were reported within five months'®® based on reasons such as violations of
privacy (11.056), pornography (50.670), hate speech (64.815) or violence (34.123) (see
appendix 2 for more information about content take down due to reporting).'®” All platforms

in this analysis offer a reporting or flagging mechanism but Google’s “YouTube Trusted

178 Leyla Dogruel, Dominique Facciorusso, and Birgit Stark, ““I’m Still the Master of the Machine.” Internet
Users’ Awareness of Algorithmic Decision-Making and Their Perception of Its Effect on Their Autonomy’,
Information, Communication & Society, December 2020, 2.

179 “How TikTok Recommends Videos #ForYou’, TikTok, August 2019.

180 ‘How TikTok Recommends Videos #ForYou’.

181 Pascal Jiirgens and Birgit Stark, ‘The Power of Default on Reddit: A General Model to Measure the Influence
of Information Intermediaries: The Influence of Information Intermediaries’, Policy & Internet 9, no. 4 (2017):
395-419.

182 An example of such a hashing algorithm is PhotoDNA, see Tracy Ith, ‘Microsoft’s PhotoDNA: Protecting
Children and Businesses in the Cloud’, Microsoft, July 2015.

183 Jgrgensen, Human Rights in the Age of Platforms, 150.

184 Kate Klonick, ‘The New Governors: The People, Rules, and Processes Governing Online Speech’, Harvard
Law Review 131, no. 1598 (2018): 1636f.

185 On how exactly decisions are made during this review process can only be speculated.

186 hetween July 2021 and December 2021

187 43.847 contents were deleted, most of them due to the accusation of hate speech (14.759). Google,
‘Entfernungen von Inhalten Nach Dem Netzwerkdurchsetzungsgesetz — Google Transparenzbericht’.
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Flagger Programme™'® is more advanced. The programme gives NGOs and government
agencies more authority through which their reporting of content is prioritized (and thus,
receives quicker action) and they receive more insight into decisions about content. In other
words, the flaggers are trusted and thus, their reports are taken more seriously which allows
for quicker decisions. Flagging is a “complex interplay between users and platforms, humans
and algorithms, and the social norms and regulatory structures of social media”®. Often,
groups systematically report content as a platform violation just to have this content
suppressed, even though, in reality, the content just expressed an opinion that was not to their
liking.!®® Yet, reporting is a method that gives users the power to determine what content they
want to see even though the final decision lies within the intermediaries. Still, reporting is
likely the most democratic way of moderating content, even if flawed.

Content moderators are the other widespread ex-post moderation mechanism. Here, people
are employed to review online content which has previously been identified as violating the
ToS. In the case of Meta, not all moderators review the same content. There are three different
classifications; ‘Tier 3’ is for day-to-day reviewing, ‘tier 2’ supervises ‘tier 3’ and reviews
prioritized content, and ‘tier 1’ is made up of lawyers or policymakers.*'% Moreover, Meta
has the so-called Facebook Oversight Board for Facebook and Instagram which reviews cases
regarding content moderation through an appeal mechanism.®® The board is made up of 40
“experts and civic leaders® from all around the world. Until June 2022, it has made 26
decisions. It is currently thus too early to assess whether this was successful or not, but it
seems promising. Further, warning labels are a promising compromise between taking down
posts and leaving them online. This is an adequate response to mis- or disinformation, even
though some people argue that the trust in social media platforms is so low that users will not
trust the warnings. In the case of hate speech, for instance, it is more complex. Instagram, for
instance, hides violent content behind such warnings, which at least warns users (and
especially children) about the content they will see.

The enforcement is primarily done on the post level and the account level (see appendix 2).

The reaction to forbidden or undesired content ranges from labelling (e.g., as misinformation)

188 < About the YouTube Trusted Flagger Programme’, YouTube Help.

189 Kate Crawford and Tarleton Gillespie, ‘What Is a Flag for? Social Media Reporting Tools and the Vocabulary
of Complaint’, New Media & Society 18, no. 3 (2016): 411.

190 Jgrgensen, Human Rights in the Age of Platforms, 151.

191 For more detailed descriptions, see Klonick, ‘The New Governors: The People, Rules, and Processes
Governing Online Speech’, 1640.

192 Currently, Facebook employs 15.000 moderators, with critics arguing that they need double the amount.
Charlotte Jee, ‘Facebook Needs 30,000 of Its Own Content Moderators, Says a New Report’, MIT Technology
Review, June 2020.

193 <Oversight Board’.

194 “Meet the Board’, Oversight Board.
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to the permanent deletion of accounts and content. For instance, Twitter’s enforcement is on
the tweet-level (i.e., labelling, limiting visibility etc.), message-level (i.e., stopping the
sending of messages) or account-level (i.e., temporary restrictions, verification, suspension,
etc.).®® If tweets are not violating rules, they might still be flagged with a notice, age-
restricted or geoblocked. Exceptions might be made if tweets are of public interest. Other
measures are giving out warnings or strikes, downranking “forbidden” posts or highlighting
favoured posts.’®® The severity of the consequences is sometimes dependent on the content
(e.g., Meta’s tier system) or the number of previous strikes or warnings (e.g., YouTube).
Many intermediaries also prohibit false news in their ToS. As a reaction, they add warning
labels, suppress the posts, or inform the user about the possibility of deletion.

All in all, these content moderating measures are an essential part of social media
platforms. Overall, these methods are used to exercise either hard or soft control; Hard control
is the assessment of content on whether it is acceptable to be published on the platform while
soft control is the determination of what content is recommended or restricted.®” The
following will show in more detail what platforms can do with content moderating methods

and what effects this can have on users.
2.1. Hard Control of Online Content

As mentioned above, hard control means platforms remove content, block content in specific
countries or deactivate or limit accounts and thereby, exercise immense control on online
information. In general, the rate of content takedown differs widely between the platforms.
According to the NetzDG reports, the takedown rate of content that falls, for instance, under
Article 130 StGB (incitement of masses) ranges from under 10 % to over 20 (see appendix 2).
Hard control is the obvious (or “overt”, see chapter 3) method to moderate content. The four
intermediaries of this analysis rely both on technology and user reporting to detect violating
content.?®® Most of the time, if the content is found to be violating ToS through hashing,
keyword filters, flagging or algorithms, they are withheld or temporarily deleted. Afterwards,
they can be reviewed by content moderators or appealed (see appendix 2). TikTok offers a
simple appeal process by clicking the button ‘submit an appeal’ without any further
information about the process which follows. Facebook and Instagram users, for instance,

have more options than this. They can ‘disagree with decision’ or request a review. The

19 <Our Range of Enforcement Options for Violations’, Twitter Help.

19 Adrian Rauchfleisch and Jonas Kaiser, ‘Deplatforming the Far-Right: An Analysis of YouTube and
BitChute’, SSRN Electronic Journal, 2021, 4.

17 York and Zuckerman, ‘Moderating the Public Sphere’, 140.

198 E.g., ‘A Safer Twitter’.
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former is merely to show Meta that the user disagrees with the deletion of a post but does not
lead to human review.'® The latter usually leads to a review within 24 hours.*® Afterwards,
the Meta user still can send an appeal to the oversight board. Thus, most decisions can be
appealed against, but time-sensitive information will be suppressed until further review which
can hinder the work of groups such as activists or journalists immensely.

Some automated ex-ante moderation techniques are part of hard control, such as
geoblocking or hashing. Meta?®, Twitter?®? and Google?®® use algorithms to detect violating
content, and TikTok assumingly as well?** (see appendix 2). Geoblocking prevents the upload
of content according to the location of the end-user, officially used by Google and Twitter.2%
Thus, social media platforms are having the power to block content country by country.
YouTube furthermore restrict content regarding the age of the user.2%

In 2021, internal Meta documents called “Facebook Files” were leaked. They revealed that
the algorithmic detection only recognizes 2 to 5 % of hate speech. Francis Haugen, the
whistleblower, said that of those only 1 % are cases of violence and incitement in reality.?’
Regarding this, a study in Denmark found that 1.4 % of Facebook comments were determined
as “hateful attacks” based on Facebook’s ToS, but in reality, only 0.0066 % could be
determined as illegal hate speech under Danish law.?®® Thus, the method is not reliable in
actually identifying hate speech, thereby illegal speech is left online and legal speech is likely
to be blocked. This is especially interesting as Meta has significantly lower hate speech
detection rates than for instance, Google and TikTok (see appendix 2). The detection of high
amounts of hate speech is worrying as shows that companies are likely to flag content as hate
speech even though it might not contain illegal speech or content that violates community

guidelines. Much content blocking is due to faulty algorithms (more about this see chapter 2,

199 Recently, the German constitutional court decided that Facebook needs have a provision in its ToS which
provides users with the chance to give a statement and receive an explanation regarding the deletion of their
accounts. ZR 179/20 (BGH 29 July 2021).

200 This is, according to Meta, not available for all types of content. ‘I Don’t Think Facebook Should Have Taken
down My Post.’, Facebook Help Center.

201 97% of detected hate speech was spotted by algorithms Mike Schroepfer, ‘Update on Our Progress on Al and
Hate Speech Detection’, Meta, February 2021.

202 Twyitter calls this ‘proactive detection’. see ‘A Safer Twitter’.

203 Google uses algorithms to detect content and more specifically, hashes to avoid said content from being re-
uploaded. ‘YouTube Community Guidelines Enforcement FAQs’, Transparency Report Help Center.

204 TikTok merely indicates that it “uses [...] innovative technology [...] to identify” violating content.
‘Community Guidelines Enforcement Report Jan - Mar 2022°, TikTok, June 2022.

205 See also appendix 2.2., Klonick, 1637; For examples see chapter 3 or Natasha Lomas, ‘Twitter Uses Country-
Specific Blocking Powers For The First Time To Restrict Neo-Nazi Account In Germany’, TechCrunch, October
2012.

206 < Age-Restricted Content’, YouTube Help.

207 Scott Pelley, ‘Whistleblower: Facebook Is Misleading the Public on Progress against Hate Speech, Violence,
Misinformation’, CBS News, October 2021.

208 Jacob Mchangama, ‘The Real Threat to Social Media Is Europe’, Foreign Policy.
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section 2.2.). Similarly, the effect of mis- or disinformation might be generally overestimated.
A 2019 study found that only 1.18% of political tweets of users contained false information
and 1% of users (and thereby, voters) accounted for 80% of false information.?%® Currently,
there is a high risk of social media companies giving precedence to Artificial Intelligence over
post-publication moderation.?!® In general ex-ante measures of hard control are potentially
harmful, in particular, if done through erroneous automated means.?!!

Content moderators are the manual side of hard control. The moderators receive content
which has been identified through the previously mentioned methods, and they must decide
within minutes whether the content violates any rules. The time pressure and the viewing of
extreme content can lead to numerous mistakes. The issue with content moderation is its
implementation. In the case of TikTok, in 2019, it was expected that moderators check 1000
tickets during an 8-hour shift - giving them around 30 seconds to decide about the content of a
15-second-long video.?*2 The content is then divided into four categories: (1) videos that
completely violate the platform conditions are deleted, (2) videos are made only visible to the
creator, (3) videos are not shown in feeds and (4) where the videos not appearing in feeds or
the recommended ‘for you’ section.?’® Overall, the most extreme consequence is the
deplatforming of accounts?'4, which is the removal of accounts from social media platforms.

In an interview, anonymous moderators claimed that they are not allowed to talk about
their job and the contents they are exposed to every day to anyone.?!> Two interviewees have
been cited as saying: “Morally, I find my work to be important. I watch the videos so that

other people do not have to watch it.”%®

and “the employees are being seen as
interchangeable machines that are simply thrown away when they don’t function

anymore.”?t”.218 |In May 2020, thousands of moderators joined a class-action lawsuit against

209 Nonetheless, they found that users from the right political spectrum saw and shared significantly more false
information. See Nir Grinberg et al., ‘Fake News on Twitter during the 2016 U.S. Presidential Election’, Science
363, no. 6425 (January 2019): 375.

210 Manuel Ernesto Larrondo and Nicolas Mario Grandi, ‘Artificial Intelligence, Algorithms and Freedom of
Expression’, Universitas, no. 34 (February 2021): 173.

211 As discussed in chapter 2. regarding preventive filtering.

212 There are three stages of reviewing: The first is done in Barcelona after 50 to 150 video views, the second in
Berlin for 8.000 to 15.000 views and the third of videos starting from about 20.000 views. Markus Reuter and
Chris Kover, ‘TikTok: Cheerfulness and censorship’, netzpolitik.org, November 2019.

213 Reuter and Kover.

214 A term made popular by right-wing US Americans and has accelerated in popularity in 2018. Rauchfleisch
and Kaiser, ‘Deplatforming the Far-Right’, 2.

215 Y-Kollektiv, Content Moderator*innen: Sie Léschen Die Videos Auf Social Media, Die Du Nicht Sehen
Sollst, 2020.

216 Translated from German, Y-Kollektiv, 6:04-6:09 min.

217 Translated from German, Y-Kollektiv, 6:15-6:22.

218 The interviewees have emphasized how traumatizing their job is for them. One of the interviewees stated that
she dreams about the contents, especially child pornography and animal abuse has been burdening her.
Psychological help was, according to them, available. Y-Kollektiv, 4:40 - 5:20 min.
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Facebook in the United States complaining about the psychological toll their work took on
them.?!® Facebook ended up settling the case for 52 million US dollars.??°

The working conditions are not fostering an environment which allows a thorough
investigation of the contexts of posts leading to faulty decisions. For instance, content
moderators decided to delete the historical picture of Kim Phic??! due to Facebook’s child
nudity ban.??? This example shows the difficulty when working with oversimplified
dichotomies, such as nudity or non-nudity. This decision cannot simply be answered with a
yes or no. Context is crucial. Content moderators act on behalf of the companies, and the
content of the companies is their capital. The posts are supposed to attract attention. Thus,
content moderators often act against their value systems when deciding upon deletion or non-
deletion.??® Still, many argue that human assessment is the better option as automated means.
While this could be true and content moderators’ work might be slightly less error-prone, their
labour is contentious. The number of decisions they have to make is too high for their
assessment to be irrefutable and reliable. Furthermore, watching and reading illegal content
all day is incredibly burdensome, especially for untrained young workers.

The following section on soft control is more about the interest of the intermediaries to

make their platform more attractive and to highlight or suppress certain content.
2.2. Soft Control of Online Content

Soft control is primarily exercised through Artificial Intelligence which is, in this case,
human-written and computer code-designed algorithms.??* This following section focuses
more on the invisible side of algorithms, even though they can also be used to filter posts,
thereby exercising hard control.

Meta??®, Twitter??®, Google??” and TikTok??® use algorithms for the curation of user feeds.

The use of algorithms as such has been criticised as hindering individuals’ autonomy, their

219 Manuel Ernesto Larrondo and Nicolas Mario Grandi, ‘Artificial Intelligence, Algorithms and Freedom of
Expression’, Universitas, no. 34 (Febuary 2021): 176.

220 «gcola v. Facebook’, Content Moderators Settlement.

221 <A Girl in the Picture” by Kim Phiic, an important and iconic photo, see Jillian C. York, ‘Facebook’s Nudity
Ban Affects All Kinds of Users’, Electronic Frontier Foundation, September 2016.

222 Roberts, ‘Digital Detritus’.

223 Roberts.

224 Larrondo and Grandi, ‘Artificial Intelligence, Algorithms and Freedom of Expression’, 172.

225 Facebook uses the algorithm EdgeRank, see ‘How Facebook Distributes Content’, Meta Business Help
Center and Jeff Widman, ‘EdgeRank’.

226 E,g., Trends are determined and the start page is personalized by an algorithm, ‘Twitter Trends FAQ’, Help
Center; ‘Personalized Content Based on Your Third-Party Web Activity’, Help Center.

227 “Trending on YouTube’, YouTube Help; ‘Manage Your Recommendations and Search Results’, YouTube
Help.

228 ‘How TikTok Recommends Videos #ForYou’.
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functioning and output being too opaque and not giving users control in their interactions.??
They are designed to promote sensational content, and thus, can, for instance, amplify false
information.*® The main issue is that users are unaware of content that is not being displayed.
The combination of content omission and promotion creates “filter bubbles” or “echo
chambers”?3L, Filter bubbles are “a unique universe of information for each of us”?*?. The
term “echo chamber” describes groups’ opinion-forming through personalized information
environments “which consistently reflect an individual’s opinion on themselves, like an
echo”?. Thus, less diverse information environments. This comes back to a very inherent
human desire to avoid cognitive dissonance and thereby to be more attracted to people and
opinions like theirs.2* Joy Buolamwini famously discovered Al biases that discriminate
against people of colour and women.?®® There have also been reports of the suppression of
LGBTQI+ activism.?*® In general, there is a lot of criticism of algorithms for social media,
notably worries about their biases of for instance, certain content?®”, locations?® or groups®*°.
As the Facebook Files revealed, Facebook was aware that its algorithms led to users being
recommended more extreme, hateful, misogynist, and degrading content.?° Facebook realized
that if the algorithms are changed to be safer, users will spend less time on the platform.?** As
Ms Haugen put it: “Facebook makes more money when you consume more content. People

enjoy engaging with things that elicit an emotional reaction. And the more anger they get

229 Dogruel, Facciorusso, and Stark, ““I’m Still the Master of the Machine.” Internet Users’ Awareness of
Algorithmic Decision-Making and Their Perception of Its Effect on Their Autonomy’, 3.

230 gpecial Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
‘A/HRC/47/25’, para. 16.

231 Birgit Stark and Daniel Stegmann, ‘Are Algorithms a Threat to Democracy? The Rise of Intermediaries: A
Challenge for Public Discourse’, Governing Platforms (Algorithm Watch, 2020), 14.

232 E|j Pariser, Beware Online ‘Filter Bubbles’, TED Talks, 2011, 9.

233 Stark and Stegmann, ‘Are Algorithms a Threat to Democracy? The Rise of Intermediaries: A Challenge for
Public Discourse’, 14.

234 Stark and Stegmann, 3.

235 Joy Buolamwini, ‘The Coded Gaze: Bias in Artificial Intelligence’ (2019).

236 See chapter 3. Ben Bours, ‘Facebook’s Hate Speech Policies Censor Marginalized Users’, Wired, 2017.

237 Twitter’s algorithm has been found to amplify politically right-wing content more than left wing content. For
an interesting read, see Ferenc Huszar et al., ‘ Algorithmic Amplification of Politics on Twitter’, Proceedings of
the National Academy of Sciences 119, no. 1 (2022).

238 Tsaac Johnson et al., ‘The Effect of Population and “Structural” Biases on Social Media-Based Algorithms: A
Case Study in Geolocation Inference Across the Urban-Rural Spectrum’, in Proceedings of the 2017 CHI
Conference on Human Factors in Computing Systems (Conference on Human Factors in Computing Systems,
Denver Colorado, 2017).

239 Notably, against African Americans. Maarten Sap et al., ‘The Risk of Racial Bias in Hate Speech Detection’,
ACL, 2019, 1-11; Yasin Danyaal, ‘Black and Banned: Who Is Free Speech For?’, Index on Censorship, 2018.
240 Svea Eckert, Lena Kampf, and Georg Mascolo, ‘Neue Enthiillungen setzen Facebook weiter unter Druck’,
tagesschau.de.

241 Meta did make Facebook safer in regards to misinformation around the 2020 election but then changed it
again. Scott Pelley, ‘Whistleblower: Facebook Is Misleading the Public on Progress against Hate Speech,
Violence, Misinformation’, CBS News, 2021.
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exposed to, the more they interact and the more they consume.”?*? Special Rapporteur Khan
argued that algorithms are driving users towards extremist content and conspiracy theories,
and this can, furthermore, through extensive personalisation, undermines users’ possibility to
choose their “information diet”?*,

The soft control of algorithms is popular because they show users the content they (likely)
want to see. This, for one, enhances the satisfaction of the users and for the other, makes it
more profitable for the platforms as they can place advertisements tailored to the user’s
interests — making it more likely for them to buy the advertised products. The following
section will discuss the implications of content moderation and regulation on Freedom of

Expression.
3. Discussion: The Current Governance of Social Media

Intermediaries primarily moderate user-generated content because they want to protect their
brand. They want to boost their advertising revenue, create an enjoyable user experience, and
protect themselves from any liability.24*

Intermediaries in general have a two-fold interest; Individual users are their main target,
and their needs are important to the success of the company. Yet, they have a “popularity
bias”?*°, they care immensely about group engagements and interaction. Companies often
merely react rather than prevent. This leads to overly quick and often disproportionate
reactions to controversial content. Their provisions in the terms of service and community
guidelines tend to be very vague and subjective, giving the users unclear instructions and the
platforms a lot of freedom

Hard and soft control affect Freedom of Expression in two distinct ways; Hard control has
the potential to violate the publishing of content, thus, the public dimension, while soft
control can influence the opinions, the private dimension of FoE.

As previously mentioned, hashing algorithms are the kind of automated preventive means
that distinguishes between allowed and not allowed content before publishing (commonly
referred to as filtering). Hashing often leads to the automated removal of content and as
discussed above, the ECJ has previously warned how this is a foreseeable violation of

Freedom of Expressen, even though the court slightly softened its stance recently. Yet, what

242 pelley.

243 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
‘A/HRC/47/25’, para. 66.

244 Roberts, ‘Digital Detritus’.

245 | g., they are orientated towards numbers and prefer offers that are preferred by the masses. Stark and
Stegmann, ‘Are Algorithms a Threat to Democracy? The Rise of Intermediaries: A Challenge for Public
Discourse’, 10.
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IS important is that hashing does not classify illegal or legal content, it classifies content
which violates community guidelines, not international or European law. As intermediary
guidelines tend to be stricter than the law, the deletion of legal content can happen when (1)
content is wrongly identified as ToS or guidelines-violating or (2) content is correctly
classified as breaching guidelines but would not violate human rights law. Algorithms and
wrong classification can thus violate the user’s rights to receive, investigate and disseminate
“which would be limited not by a necessary law with a legitimate and proportional purpose,
but by de facto “constellation” made up of inhumane algorithms”4®.

The creation of less diverse information environments through algorithms’ soft control
makes the platforms more attractive for users and is more likely to present the information
they are interested in (including sponsored content). Thus, at first glance, this seems to
enhance Freedom of Expression. Yet, at a second glance, the curation and personalization
created these bubbles of similar information which are difficult to escape as the feed, trends
and search results are personalized. They interfere with the possibility of being confronted
with opposing ideas and opinions. This potentially takes away the users’ self-determination.
This can affect FoE as it limits the possibility of users to evaluate content, idiomatic uses, and
cultural aspects of human beings.?*’ It fundamentally affects opinion-forming processes.
Freedom of Opinion is an absolute right. The question of whether personalized content is a
violation of Freedom of Opinion is beyond this thesis and the lack of jurisprudence on the
topic does not provide an answer either. What is clear is that it changes the way users educate
themselves and thereby form opinions in an unprecedented way.

One solution would be to give the user the option to choose between a curated start page or
one with chronological order?*® or the possibility of on and off switch buttons for algorithms.
Thereby, the curation of the content is made with consent by the user, and they are free to
choose if they want personalized content or not. This would bring more autonomy to the user
and make them more aware of how much algorithms affect their information environment.

Flagging furthermore has an interesting effect on FoE; By hitting buttons to report content
because, for instance, users are offended, they exercise Freedom of Expression. It is
comparable to a ‘like button’; It eases the exercise of freedom of expression by changing its
nature. Flagging, as mentioned above, gives users enough power to bring attention to possibly

illegal content, thus, democratizing content moderation more.

248 Larrondo and Grandi, ‘Artificial Intelligence, Algorithms and Freedom of Expression’, 173.
247 Larrondo and Grandi, 174.
248 For instance, Twitter and YouTube offer similar options.
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It remains that the sheer volume of content posted on these platforms?*° requires automatic
regulation. However, even though the work of content moderators is flawed as well,
algorithms and automated responses have biases and delete content, thereby restricting
Freedom of Expression, often acting in error.

Further, the taking down of forbidden content is very inconsistent. The effects and
prevalence of mis-/disinformation and hate speech are also blown out of proportion. They
exist, and of course, action needs to be taken against them. Yet, the issue might be less
dangerous than many think and the amount of falsely identified information is high. Thereby,
particularly language is an issue. Fact-checking is hugely dependent on the state and language
and the enforcement differs significantly according to the country and the language being
spoken there.?%°

The erroneous nature of content moderation is significant. Content moderation can and
does violate Freedom of Expression as it is not able to differentiate between lawful and lawful
content. Content moderation privileges or devalues information. Depending on its level of
threat — measured against the companies’ policies and goals — the content is deleted or not.
The detection — human or automated - is unreliable, discriminatory, and biased. Users’ right to
FOE can be adversely affected by content moderation methods. If they are flawed, it is to be
expected that FOE will be violated.

Overall, this analysis was significantly hindered by (1) the information is hidden due to the
mere amount and the decentralized way it is published on the internet and (2) the diversity of
information published, making the comparison between companies more difficult. The
research of the platform community guidelines is challenging as they are distributed in a
decentralized way on the internet and the information provided varies drastically between the
platforms. Information about, for instance, algorithms is almost drowned out by the amount of
information and the distribution over multiple internet sites. Further, there is no single page
for algorithms or machine learning. Usually, they are merely mentioned in the context of
trends or personalization mechanisms. Yet, overall, Meta and Twitter appear to publish more
details about their measures (including statistics, examples of prohibited contents in the case

of Twitter and decisions of their algorithms in the case of Meta) while TikTok seemingly only

249 In February 2020, every minute more than 500 hours of videos were posted on YouTube. Further, the website
‘internet live stats’ shows how many tweets are posted every day in real time, averaging 500 million tweets per
day. ‘YouTube: Hours of Video Uploaded Every Minute 2020, Statista; ‘Twitter Usage Statistics - Internet Live
Stats’.

250 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
‘A/HRC/47/25°, para. 75.
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published the bare minimum. Furthermore, Google’s trusted flagger program and Facebook's
Social media council are measures that are very progressive and have potential.

Thus, the main issue of content moderation is opacity. Intermediaries periodically publish
reports about the content they have taken down where they give information about post
removals and (superficially) the reasons. They do not show what the posts exactly say or how
much users interact with these posts. Thus, the impact cannot be assessed. Twitter, for
example, cut off online services which were tracking deleted tweets of politicians to hinder
them from revealing this data.?®* Therefore, the requirement for FOE restrictions to be
provided by law is undermined and violations are risked. This opacity is taking away users’
agency and hinders investigations and studies about their practices.

The next chapter will outline how and what content can be restricted due to measures by
either governments or intermediaries through misuse or errors in the moderation of content.
Thus, while this section primarily focused on publicly accessible information, the next section
will try to explore the less transparently communicated effects of content moderation methods

to see whether content moderation can already be classified as ‘digital repression’.

21 Sarah Perez, ‘Twitter Shuts Down Services That Tracked Politicians’ Deleted Tweets In 30 Countries’,
TechCrunch, August 2015.
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Chapter III: Digital Repression

The last chapter established the regulations and mechanisms of social media for content
moderation. It further, reflected on the threats they can post on the exercise of Freedom of
Expression online. This chapter will explore how far the weaknesses of said measures can go.
It furthermore explores what content tends to be restricted. Thereby it aims to answer the third
subquestion of if platform governance can suppress social movements through the restriction
of Freedom of Expression (III). FOE is a fundamental right in the sense that other rights such
as Freedom of Assembly and Association are inherently connected.?®? Thus, if FOE is
violated, it can affect these rights as well. This section builds on this notion and shows how
the restriction of Freedom of Expression online can directly affect protest and social
movements.

The idea behind restricting or censoring content is that it heightens the costs of accessing
and spreading information.?®® Typically, this happens through one of three mechanisms: Fear,
friction, or flooding.?®* Fear is evoked in social media users of when they access or share
certain information there will be (the threat of) repercussions, i.e., some form of
punishment.?® In 2021, in 55 countries social media users were arrested, investigated, or
convicted for posting content online.?%® Censorship through friction is a mechanism which
makes accessing information online more difficult.®” According to Roberts, the result of
friction is that users need to either spend more time or money to spread or have access to
information through blocking, reordering search engine results, slowing down (internet)
access or shutting the internet down completely.?®® Through friction, information can thus still
be accessed but with significantly higher costs. Lastly, flooding is the drowning out of
information through the coordinated publishing of information online.?®® For instance, protest

events in Syria, China, Russia, and Mexico have been overwhelmed by spam tweets.?°

252 The ECtHR even considers the arrest of protestors to be an interference of FoE, see Steel and Others v. The
United Kingdom para 92.

253 Margaret E. Roberts, ‘Resilience to Online Censorship’, Annual Review of Political Science 23, no. 1 (2020):
403.

2% Roberts, 403.

25 For instance, in Iran, the publishing of materials online that insult religion is punished by five years’
imprisonment up to the death penalty and creating anxiety and unease in the public’s mind can be punished by
two years of imprisonment or up to 47 lashes. Article 19, ‘Islamic Republic of Iran: Computer Crimes Law’
(2012), 19.

256 The Freedom House, ‘Freedom on the Net 2021. The Global Drive to Control Big Tech’, 8.

257 Roberts, ‘Resilience to Online Censorship’, 403.

28 Roberts, 403.

259 Roberts, 403.

260 John-Paul Verkamp and Minaxi Gupta, ‘Five Incidents, One Theme: Twitter Spam as a Weapon to Drown
Voices of Protest’, 2013, 2.
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Yet, while online censorship focuses primarily on governments, censorship today can also
be done by private companies, namely internet intermediaries. The concept of digital
repression accounts for this and expands online censorship through its effects on contestation
and the Right to Assembly and Association. While social media is often cited as having
positive effects on social movements, as it did on the Arab Spring protests?®!, this theory
highlights the other side of the coin.

Thus, digital repression is a phenomenon which happens through censorship practices. It
can be defined as “actions directed at a target to raise the target’s costs for digital social
movement activity and/or the use of digital or social media to raise the costs for social
movement activity”?%2. This concept highlights how restrictions on online expressions can
affect other rights; In this case, how it can hinder social and protest movements. The theory
can be viewed as the consequence of underregulated and overregulated social media. For
instance, underregulated social media can allow authoritarian governments to influence social
media platforms while overregulated social media can lead to overblocking.

Earl, Maher, and Pan describe processes that go further than traditional repressive tactics,
(such as arrests) which include controlling and challenging information.?®® These tactics pick
up Rodger’s flooding and friction mechanism and describe them in more detail. According to
them, digital censorship has elements of traditional censorship, such as suppressing
knowledge through, for instance, banning books or controlling media ownership but it
suppresses individual expression as well.?®* The framework is applicable in autocracies and
democracies alike.?®® Through this, behaviour and perceptions are affected and movement
coordination and mobilization are hindered as they rely hugely on online tools.?®® There is a
distinction between overt and covert control (which is comparable to hard and soft control

mentioned in chapter 2).

261 E g., Christos Frangonikolopoulos, ‘Explaining the Role and Impact of Social Media in the “Arab Spring””,
Media Journal 8, no. 1 (2012): 10-20.

262 Jennifer Earl, Thomas V. Maher, and Jennifer Pan, ‘The Digital Repression of Social Movements, Protest,
and Activism: A Synthetic Review’, Science Advances 8, no. 10 (2022): 1.

263 Earl, Maher, and Pan, 1, 5.

264 Earl, Maher, and Pan, 5f.

265 Farl, Maher, and Pan, ‘The Digital Repression of Social Movements, Protest, and Activism’.

266 Earl, Maher, and Pan, 6.
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Information Channelling

overt covert overt covert
State agents  -1- -2- -3- -4-
tightly Limited national National content ~ Government accounts ~ Government
coupled with Internet connectivity filteri_ng v_vhere posting d_istracting di_sinformation_and/or
. (e.g., North Korea), that filtering is information and/or misrepresentations that
national . . . .
litical temporary Internet not clear to users  flooding online influence contention
po _' |_ca blackouts, and state- (e.g., returning spaces or hashtags
officials based content filtering 404 errors for with irrelevant
filtered material)  material
State agents -5- -6- -7- -8-

loosely Regional Internet Regional content  Local government or ~ Local government
connected blackouts and/or filtering where police information and/or police
with national content filtering that filtering is posting d_|stract|ng dl_smformatlon_and or
. not information and/or misrepresentations that

political clear to users flooding online influence contention
officials spaces or hashtags

with irrelevant

material
Private Deplatforming Down-ranking, Private actors posting  Private disinformation
agents activists or search filtering, distracting and/or

organizations and/or
moderating activist or
organizational content
-0-

shadow banning,
throttling the
spread of, or
otherwise
making protest-
related material
more obscure
_10_

information and/or
flooding online
spaces or hashtags
with irrelevant
material

-11-

misrepresentations that
influence contention
-12-

Information Coercion (which is like the friction mechanism) includes all restrictions on digital
information, namely internet shutdowns (cell 1 and 5).2% The OHCHR defines internet
shutdowns as “all measures that intentionally prevent or disrupt access to, or dissemination of,
information online is “shutdowns”. Shutdowns come in a wide range of forms, including
bandwidth throttling to slow internet access, blocking of specific apps [...] and the partial or
complete shutdown of access to the internet”?®. Cell 9 describes the role of private
organizations in restricting internet access out in the open. This also includes when companies
are forced to remove content based on laws or political pressure. Regarding covered
information coercion, cells 2 and 6 include ‘secret’ censorship, such as distributed denial of
service attacks (DDoS)?", filtering and slowing down the access to information.?’* For

instance, Iran developed a ‘national internet” which includes website blockings as early as

267 Earl, Maher, and Pan, 6.

268 Farl, Maher, and Pan, ‘The Digital Repression of Social Movements, Protest, and Activism’.

269 “Internet Shutdowns and Human Rights’, OHCHR, April 2021.

210 DDoS attacks are “attacks preventing users of a network or a system from accessing relevant information,
services and other resources”, see ‘“Top Cyber Threats in the EU’, Council of the EU, April 2022.

271 Farl, Maher, and Pan, ‘The Digital Repression of Social Movements, Protest, and Activism’, 7.
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2003, banned international media and think tanks and strict monitoring.2’? DDoS attacks are
visible in the sense that a website is no longer accessible, yet, the reason why it is not
accessible is unclear. Cell 10 includes similar measures by private companies including
algorithms which can hinder or block the dissemination of information about protests.
Furthermore, user shadow banning can lead to less visibility of content as well.?"

Information channelling is the redirection of users’ attention towards more preferable
information through, for instance, changing the topic, including a particular point of view in
the discussion, or making it seem as if one side has more support than the other.2’* This leads
to people not being able to find the information they would have possibly been interested in
(thus, similar to flooding). This can influence users’ beliefs, second-order beliefs (beliefs
about the beliefs of others), expression and behaviour.?”> Cells 3 and 7 describe situations
when higher or lower state actors aim to redirect the attention of the public by introducing
information or by concealing protest-relevant information.?’® The involvement of private
actors is described in cell 11.2”" Covert information channelling includes the spread of
disinformation, flooding of online spaces, or the source of information being
misrepresented.?’® The case of state influence, for instance, in other countries domestic
politics is described in cell 4.2”° Local governments (cell 8) also use these methods, for
instance, the 50-cent army in China, a so-called troll-army?®. Lastly, private agents also
benefit from bots?®?, trolls, click farms and influencers that support the agenda of the

companies. There is a differentiation to be made between platform governance (see chapter 2)

272 Marcus Michaelsen, ‘Transforming Threats to Power: The International Politics of Authoritarian Internet
Control in Iran’, International Journal of Communication, no. 12 (2018): 3861, 3864.
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obscures content. Norah Abokhodair, Daisy Yoo, and David W. McDonald, ‘Dissecting a Social Botnet:
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219 E.g., the South Korean National Intelligence Service published thousands of Twitter messages looking like
ordinary citizens to draw attention to positive news, see Earl, Maher, and Pan, 8.

280 Markus Reuter, ‘Fake-News, Bots und Sockenpuppen — eine Begriffsklirung’, netzpolitik.org, November
2016.

281 Bots are “are accounts that can post content or interact with other users in an automates way and without
direct human input” tools such as botometer (https://botometer.osome.iu.edu/) analyze whether an account is a
bot or not. Stefan Wojcik et al., ‘Bots in the Twittersphere’, Pew Research Center: Internet, Science & Tech,
April 2018.
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and digital repression while digital repression is targeting opportunities for contestation.?®2
This chapter will discuss exactly this fine line.

Following this theory, this section explores what cases of information control can be found
in recent years. For the sake of this analysis, the differentiation between local and national
governments is not relevant to the research question, thus, they will be combined. This section
follows an exploratory approach which aims to shed a light and summarize the cases in which
social movements were hindered as Freedom of Expression has been restricted online. In the
research, a special focus will be put on finding cases in the EU and Europe, but not
exclusively. When content about movements from other parts of the world is taken down, this
can also affect Europeans. The keyword search was conducted through the LexisNexis
database, Google Scholar, Limo, Google, and DuckDuckGo.?® The search was limited to the
last 10 years, thus, from 2012 until April 2022. The next section will outline the results of this
small study.

1. Social Media and Digital Repression

Regarding internet shutdowns (cell 1 and 5), in total, 18 internet shutdowns were found in
Europe between 2016 and 2021 and 931 globally?® For instance, in 2019, Russia blocked the
internet to hinder anti-government protests?®. Furthermore, it should be noted that the
Russian government requested social media companies to take down posts that would

286 protests.?®” Turkey blocked Wikipedia for

encourage minors to participate in the Navalny
almost three years from 2017 until 202078, and in 2019, it restricted the internet in the South
when military operations in Syria were put into motion, likely to protect the troops?°. India
threatened Twitter with prison if they do not delete certain accounts, Twitter deleted hundreds
of accounts, but India wanted 500 accounts tweeting about the Farmer’s protests more

deleted.?®® After more requests, Twitter partly obeyed and banned some hashtags, some are

only available outside India, Twitter did not clarify whether the accounts were deleted due to

282 Jennifer Earl, Thomas V. Maher, and Jennifer Pan, ‘The Digital Repression of Social Movements, Protest,
and Activism: A Synthetic Review’, Science Advances 8, no. 10 (2022): 1.

283 Keyords included, e.g., internet shutdown, remove posts, deplatforming, banning, censor!, etc., combined
with social media.

284 AccessNow, ‘#KeepIltOn STOP Data 2016-2021°, Google Docs, 2021; United Nations High Commissioner
for Human Rights, ‘Internet Shutdowns: Trends, Causes, Legal Implications, and Impacts on a Range of Human
Rights’ (Geneva: Human Rights Council, May 2022), para. 25.

285 Kelvin Chan, ‘Internet Shutdowns a Growing Tool to Halt Protests’, St. Lousi Post-Dispatch, February 2021.
286 Alexei Navalni was the opposition leader in Russia, currently imprisoned.

287 Chris, ‘Russia Demands Removal of Social Media Posts Encouraging Navalny Protests’, Jurist, January 2021.
288 “Turkey Restores Access to Wikipedia after 991 Days’, NetBlocks, January 2020.

289 “Twitter, Facebook, WhatsApp and Instagram Restricted in Southern Turkey’, NetBlocks, October 2019.

29 Josefine Kulbatzki, ‘Meinungsfreiheit in Indien: Twitter und indische Regierung ringen um Kontensperren’,
netzpolitik.org, Febuary 2021.



40

them violating ToS or because of the government requests.?®! In 2016, Zuckerberg (the CEO
of Facebook) and Israel’s Justice Minister and Prime Minister met several times to stop
‘incitement’ (as defined by Israel) online.?®? As a result, 95 % of content removal requests
from the side of the state were reportedly granted by Facebook.%

All in all, internet shutdowns are a visible and observable means to halt social movements.
Internet shutdowns need to be based on a legal foundation to fulfil the necessity of “provided
by law” to explain a restriction of Freedom of Expression. Often, they are followed by
ambiguous explanations, if at all. Furthermore, the legitimate aim of internet shutdowns can
be dubious and suppressing protest activity is not deemed legitimate.?®** Shutdowns can have
impacts on economic activities, education, and health.?®®* The ECtHR held that the blocking of
websites such as YouTube (which are not easily accessible by other means) is a violation of
FOE if it fails to meet the three-step test?®® and the blocking of legal content results out of
measures aiming to block illegal content is interfering with FOE of the owners of said legal
content or the hosts of such.?®” Thus, measures as such — especially without any legal
safeguards — amount to a violation of FoE.

Regarding deplatforming (cell 9), there have been reports about posts or users being

298299

deleted due to them being pro-Palestine , about the Syrian civil war®® or the situation of
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the ethnic group Rohingya in Myanmar3®l, Facebook admitted that it failed to “prevent
[Facebook] from being used to foment division and incite offline violence*%? but refused to
disclose data regarding the posts®®. Around 80 accounts with more than 5 million followers
advocating for the Occupy Wall Street movement were removed®®* as well as Facebook pages
such as the “Free Thought Project” (a free speech page with 3.1 million followers and the
“End the Drug War” with around half a million followers.3%

The deletion of accounts and posts is the most extreme measure platform, as the previous
section already established. The Terms of Service dictate what is allowed and what not and
they do not specify forbidden topics. Deplatforming has been shown to affect the reach of
content, i.e., the posts get fewer interactions.3® Rauchfleisch and Kaiser deemed
Deplatforming as “a highly effective tool in minimizing extreme speech”®’ in their analysis
of the removal of far-right YouTubers. As this analysis showed, some topics were
systematically targeted. This is an example of social media platforms being reactive to outside
pressure and movements that might be controversial in respective regions. The line between
overt and covert information coercion is fine as the social media platforms are not very
straightforward in whose and what kind of content they delete. Deplatforming involves a
notice that the account holder received, thus, this was classified as overt while DDoS attacks
and wordfilters are not communicated at all.

Researching cases regarding covered information coercion (cells 2 and 6) was challenging,
especially because the origin is never really revealed. Yet, according to Wikipedia Germany,
the webpage Wikipedia was down for around 9 hours in 2019 due to a DDoS attack.**® There
have been reports of TikTok censoring content which is against Chinese interests and
distortion about other countries' histories.*® it was revealed that TikTok uses wordfilters
leading to words related to LGBTQI+ (e.g., gay, homo, LGBTQ, LGBTQI, queer), sex
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(prostitution, porn, sex, sex work) and extremist content (e.g., national socialism, terrorist).3
Furthermore, the word Auschwitz and the name of a Chinese tennis player were blocked.3!!
TikTok confirmed that they use an automatic word filter to prevent “potentially harming
comments’>*2

DDoS attacks violate Articles 2, 4, 5, and 11 of the Budapest Convention on Cybercrime of
2011 as they involve illegal access to a computer system, system interference, and possible
data interference, aiding and abetting crimes.3!® As the access to the internet is hindered, the
human rights impacts are similar to the ones of internet shutdowns. Moreover, wordfilters that
either suppress or delete content which contains certain words are a drastic method to hinder
the circulation of information. In the case of TikTok, the existence of filters was not reported
transparently, and the words included cannot be assessed as necessarily leading to hate
speech. Thus, this is a gross violation of Freedom of Expression®*, leading to prior
censorship and suppressed online discussions.

Regarding cell 10, there have been reports about social media suppressing posts about the
shooting of an unarmed black man®'®, Uighurs®'® and the Black Lives Matter movement®’. In
2019, Twitter deleted almost one thousand accounts due to the “deliberately and specifically
attempting to sow political discord in Hong Kong” during the protests and about 200.000
accounts due to them violating ToS.3!® Most social media platforms deny shadowbanning or
moderating political content, such as Twitter®®® TikTok3? and Instagram®!. Yet, there have
been reports accusing TikTok, a Chinese-owned platform, of suppressing posts about the
Hong Kong protests with hashtags #hongkongprotest, #freehongkong or #joshuawong
showing hardly any results. Leaks showed that TikTok suppresses videos by disabled, queer,

and overweight creators by instructing its moderators to mark videos of people with
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Big Problem’.
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disabilities and thereby limiting their reach.?? Furthermore, TikTok capped the reach of queer
and overweight people were listed as special users due to them having a higher risk of
bullying.®2® Lastly, contents that might threaten “national security” or show rural poverty,
slums, beer bellies, crooked smiles, lack of teeth and houses with cracked walls might further
be suppressed.®** If videos were classified as ‘auto r’ and they received a certain number of
views, they were categorized as not recommended and thereby not being shown on the for
you page. This was applied to videos showing people with “facial disfigurements, autism,
down syndrome, disabled people, people with some facial problems such as birthmark,
slightly squint etc.”®?® and “controversial politically motivated demonstrations” including
“content involving sensitive leaders such as Putin, Trump, Kim Jong-un with [...] topics such
as conflicts”, the given examples also include protests about the independence of Northern
Ireland, Tibet, Taiwan, the holocaust, Tiananmen Square or the “2014 Ukrainian
revolution”3?®, which is difficult to assess within 15 seconds (see also chapter 2, section 2).
Content displaying two men kissing is further deemed as an ‘Islam offence’ and geoblocked
in certain regions. Contents about sexual orientation are categorized as ‘Risk 3.4’ and blocked
in Islamic countries. TikTok responded to this that it is merely abiding by local laws. 32

Limiting the reach of the specific content is affecting what users see on their feeds. The
reception of overly curated content can seriously undermine the autonomy of users. The
practices are discriminatory against minorities and, people coming from poorer
backgrounds.®?® Thus, from the side of the information recipient, this is worrisome and can
influence their opinion-forming. The uploader of content such as the one mentioned above
will consequently receive less interaction.

Regarding overt information channelling, flooding today is primarily done through bots.

There are reports about bots used in Mexico®?°, South Korea®*, Italy**! and France®*? during
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329 5o called Pefiabots, named after the Mexican President Enrique Pefia Nieto, have also been used to send out
pro-government propaganda Samuel C. Woolley, ‘ Automating Power: Social Bot Interference in Global
Politics’, First Monday 21, no. 4 (March 2016).
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November 2013.
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national elections to elevate right-wing voices. In Russia, the share of bots on Twitter rose as
high as 85% at times between 2014 and 2015.33% The bots primarily tweeted news stories,
thereby controlling (to a certain degree) the online information environment, as they can
promote specific news stories, such as pro-regime news. In general, there is a high presence of
Russian propaganda and bots in French®* and German®® social media. There have been
observations of spam bots which were “bombed” on Twitter to prevent protest activity in
Syria, Bahrain, Iran, and Morocco.3® In the case of Syria during the war, for example, the
hashtag #Syria was flooded with messages and pictures about the beauty of Syria.®*’ Further,
some tweets highlighted natural disasters in other parts of the world.>®¥® No cases of overt
information channelling by private agents could be found.

However, there are also some positive examples of bots, for instance, the WikiEdits bots®*
which disclose when the government edits Wikipedia articles. Bots become more and more
human-like and therefore, their research is challenging. Also, some were found to be
primarily on the periphery with little interaction.>*® Thus, their impact could be less
meaningful than initially thought.3*! Yet, flooding is a method of online censorship which has
become more popular in the last decade. It is an innovative way to circumvent the deletion of
undesirable information. Subsequently, this could impact the right to opinion as well. The
prevalence of topics on social media is often equated with the severity of the situation and it
can be very dangerous as it distorts users’ perception of reality.

Regarding disinformation (cell 4 and 8) as a method of covered state information
channelling, CIA whistleblower Edward Snowden revealed that the GCHQ’s**? secret unit,
the Joint Threat Research Intelligence Group tried to manipulate online discourse and
activism to “general outcomes it considers desirable” through injecting “all sorts of false

material onto the internet to destroy the reputation of its targets” and using “social sciences
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and other techniques™* including fake victims blog posts, the posting of negative
information, discrediting targets by, for instance, emailing their colleagues, discrediting
companies (e.g., by stopping deals or ruining business relationships).®** Furthermore, the
official state media outlet of the unrecognized Donetsk People’s Republic in Ukraine posted
false information about US tanks being sent by the US.3*® In reality, only about one-twentieth
of tanks were sent compared to what the article implied. Moreover, some more difficult to
categorize examples are the so-called “Putinbots™3, likely stemming from the Kremlin,
posting misinformation targeting the influencing of the 2016 US election.®*” The bots also
spread anti-Islam hashtags after the Brussel terror attacks, pro-Leave hashtags on the day of
the Brexit referendum, hashtags targeting Macron before the national elections and false news
about the shot down of Malaysia Airlines Flight 17.34834° Russian-controlled media also
posted misinformation about the health of Hilary Clinton, the other presidential candidate in
2016, and favourable reports about Trump.3>°

Finally, private misinformation campaigns were done by, for instance, numerous
individuals posting fake news about the upcoming US national election.®s! Most of them run
websites publishing (often by stealing) articles that report positively on Trump, often with
much misinformation.>*? Furthermore, the hashtag #MacronLeaks reached 47.000 tweets
within just three hours two days before the 2017 elections.®*® 10 of the most active accounts
tweeting the hashtag, posted over 1.300 tweets in about 3 hours, hinting toward them being
bots.

Mis- and disinformation has been widely discussed since the Brexit referendum, the Trump

election and the Covid-19 pandemic. Measures to systematically distribute false information
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are not compatible with Freedom of Expression and can lead to high levels of distrust and

undermine democratic processes.
2. Discussion: The Repression of Social Movements

The sheer number of cases found (see appendix 3 for a full list) highlights the prevalence of
digital repression. In other words, through censorship or censorship-alike means, social
movements are hindered. Not all measures in this framework are platform governance
mechanisms (namely, internet shutdowns) and some even highlight the necessity of regulation
(e.g., the high prevalence of bots and misinformation). This does not lessen the fact that
keyword filters, algorithms and decisions by content moderators affect the dissemination of
information regarding social movements (e.g., regarding the Rohingya minority, feminist or
LGBTQI activism). To answer the research question, platform governance definitely gives
rise to opportunities to suppress social movements by limiting FOE.

What this exploration also showed is that already marginalized or suppressed groups, such
as people with poor backgrounds or the LGBTQI+ community are especially targeted.
Through silencing these groups, they receive less attention and will likely end up even more
marginalized than before. If certain issues receive less reach, especially in democracies, this
will have a significant effect. If an issue receives more attention, people tend to believe that it
is serious and important.3%* The interventions are primarily focused on infrastructure; Thus,
they are easy to conceal, and most users are not aware of them happening.®*® Users not being
aware of them being influenced or manipulated exacerbates these effects.

In theory, content moderation and online censorship are distinct concepts. Yet, this section
showed that there are inevitable overlaps in their effects, while their intentions are two ends of
a spectrum. When access to the internet is hindered or posts are being removed without any
explanation and in some cases, because of outside intervention, Freedom of Expression is
significantly impacted. These above-mentioned cases also happened in European or
democratic states. Consequently, this phenomenon is not limited to dictatorships. As already
discussed, many measures are violating human rights laws. For instance, the right to hold
opinions needs to be without interference. As our opinions are always influenced, the
assessment of whether an interference is lawful or not is challenging. “Any effort to coerce

the holding or not holding of any opinion is prohibited”**® under Article 19 ICCPR. These
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methods contravene Freedom of Expression, especially in cases where users are not aware.
Thus, there is at least the possibility of seriously interfering with the Freedom of Opinion.

These measures hit society substantially as they can change people’s perceptions,
knowledge, and values. Therefore, whether China suppresses information about the Uyghurs
or Facebook about the Rohingya, it does not matter what the motivation is, their effects are
comparable. Subjects as such receive less attention which results in less positive change. This
affects especially democratic societies as social media users are voters.

Companies should fight government requests when they find them to be too extreme, in
particular coming from governments that have been accused of censorship, propaganda and
the suppression of a diverse media landscape. They should rather, follow international (human
rights) law.

It should be noted that this analysis was neither exhaustive nor without its limitations. The
targeted search for cases of digital repression creates a bias in combination with biases in, for
instance, newspapers, as most sources were journalistic articles. This analysis merely showed
that there are cases to be found and not any comparison of countries, platforms or social
movements is possible due to its limited, explorative, and qualitative nature.

This section highlighted that social media can be an instrument to suppress protest activity
and social movements through the restriction of Freedom of Expression online. After
establishing the weaknesses and the negative potential that flawed content moderation can
have, the next section discusses the proposed Digital Services Act of the EU and other

solutions on how these adverse effects could be mitigated.
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Solutions and the Digital Services Act

After exploring the flaws and dangers of platform governance in the chapter above, this
section will discuss potential solution approaches. First, the new EU Digital Services Act will
be outlined and afterwards, the possibility of publicly owned social media and social media
councils will be discussed.

Overall, the fact that social media regulation is flawed is widely known. In response, the
European Commission proposed the new Digital Services Act (DSA) as part of the Digital
Markets Act in late 2020.°" It will amend the E-Commerce Directive (see chapter 2) whose
“initial objectives have not been fully achieved8.

Article 3 lifts the intermediaries of liability for information published on their platform if
they did not interfere with the information through, for instance, selecting the receivers or
modifying the information.®*® Article 3(2) states explicitly that courts can still require online
platforms to “terminate or prevent an infringement™*® without mentioning further how.
Regarding this, the case-law of the court mentioned in chapter 2 section 1 still applies. While
the Directive prohibited monitoring, the DSA only relieves the platforms from “general
monitoring or active fact-finding obligations” to protect privacy with Article 7.3 Article 5(1)
of the DSA (similar to Article 14(1) of the Directive) similarly lifts the liability of
intermediaries (upon acting “expeditiously” %62 and without any knowledge). The DSA does
not specify a time frame further as well. Yet, if companies fail to respond, they lose the
immunity provided through the act which will still end up in them taking down content in less
clear cases. The DSA further advances the notice and takedown systems of the Directive with
Article 14. Paragraph 1 allows users to report what they perceive as illegal content and 14(2)
determines what information the platform must disclose. Since the companies must make this
information (e.g., reasons why the content is illegal, URL of the content and who reported the

content) transparent, they will likely be less inclined to overblock. The ECtHR has previously

357 “The Digital Services Act Package’.

358 Buropean Commission, ‘Proposal for a Regulation of the European Parliament and of the Council on a Single
Market for Digital Services and Amending Directive 2000/31/EC’, 7; ‘The Digital Services Act Package’.

359 Buropean Commission, ‘Proposal for a Regulation of the European Parliament and of the Council on a Single
Market for Digital Services and Amending Directive 2000/31/EC’, Article 3.

360 Emphasis added, European Commission, Article 3.

361 Article 19 published a report supporting this provision, see ‘EU: ARTICLE 19’s Recommendations for the
Digital Services Act Trilogue’, Article 19, 2022, 19.

362 European Parliament and European Council, ‘Directive 2000/31/EC on Certain Legal Aspects of Information
Society Services, in Particular Electronic Commerce, in the Internal Market (Directive on Electronic
Commerce)’, 2000/31/EC § (2000), para. 46; European Commission, ‘Proposal for a Regulation of the European
Parliament and of the Council on a Single Market for Digital Services and Amending Directive 2000/31/EC’,
Article 5.



49

stated that measures as such can often be an appropriate tool for balancing rights.®®® The NGO
Avrticle 19 recommends a ‘notice to notice’ procedure in which the user gets informed about
the complaint regarding their content and thus, gives them the power to assess whether the
report was legitimate or not.3%

Notably, the DSA has the additions to the Directive; It has a separate section for very large
platforms, established a Digital Service Coordinator for the Member States and a European
Board for Digital Services: First, very Large Online Platforms (VLOPS) - with an average of
45 million or more monthly users - have more responsibilities under the DSA. This implicates
most (if not all) known social media platforms from Facebook, YouTube, Instagram, and
TikTok to Twitter, Reddit and Quora.>® These platforms are obliged to perform yearly
systemic risk assessments towards the violation of fundamental rights (including hate speech),
create mitigation measures, disclose their recommendation and advertisement parameters and
publish reports every six months.3%® Systemic risks include illegal speech, such as violations
of Article 11 of the Charter and the “intentional manipulation [...] with an actual or
foreseeable negative effect on the protection of public health, minors, civic discourse or [...]
electoral processes and public security”. *¢7 Article 19 argued that these provisions do not
meet the legality test of international human rights law and that national governments tend to
prefer upload filters, general monitoring, and time limits for the takedown of content deemed
as illegal in response to vague provisions such as Articles 26 and 27.3%8 Article 42(3) about
penalties determines that the maximum penalty in case of non-compliance is 6 % of the
annual income of the intermediaries and in case of incorrect, incomplete or misleading
information the limit is 1%. Article 68 about representation gives users the right to mandate a
body to exercise their rights on their behalf.3%°

Secondly, it established an independent Digital Services Coordinator of the respective
Member States in Article 38 who will have oversight competencies to ensure compliance and

(national and Member State) coordination 37°. Lastly, the DSA sets up a European Board for
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Digital Services which advises the digital services coordinator, ensures consistency, and
supervises very large platforms with the Commission and the digital services coordinator.3

The proposal of the DSA was broadly met with approval by, for instance, the Global
Network Initiative®’? and Article 193”3, There has been some criticism about Article 23" and
Article 2137, There has been further concern about the lack of a specific children’s clause
obligating platforms to assess risks to children’s rights and create mitigation measures®’®, the
lack of measures at the disposal of platforms to deal with systemic risks®*’’ and the
differentiation of smaller and bigger platforms, possibly leading to smaller platforms having
more free speech and simultaneously, due to the higher regulations, making it difficult for
them to grow®’8. After the (closed door) trilogue meetings in 2022 and the political agreement
of the Council and the Parliament, some changes were proposed; “dark patterns”’®, profile-
based recommendations of content and targeted advertising for minors and sensitive data will
be prohibited.®®® Furthermore, a ‘crisis-response mechanism’3! in response to the war in
Ukraine was added which gives more power to the EU in certain situations. Article 19 argued
that the decision cannot solely be made through an executive power (i.e., the Commission)
and that the definition of crisis needs to be made clear so that the rule of law won’t be
undermined.38?

All in all, the DSA requires new transparency and due process measures by intermediaries,
notably the out-of-court dispute settlement mechanism can be promising even though difficult

to implement. The focus is thus more on transparency and due process, not on viewpoint- or
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content-based regulations which seem to be progress.®® The conditional immunity for the
intermediaries is a way to incentivise them to adhere to international human rights law and
national law without making them liable for everything that is posted on their platforms or
forcing them to react within 24 hours. Still, once again, the companies are the ones deciding
whether the content is illegal or not.3* The proposal will be amended, so it is yet too early to
have a final judgement on the effects this act will have on content moderation practices. The
DSA is a promising step towards more regulation through the establishment of different
mechanisms, such as the digital services cooperator, which can have an important oversight
function to make sure that human rights are protected. In July, the proposal was adopted by
the Parliament.>® The final text was at the writing of this thesis not yet published.

One possible - while not perfect and currently almost utopian - solution is publicly owned
social media. Through this, the issue of companies being private is avoided, and governments
do not need to rely on private media to disseminate their information. Public media can be
held more accountable. Taxpayers can be viewed as stakeholders; Thus, they have a say.

Private platforms have thus an interest in having divisive issues online (if they will not face
sanctions for them) as loud and controversial content drives up engagement and interactions.

Public social media3®®

would have other aims. Just like “normal” public media, no
advertisement would be allowed and thus, the issue of "micro-targeting"3®” and concealed
influencing would be avoided. This seems unthinkable right now, but not too long ago, public
television seemed unthinkable as well. Moreover, public-owned social media would exist
parallel to private social media. It would simply be another option for users. Yet, giving
governments more power could also become an issue. In the case of, for instance, China,
where the Uyghur minority is suppressed, an outside US social media platform would be
helpful as the suppression is likely to be less prevalent. Thus, if governments are the owners
of social media, they can reinforce their values and worldviews, which could be incompatible
with our, European or western, values. This idea, however, needs further research which
explores the challenges and opportunities of its implementation.

A compromise would be the setting up of social media platforms that are decoupled from

advertising markets, following a model like Wikipedia. Wikipedia is a great example because
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it is a non-profit which is dependent on donations, and it has talk or discussion pages where
article editors discuss the quality of the content and possible changes.®® This allows
transparency and agency for users in determining what content is published and what is not.
Following a similar model of discussion pages could also be possible for the social media
platforms mentioned in this thesis.

Ideally, a new independent decision-making body would be created. Another more viable
idea is the setting up of social media councils. Ideally, the body should be set up with experts
of law while being aware of the sociology and psychological effects of content moderation.
The council would be able to create standards for social media platforms, review content
moderation practices and decisions, receive reports, be more decentralized (e.g., federal®®) to
make them less prone to outside interference and function as a public forum. Social media
councils could (1) provide external oversight based on human rights, (2) receive individual
complaints, (3) create more transparency, and (4) represent the diversity of society.>*
Currently, there is a pilot project going on in Ireland with a council set up with representatives
from social media companies, media and advertising industries, journalists, academics and
civil society organisations.®®* The DSA proposes something similar with the out-of-court
dispute settlement set up with Article 18 but it does not elaborate on what requirements this
has. Facebook’s Oversight Board is also a version of such a council, but its decisions are
made according to Facebook’s ToS and not human rights standards. Thus, at this moment the
council and its effectiveness are too new to judge.

Lastly, some form of incentive could be given to social media platforms to adhere to
human rights standards, possibly financially. For instance, states could restrict offshore data
transfers to the ICTs (in his case) that comply with international human rights law.**? The
broadness of immunity could also be dependent on, for instance, certificated by NGOs such as
the Global Network Initiative or Article 19.3%

Whether the above-mentioned solutions are feasible is beyond this thesis. Yet, it is clear
that the decision-making capacity can not only be trusted with private companies located
outside the EU while their practices affect EU citizens as fundamentally as they do now. The

following section will discuss the implications of the insights gained from the last sections.
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Discussion: The Problem of Platform Governance for Freedom of

Expression

Overall, this thesis found that platform governance can have adverse effects on Freedom of
Expression. This happens through either flawed measures or external regulation including
government pressure and companies’ economic interests.

As chapter 1 established, Freedom of Expression enjoys broad protection, and any
restriction needs to be explained extensively. Case-law showed that there is a demand for
effective measures and that the ECtHR expects individuals also to take some responsibility
for content posted on their pages. Further, hate speech must be assessed on the basis of the
existence of patterns of tension. Yet, no automated means is currently able to achieve that.
Content moderators will have a challenging time with this as well due to their time limits and
no case-law to draw upon.

Chapter 2 highlighted more technological and implementational challenges of platform
governance and how this can affect FOE online. The autonomy of users is quite marginalized,
they have little control over what they see when they open social media apps or find out what
contents specifically are forbidden. Community-based methods, such as flagging, are a
method to give them some authority, but the final decision will always lie with the platforms
and users can consider themselves lucky if they get an explanation of why content is deleted
or suppressed.

On the surface, regulations by policymakers and platform companies appear similar. In
both cases, some expression is to be protected and others to be avoided. Below the surface,
however, it is obvious that this protection is differently motivated and affects different
expressions. Content on social media is regulated by governments largely to eliminate mis-
and disinformation and to protect others’ rights. For example, during a period of many
terrorist attacks in Europe in 2017, UK’s prime minister Theresa May pledged for more social
media regulations, putting some blame on intermediaries for the extremist acts,3%43%

Thus, on the one hand, when states request the taking down of online content, it is usually,
due to the protection of the right to privacy, the elimination of hate speech and mis- or
disinformation, children’s rights, intellectual property and also, and the protection of national

security. The current EU approach with the E-Commerce Directive relies heavily on
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intermediary will. This was criticised in light of the Brexit as the EU prevents states to put
more liability on intermediaries.>® It also received criticism for leading to the over-removal
of content resulting in possible (self-)censorship.®®” The main issue regarding content
regulation is that the laws that are too broad, too vague, and ill-defined about, for instance,
extremism, incitement for hatred, disinformation, or defamation “often serve as pretexts for
demanding that companies suppress legitimate discourse””>%

The issue with platform governance is its decentralized nature. The liability is divided into
the users, the company behind the platform and the state. Following the law established in
chapter 1, the take-down of content should be assessed by independent judiciary bodies.
Unfortunately, this is not possible in practice as the judiciary takes too long to come to a
judgement and the online sphere is developing too quickly for them to catch up. Still, illegal
speech is sensitive; It should not reach too many people who could get affected negatively by
seeing it or false information could be spread and for instance, affect elections. Giving
intermediaries a time frame makes sense as the access to illegal speech should not be too long,
the longer the posts stay online, the more harm they can do. Yet, this can result in the social
media platforms being ‘on the safe side’ and deleting content “just to make sure”.
Furthermore, it is unrealistic to expect a judgement from a court within 24 hours or a week 3%

On the other hand, intermediaries take down content which does not adhere to their ToS.
Their definitions are broader than states’ definitions but similarly vague. Furthermore, there is
no case-law to research to find out what expression is exactly forbidden (except in the few
cases of the Meta’s Oversight Council). The vagueness of states and their regulations in
addition to intermediary liability can also result in excessive filtering. The ‘better safe than
sorry’ approach - where content is taken down to be on the safe side - is a real danger and
harms Freedom of Expression worldwide immensely. This contradicts the test of necessity
and proportionality. This further does not fulfil the demands of FoE restrictions to be
‘provided by law’.

As mentioned in chapter 1, users need to know what they are allowed to publish online and

what content might be deleted. Often, content moderation guidelines are only disclosed to the

39 Rajeev Syal, ‘Make Facebook Liable for Content, Says Report on UK Election Intimidation’, The Guardian,
December 2017.

397 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
‘A/HRC/35/22°, para. 39; Jorgensen and Zuleta, ‘Private Governance of Freedom of Expression on Social Media
Platforms’, 52.

398 Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression,
‘A/HRC/38/35’, para. 13.

399 1n 2021, it took judicial authorities in Council of Europe states on average 778.47 days to take assess the
legality of content. Mchangama, Alkiviadou, and Mendiratta, ‘A Framework of First Reference: Decoding a
Human Rights Approach to Content Moderation in the Era of ‘“Platformization™, 14.
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public through leaks which is not adhering to the standards set by the UN and Europe.
Furthermore, giving too much liability to intermediaries goes against the legal frameworks as
states are the primary duty bearers for the protection of FOE. The issue remains: The
publication of hate speech or misinformation is dangerous, yet its quick takedown is also
dangerous.

All in all, intermediaries’ main objectives are not to protect human rights. They are private
companies aiming for growth. The relationship between the user and the company is more
determined by the ToS than by human rights treaties or EU policies. There is a clear
hierarchy. Questions of restrictions of FOE are questions of the judiciary, not private
companies. Any restrictions need to be demonstrated as being proportionate, which is
challenging when these restrictions are automated or made by private companies which did
not sign any international legal instruments such as the ICCPR.

When creating laws regarding content regulation, states focus on privacy and national
security. These laws, however, can pressure intermediaries to (1) acts as quickly as possible
and thereby potentially not taking enough context into account, (2) filter pre-publication so
they won’t have the issue of reviewing massive amounts of data and (3) to penalise very
broadly to avoid any repercussions.

Platform governance operates in a liability vacuum. Social media platforms must (1) have
effective measures in place but not violate Freedom of Expression, (2) not monitor their users
but remove illegal content, and (3) follow human rights due diligence. Thereby, one cannot
neglect the fact that these private companies have economic interests and operate globally
under greatly varying legal systems and civil society expectations.

Chapter 3 showed that the observed suppression of social movements, be it intentional or
not, is very worrisome. It showed that unfortunately, some measures are somewhere between
methods of digital repression and legitimate platform governance. It puts the notion of the
‘democratization of information through social media’ into question. If distinct groups’ voices
are more likely to be blocked or drowned out, the positive effect of digitalization gets
contradicted. It could be argued that it only seems as if everyone can post content for
everyone to see, while, in reality, there are still more dominant and preferred groups, values,
and perspectives. Platform governance is not the issue here per se, its flaws are. Thus, the
right answer to subquestion 3 is that flawed (or orchestrated) platform governance can
suppress social movements.

Finally, the request for effective measures is reasonable as they are necessary to protect

other human rights. Regulations are crucial to stop the dissemination of hate speech and
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disinformation, otherwise, they can have serious consequences on democratic processes. The
ECtHR said that the obligation for effective measures to limit illegal speech is not to be
equated to private censorship.*® Yet, unfortunately, to date, there are no ‘effective measures’
that can adequately balance Freedom of Expression. As established in chapter 2, technology
and the surrounding system (e.g., the conditions under which content moderators operate) do
not allow for a reliable assessment of legal or illegal speech (disregarding the fact also that
these measures are not aiming to find illegal speech but rather speech that violates their ToS).
While the request of the ECtHR does not directly lead to private censorship, it is the logical
consequence of this judgement in conjunction with Sanchez v. France*®! and Poland v.
European Parliament and Council of the EU*%2 of the ECJ is that more measures will be
implemented that will endanger Freedom of Expression. In other words, and to answer this
paper’s research question, platform governance currently is having adverse effects on
Freedom of Expression and as a result, social movements.

The regulatory agenda can be viewed as a fight over the monopoly of FoE. While the duty
of FoE primarily lies within the state, undoubtedly social media platforms have the executive
power. The vagueness of jurisdictions and the provisions on FoE further deepen this power.
The EU and its Member States are at the forefront of this fight compared to other states.

The question remains of whether social media empowers users or rather private companies.
Arguably, the vagueness of internet governance is as vague as the articles of Freedom of
Expression. Freedom of Expression is a very context-dependent concept that seems
impossible to regulate without a court. Yet, our courts do not have the capacity and are
inherently not designed to judge digital content. If illegal content is online, it cannot simply
stay online until the ECtHR decided but simultaneously, possibly illegal content can also not
be taken down on the mere suspicion of illegality. Freedom of Expression is a quite sensitive
human right, while having absolute elements, restrictions are needed but need to be thought
through thoroughly. In an ideal world, judges would function as content moderators and be
able to determine the legality of content. Hate speech is a fluent concept which is incredibly
context-dependent and individual.

More than other human rights, crucially, Freedom of Expression has a time dimension.
Most human rights violations can be trialled in hindsight because the illegal act has already
been committed. Regarding FoE, as long as the post (in this case) is online, the ‘act’ is going

on. However, “being on the safe side” because of the time sensitivity of information is also

400 See chapter 1 section 2., Delfi AS v. Estonia paragraph 157.
401 Sanchez v. France.
402 Republic of Poland v European Parliament and Council of the European Union.
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not acceptable. Therefore, many laws give time frames to the companies to decide (for
instance, around 24 or 48 hours as in the case of NetzDG or the Code of Conduct on
Countering lllegal Hate Speech). The time limit is restricting and inevitably ends up detaching
context from the analysis. Yet, not giving a time constraint ends up creating a law vacuum in
which content (1) may or may not be taken down or (2) stays online and possibly results in
the harming of users. As discussed above, opinions enjoy broad protection under human
rights law. The forming of opinions in regulated social media is different than in an
unregulated one. Regulations lead to the overblocking of content (see chapter 3), filter
bubbles or overly curated content (chapter 2, section 2). Thus, there is undoubtedly an effect
on the opinion-forming processes of users.

The accusation of the privatization of justice or Freedom of Expression is a dividing
question in this field. On the one hand, it can be argued that the standards are set by the courts
and the law and on the other hand, it seems reasonable to worry about the excessive
penetration of private companies into human rights.*®® Private companies should not decide
what groups and movements and speech should be suppressed online. The EU, for instance,
stated it is far from excessive to ask intermediaries to balance Freedom of Speech upon
notification of illegal content.*®* However, they dismiss the original dilemma which is not
about asking private entities to take action on illegal content. The issue is rather that these
private companies are the ones who are supposed to assess what content is illegal. Chapter 2
showed that the means for said assessment are limited and flawed. Similarly, lawmakers who
are tasked with the role of trying to give intermediaries obligations to respect Freedom of
Expression without giving them an incentive to overblock through the threat of liability. The
horizontal axis and its protection are not clearly defined in the law or case law. The
privatization of justice is thus an alarming trend. Social media platforms are not independent
and impartial judges, they have economic interests and can be sanctioned if they do not act as
precise as a judge.

The cases of digital repression are, especially if they are coming from the private
platforms, ‘public shocks’ which resulted in backlash from the public and forced responses of
the companies. The companies, thus, regulated more. Afterwards, these regulations are
revealed in more public shocks which results in a cycle that could lead to more and more

measures established through trial and error.

403 For instance, ‘The Privatisation of Censorship? Self-Regulation and Freedom of Expression’, in Codifying
Cyberspace, by Damian Tambini, Danilo Leonardi, and Chris Marsden, (Routledge, 2007), 432f.

404 yéra Jourova, ‘Code of Conduct — Illegal Online Hate Speech | Questions and Answers’, Directorate-General
for Justice and Consumers, 2016, 2.
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Graph 1. The Cycle of Social Media Regulation.

If the rights of users are violated, they want to see change, just like a normal consumer. But
the case of most of the covered instances of digital repression, most of them are primarily
resulting out of platform governance. The governance was flawed otherwise there would not
have been such an outcry. Likely, content moderation is the result of its surrounding power
structures, namely the economic interests of the companies. If said interests could be lifted,
the companies would be less susceptible to outside interference or internal hunger for growth.

While users generate the content posted on social media, the platforms have the power
over said content upon posting (in cases of pre-moderation, even before the publishing). The
users agree to the ToS and thereby, give private companies the right to their content. Upon
posting, the power shifts from the user to the platform, creating a complete dependency of the
user on the platform. The user trusts or hopes that their content will be (1) published, (2)
shown to their followers or subscribers on their start page, (3) recommended to new users.
Yet, the final decision lies with the companies.

The concept of the regulation of social media is inherently flawed as current regulatory
mechanisms cannot assess integral factors of freedom of expression while judges need years
to study this. The emergence of social media created this dilemma. It needs to be regulated,

there is no doubt, but almost any regulation is flawed.
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Conclusion

Coming back to the quote of Mark Zuckerberg from the introduction of this thesis, it seems
clear that Zuckerberg was spot on with his statement. Social media platforms have an
influence. However, as this thesis showed, not only because they provide a platform to many
people but also because they use content moderation techniques. Their exercise affects the
right of users to Freedom of Expression. As a result, social movements can be impeded.

It is debatable if comparable protests to the ‘Facebook Revolution’ part of the Arab Spring
could take place today. Social media is becoming less of a free space for dissident but rather
an instrument for control. It still has the potential to have this democratization power, but new
and more reliable regulations need to be implemented. Thus, for a long time, social media was
seen as a way to circumvent censorship, a way of rebellion against bigger structures. This
notion transformed into a worry about the excessive power of social media platforms. As this
thesis showed, today platform governance and digital repression are overlapping concepts.
Platform governance is the umbrella term, while digital repression can be viewed as harsh
criticism or a negative consequence of it. If platform governance can be assessed through the
lens of digital repression, and examples can be found, we will find violations of Freedom of
Expression.

Yet, what should also be remembered when talking about the transformative power of
social media is that many of these processes are not completely new. Filtering, for instance,
was previously done by journalists who decided what to publish and what not. Furthermore,
newspapers and tv channels have also had economic aims in mind, they are not completely
detached from the economic dimension. What is different today is that most publishing
decisions are made automatically, which is completely legal.

In the end, the regulation of social media is the ultimate challenge of transversality, as it
‘penetrates’ so many layers within law, society, and sciences. There are many perspectives
and most of them are justified, yet they contradict each other. They are not overlapping circles
but lines that never cross each other, going in opposite directions. An online activist who
owns violent pictures of human rights abuses understandably pledges for an unregulated
internet, seeing it as a privilege, while parents of small children urge for more filters and
content warnings so their children will not see posts that might traumatize them. The line
between content moderation/regulation and censorship is very fine. The methods and the
effects are at times identical, only possibly the intention differs. The difference is that content

moderation can serve the public good, while censorship does not. The issue arises when the
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two come too close together; Then, the intention does not matter anymore, and the positive
effects of content moderation are marginalized.

Social movements without respected and protected Freedom of Expression are easily
suppressed, especially if they threaten the status quo. Platform governance can become a
weapon of private companies functioning in a capitalist system and of autocracies spreading
their propaganda and hindering the spread of undesired information.

The balance of users’ freedom of expression with other rights remains a challenge. Again,
unregulated media is dangerous, and this thesis does not aim to pledge for no regulation. It
rather discussed the current framework of platform governance and showed how this can
violate Freedom of expression and hinder social movements. To emphasise, hate speech and
mis- or disinformation are serious threats to our society and human rights. In the end, the
question is how we can ideally balance these rights and as this thesis showed, currently this is
not done to a satisfactory level, primarily due to the lack of progress in technology and
inadequate measures. This thesis showed that current content moderation does not live up to
human rights standards and needs to be amended.

In conclusion, what we can observe today is the heightened possibility of restrictions on
Freedom of Expression resulting in possible censorship practices and a juxtaposition of
private social media platforms and governments trying to exercise power over information
which can have serious chilling effects. In other words, the current flawed platform

governance does limit Freedom of Expression on social media.
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Appendix 1: Selection of Relevant Case-law

1.1. The Court of Justice of the EU (ECJ)

Table 2. Selection of relevant ECJ case-law

Date No. Name Relevance
26.04.22 401/19 Poland Provisions leading to prior review or filtering are liable to violate FOE (8§
V. 55) but can be necessary when balancing with other rights (88 75, 83)
Parliament and and proportionate (§ 82) and thus, does not violate FOE (§ 84). Measures
Council that filter and block lawful content when uploading are incompatible
with FoE (8 86)
22.06.21 682/18 YouTube Hosting platforms are liable if they fail to act regarding illegally
V. uploaded content if they received a notification (88 35, 118)
Cyando
06.10.20 511/18, La Quadrature du The Directive is not applicable in cases of the protection of the
512/18,  Net and Others confidentiality of communications and natural persons (8§ 212, 229)
520/18 V.
Premier Ministre
and Others
03.10.19 18/18 Glawischnig- Monitoring in specific cases is not prohibited under Art. 15 of the
Piesczek Directive (88 34, 35). Due to the nature of social networks, there is a risk
V. of the reproduction and sharing of illegal information and thus, courts

Facebook Ireland
Limited

can ask them to block access to the original, identical, or slightly
different information containing the same message (88 36, 37, 41).
Article 15 further does not include a general obligation to seek facts or
circumstances indicating illegal activity (8 47). Further, it does not
preclude Member States from ordering the removal or blocking of
information worldwide. (§ 53)

15.03.12 292/10

G
V.
Cornelius de Visser

The Member State has jurisdiction in which the service provider is
established, if it is unknown, the Directive does not apply. (88 71, 72).

16.02.12 360/10

Belgische Vereniging
van Auteurs,
Componisten en
Uitgevers CVBA
(SABAM)

V.

Netlog NV

Provisions leading to filtering systems require general monitoring and
thereby, violating Article 15(1) of the Directive. (§ 38). Such an
injunction could potentially undermine FoE as it might not distinguish
between lawful and unlawful content (§ 50) and thereby, such a
provision would not respect the balance with FoE (§ 51).

24.11.11 70/10

Scarlet Extended SA
V.

Société belge des
auteurs,
compositeurs et
éditeurs SCRL
(SABAM)

Preventive filtering requires active monitoring and thus, violates Art 15
of the Directive (§ 40) and it would violate FoE if it does not distinguish
between lawful and unlawful content (§ 52). Thus, provisions leading to
filtering violates FoE (8 53).
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Table 2. cont.
Date No. Name Relevance
25.10.11 509/09, eDate Advertising The Directive is not intended to achieve harmonisation but rather a

161/10

GmbH and Others
V.

X and Société MGN
LIMITED

coordinate field (§ 57). Art 3 of the Directive must be interpreted that
free movement of information society services between Member States
is guaranteed (para 65). Thus, Member States must ensure that the
provider of an electronic commerce service is not made subject to
stricter requirements than those provided in the Member State law
following the Directive. (§ 68).

12.07.11 324/09

L’Oréal and Others
V.

eBay International
AG and Others

Awareness mentioned in Art. 14 of the Directive means that an
intermediary uncovered illegal information through investigation or in
specific cases, notification (8 122). Measures cannot require online
service providers to actively monitor all the data of each customer to
prevent future intellectual property rights infringements (§ 139).

236/08 to
238/08

23.03.10

Google France
SARL and Google
Inc

V.

Louis Vuitton
Malletier SA and
Others

Internet referencing service providers such as Google, fall under Art 14
of the Directive and thus, the exemptions of liability if they do not have
played an active role in the data stored (§ 120).

*cases included were regarded provisions in Directive 2000/31/EC (referred to as Directive), namely
Article 12-15, and Freedom of Expression (Article 11 CFR).

1.2. European Court of Humana Rights (ECtHR)

Table 3. Selection of Relevant ECtHR case-law

Date No. Name Relevance
07.06.22 32401/10, Taganrog Lro and The blocking of a Jehovah’s Witnesses’ website violates
44285/10, Others Art. 10 as it constitutes an interference by a public authority
3488/11, and V. (8224)
Others Russia
16.11.21 41055/12 Assotsiatsiya Ggo Golos  The dissemination of materials on websites amounts to the
and Others exercise of FoE (§70) and can result in a “public watchdog”
V. role and thereby being comparable to the role of the press
Russia (876).
02.09.21 45581/15 Sanchez Courts can hold Facebook accounts holders liable if they
V. fail to take down unlawful (in this case, antisemitic) third-
France party comments in their comment section despite their lack
of knowledge (8§ 99)
18.05.21 43351/12 Ooo Informatsionnoye The internet’s important role for FoE is especially
Agentstvo Tambov- important in election periods (§84).
Inform
V.
Russia
23.05.20 20159/15 Bulgakov The blocking of websites is an extreme measure
V. comparable to banning newspapers or television stations as
Russia it disregards the distinction between legal and illegal

content (§34)
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Table 3. Cont.
Date No. Name Relevance
23.06.20 61919/16  Engels The blocking of information about technologies (which are
V. content-neutral) interferes with access to all content which can be
Russia accessed through them (830). The legal framework of countries
needs to establish safeguards able to protect users from “excessive
and arbitrary effects of sweeping blocking measures” (§34).
23.06.20 10795/14  Vladimir Kharitonov The blocking of websites is an extreme measure comparable to
V. banning newspapers or television stations as it disregards the
Russia distinction between legal and illegal content (838) Indiscriminate
blocking which interferes with lawful content as a collateral effect
of measures aimed at illegal content results in the arbitrary
interference with the rights of owners of such content or websites
(848).
26.03.20 44229/1 Pendov Websites can constitute a means of exercising FOE (854). The
2 retention of a website by the police followed by limited
Bulgaria functionality is interference by a public authority to FOE (859).
30.04.19 48310/16, Kablis The blocking of a social media account without a legal framework
59663/17 . with precise rules or judicial review was found to be a violation of
Russia Art 10 (8892, 97, 106, 107)
13.03.18 35285/16  Nix The interference with FoE through the conviction of a German
V. blogger for a post with a picture of a Nazi official with a swastika
Germany was proportionate, legitimate, and necessary. (§§54-56)
02.02.16 22947/13  Magyar Internet Service providers and large news portals enjoy the same
Tartalomszolgaltatok principles apply to the press (861). Internet news portals have
Egyestilete and duties and responsibilities regarding third-party content (862).
Index.hu Zrt There is a difference if the intermediary has economic interests or
V. not (864). The court found a violation of Art 10 as the notice-and-
Hungary take-down system of the intermediary is an effective measure to
balance rights (§91).
01.12.15 48226/10, Cengiz and Others YouTube is an important means of exercising FOE which is
14027/11 . fostering the emergence of citizen journalism (852) and blocking it
Turkey violated Art 10 (§66).
15.10.15 27510/08  Peringek Little scope under Article 10(2) to restrict political expression or a
V. debate on questions of public interest (§197), hate speech as a
Switzerland restriction of Art 10 (§205)
16.05.15 64569/09  Delfi AS The audio-visual media often has a more immediate and powerful
V. effect on FoE than the print media (§134). The risk of the internet
Estonia creating harm through posted content, in particular for the right to
respect for private life, is higher than the risk posed by the press
(8133). Internet news portals can be held liable for failing to take
down unlawful comments (containing hate speech or incitements to
violence), in this case, due to insufficient measures (i.e., word-
based filters (§ 156) and content moderators (8 157))
22.04.13 48876/08  Animal Defenders Debates on the question of public interest are allowed little
International restrictions under Art 10(2) (8102)
V.
The United Kingdom
18.12.12 3111/10 Ahmet Yildirim The internet has special importance for the exercise of Art 10
V. (849). The dissemination of information and the public receiving
Turkey them reception also fall under Art 10 (850) and therefore, the

blocking of websites on Google is a violation of Art. 10 (88 55, 69)
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Table 3. Cont.

Date No. Name Relevance/Content

08.11.2012 43481/09 PETA Balancing with personality rights: Referencing the Holocaust (considering
Deutschland the historical context of Germany) was deemed important (849) and the
V. sanction of the prevention of publishing was proportionate (850) to restrict
Germany FoE

15.03.12 4149/04 Aksu Balancing with Art 8: vulnerable position of Roma/Gypsies (§75)

41029/04 V.

Turkey

09.02.12 1813/07 Vejdeland Discrimination based on sexual orientation is as serious as discrimination
and Others  hased on race, origin or colour (§55).
V.
Sweden

12.10.10 28999/03 Timciuc Balancing with Art 8: no hierarchical relationship (8144)
V.
Romania

30.06.09 32772/02 Verein gegen  Positive obligation by states to organise the execution of the Court’s
Tierfabriken judgements (§97) (the Court’s previous judgement ordered the airing of a
Schweiz commercial for animal protection, which Switzerland failed to fulfil)
(VgT)
V.
Switzerland

10.03.2009 3002/03, Times Art 10 covers the right to impart information and for the public to receive it,

23676/03 Newspapers  whereby the internet plays an important role in enhancing the public’s

LTD (Nos. 1  access (8 27). Internet archives have a secondary role (to the press) in
and 2) maintaining and making archives available to the public (845).
V.
The United
Kingdom

16.03.00 23144/93 Ozgur Text passages that advocate for intensifying armed struggle, glorify war and
Gundem “espouse the intention to fight the last drop of blood” and be regarded as
V. encouraging violence and therefore, can be restricted under Art 10(2) (865)
Turkey

08.07.99 23556/94 Ceylan Little scope under Art 10(2) for political speech or debates on matters of
V. public interest (8§34)
Turkey

08.07.99 26682/95 Surek The sensitive situation in South-East Turkey allowed measures to restrict
V. FoE due to the protection of national security, territorial integrity and the
Turkey prevention of disorder and crime (§852). Stigmatization, context, stirring up

hatred, and possible risk of physical violence are relevant reasons to
interfere with FoE (862)




Appendix 2 Content Moderation

Table 4. ToS, Hate Speech and Enforcement Rates
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Meta Google Twitter TikTok
Community Community Twitter Rules Community
Standards Guidelines Guidelines
Hate Speech
Defined Race, ethnicity, Age, caste, disability, Race, ethnicity, Race, ethnicity,
Hate national origin, ethnicity, gender national origin, national origin,
Speech disability, religious identity and caste, sexual religion, caste,
Attributes  affiliation, caste, expression, orientation, sexual orientation,
sexual orientation,  nationality, race, gender, gender sex, gender, gender
sex, gender identity  immigration status, identity, religious identity, serious
and serious disease  religion, sex/gender,  affiliation, age, disease, disability,
sexual orientation, disability, or immigration status
victims of a major serious disease
violent event and
their kin, veteran
status
Exceptions  newsworthy, Educational and Content of public Educational,
significant, newsworthy content, interest documentary,
important content content of public (especially scientific, artistic,
for the public interest regarding or satirical content,
interest politics) counter-speech,
content of social
importance
NetzDG Reports
Rate of § 7.76% 22.77%** 8.87% 21.53%
130 StGB
action*
Percentage  92.50% 88.37%** 97.05% 96.66%
within 24
hours*
More than  1.90% 0.10%** <0.00 <0.00
7 days*

*i.e., the rate of removed content classified as hate speech divided through reported hate speech,
Calculated with data from the July 2021 — December 2021 NetzDG reports.*®
**not following §130 but rather classified content as “hate speech or political extremism”

405 ‘Removals under the Network Enforcement Law’, Google Transparency Report; Twitter, ‘Twitter
Netzwerkdurchsetzungsgesetzbericht: Juli - Dezember 2021°, ‘NetzDG Transparenzbericht. Januar 2022°, 2022;
‘NetzDG Transparenzbericht’, TikTok, November 2021.



Table 5. Officially reported content moderation techniques
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Meta Google Twitter TikTok
Hard Geo- Not Mention Yes*® (possible  Yes*”’ No Mention
Control  blocking also for the user
to determine)
Keyword No Mention No Mention No mention No Mention
Filters
Flagging Yes Yes, “Trusted Yes Yes
Flagger
Programme”
Content 15.000 Intelligence Yes, no number  Yes, ho number
Moderators Desk is publicly is publicly
available. available.
Soft Algorithms  Identification of  Identification of  Identification of  Personalization
Control violating violating violating 416
content*%® content*?, content**?,
Personalization ~ trends*", trends*,
409 personalization ~ personalization
412 415
Measures Post-Level: Post-Level: Post-level: Post-Level:
Take down, Take-down, Take-down, Take-down,
limiting limiting limiting limiting
visibility*, visibility*, Age-  visibility*, visibility*
labelling**, restricted content labelling**, Account-Level:
Account level: Account-Level:  demanding Temporary bans,
restricting Temporary ban,  removal removal
accounts, removal Account-Level:
removal requiring edits,
read-only mode,
temporary ban,
removal
Message-Level:
stopping
conversations,
notice
Appeal ‘Disagree with Appeal form for ~ Appeal form for  Appeal button

decision’, review

request,

Oversight Board

strikes, video
and account
removal*’

removed tweets
or suspended
accounts*®

for account and
post deletion **°

*includes making content ineligible for recommendation in feeds, trends, or search results.
** involves usually providing of content, warnings, or fact-checking,

406 Block Videos in Specific Territories’, YouTube Help.
407 “Understanding When Content Is Withheld Based on Country’, Help Center.
408 Mike Schroepfer, ‘Update on Our Progress on Al and Hate Speech Detection’, Meta, February 2021.

409 “‘How Facebook Distributes Content’, Meta Business Help Center.
410 “yYouTube Community Guidelines Enforcement FAQs’, Transparency Report Help Center.

411 “Trending on YouTube’, YouTube Help.
412 “Manage Your Recommendations and Search Results’, YouTube Help.

413 <

proactive detection”, ‘A Safer Twitter’.

414 “Twitter Trends FAQ’, Help Center.
415 personalized Content Based on Your Third-Party Web Activity’, Help Center.
416 ‘How TikTok Recommends Videos #ForYou’, TikTok, August 2019.

417 < Appeal Community Guidelines Actions’, YouTube Help.

418 Our Range of Enforcement Options for Violations’, Twitter Help.

419 < Account Safety’, TikTok Help Center.
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Appendix 3: Cases of Digital Repression

Table 6. Cases of Digital Repression

Cell Country  Year Details

1+5 Belarus 2020 Internet shutdown during a protest in Belarus, a total of 61 hours*?°

2017 No further information*2!

Montenegro 2016 No further information*?2

Turkey 2020 Internet shutdown during an attack on Turkish troops in Syria®?®

2019 Twitter, Facebook, WhatsApp, and Instagram were restricted in Southern
Turkey as military operations were launched in Syria, likely to protect the
troops.*?*

2017-  Turkey blocked Wikipedia for almost 3 years until the Constitutional Court

2020 rules that the blocking was a violation of FoE*%®
UK Internet Shutdown during a protest in London
Ukraine 2022 in Kharkiv (Ukraine-controlled) and Mariupol and Donetsk on 24.02 and the

following months. “2® Before the invasion, there have also been reports of
significant internet disruptions.*?” (likely to be foreign influences)

2017 - Blocking of popular social networks (VKontakte or Mail.ru) and one email
service by decree part of sanctions against Russian companies428

Palestine/ 2018 Israel requested the removal of 14.283 posts, 86% were voluntarily granted by

Israel social media companies (namely Facebook, Twitter, and Google)429 (also cell
9

2015 Israel’s Cyber Unit worked with social media platforms to block, delete and
censor Palestinians’ content*3° (also cell 9)

Russia 2022 Instagram, Twitter, and Facebook restrictions admit the Ukraine war before

Russia declared Meta an “extremist organization”431432

2019 No further information®3®

2019 targeted internet shutdown in Russia on Saturday 3 August as protestors took
to the streets to protest political oppression434

420 Belarus Internet Observatory, ‘Internet shutdown in Belarus’, 2020; Kelvin Chan, ‘Internet Shutdowns a
Growing Tool to Halt Protests’, St. Lousi Post-Dispatch, February 2021.

421 AccessNow, ‘#KeepIltOn STOP Data 2016-2021°, Google Docs, 2021.

422 AccessNow.

423 «Social Media Blocked in Turkey as Idlib Military Crisis Escalates’, NetBlocks, February 2020.

424 “Twitter, Facebook, WhatsApp and Instagram Restricted in Southern Turkey’, NetBlocks, October 2019.
425 “Turkey Restores Access to Wikipedia after 991 Days’, NetBlocks, January 2020.

426 “Internet Disruptions Registered as Russia Moves in on Ukraine’, NetBlocks, February 2022.

427 “Mobile Internet Disrupted in Luhansk, Ukraine amid Heightened Tensions with Russia’, NetBlocks, February
2022.

428 Alec Luhn, ‘Ukraine Blocks Popular Social Networks as Part of Sanctions on Russia’, The Guardian, May
2017.

429 Viki Auslender, ‘Shomrim - Israel’s Censorship Meets Facebook’s Compliance’, Shomrim. The Center for
Media and Democracy, November 2020.

430 7amleh, ‘Facebooks Content Regulation Between “Hate Speech” and Legitimate Political Expression as
Freedom of Speech: Bias and Discrimination against Palestinians’.

431 “Instagram Restricted in Russia as Online Space Continues to Shrink’, NetBlocks, March 2022.

432 “Twitter and Facebook Restricted in Russia amid Conflict with Ukraine’, NetBlocks, February 2022;
‘Instagram Restricted in Russia as Online Space Continues to Shrink’.

433 AccessNow, ‘#KeepItOn STOP Data 2016-2021°.

434 “Evidence of Internet Disruptions in Russia during Moscow Opposition Protests’, NetBlocks, August 2019.
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2018 Ban of the app Telegram in 2018 because the app would not allow the

government to read users’ text messages435

Worldwide 2021, Facebook, What-App, Instagram, and Messenger due to internal problems in
2019 2021 and 2019**"

2019  YouTube, Gmail, and Google services were down in multiple countries due to

technical errors438,

2019 Wikipedia was down**°

Cell Germany 2021  Facebook removed 150 accounts and pages linked to anti-lockdown
9 2021  demonstrators in Germany due to misinformation short before the national

elections**?

Around 150 Facebook accounts were deleted by Meta to stop misinformation
regarding Covid-19

2019 11 accounts of the police from north rhine Westphalia were blocked due to

.. L. 441
“suspicious activities”

2018  AFD’s deputy-later, Germany’s right-wing party, Beatrix von Storch’s tweet
about the police of cologne pandering to "gang-raping hordes" of Muslim men
because of them tweeting a post in Arabic.**? This post violated the new NetzDG
law in Germany which requires platforms to take down content online

Myanmar 2021  Facebook refused to disclose data on posts which showed anti-Rohingya violence
in Myanmar443

2018  Facebook admitted that it failed to “prevent [Facebook] from being used to

7444 the statement was criticised due to
445

foment division and incite offline violence
the lack of recommendations on implementation mechanisms

2017 Rohingya activists being deplatformed*46

Palestine 2021  Over 500 violations of digital rights of Palestinians primarily on Facebook and

Instagram, posts were taken down due to them “violating Tos*47448

435 Neil MacFarquhar, ‘Russian Court Bans Telegram App After 18-Minute Hearing’, The New York Times,
April 2018.

436 ‘Facebook, WhatsApp, Instagram, Messenger down Globally in Extended Service Outage’, NetBlocks,
October 2021.

437 “Facebook, WhatsApp, Instagram, Messenger down Globally’, NetBlocks, April 2019.

438 “YouTube, GMail and Google Services down in Multiple Countries’, NetBlocks, December 2019.

439 “Wikipedia Outage with International Impact Detected’, NetBlocks, May 2019.

440 <“The Big Delete:” Inside Facebook’s Crackdown in Germany’, September 2021.

441 Marie Brockling, ‘Overblocking auf Twitter: Polizisten konnen zwei Tage lang nicht twittern’,
netzpolitik.org, December 2019.

442 Cristina Maza, ‘Twitter and Facebook Shut down Anti-Muslim Posts by Far-Right Alternative for Germany
Party’, Newsweek, January 2018.

443 “US Judge Orders Facebook to Release Anti-Rohingya Account Records’, September 2021.

444 Alex Warofka, ‘An Independent Assessment of the Human Rights Impact of Facebook in Myanmar’, Meta,
November 2018.

445 Alexandra Stevenson, ‘Facebook Admits It Was Used to Incite Violence in Myanmar’, The New York Times,
November 2018.

446 Betsy Swan, ‘Exclusive: Facebook Silences Rohingya Reports of Ethnic Cleansing’, The Daily Beast,
September 2017.

447 Kelly Kunzl, ‘Big Tech Censors Palestinian Advocacy around the World, While Fostering Surge in Jewish
Extremism in Israel’, Mondoweiss, May 2021; Sophia Hyatt, ‘Facebook “Blocks Accounts” of Palestinian
Journalists’, Aljazeera, September 2016.

448 7amleh, ‘Facebooks Content Regulation Between “Hate Speech” and Legitimate Political Expression as
Freedom of Speech: Bias and Discrimination against Palestinians’.
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2018  Israel requested the removal of 14.283 posts, 86% were voluntarily granted by
social media companies (namely Facebook, Twitter and Google)449 (also cell 1)

2015  Israel’s Cyber Unit worked with social media platforms to block, delete and

censor Palestinians’ content*>° (also cell 1)

Syria 2017  Over one hundred YouTube channels reporting on the Syrian civil war were
deleted.**

2015  Facebook deleted dozens of accounts of peaceful protestors posting about the
civil war in 2014 including pages such as the Syrian Network for Human Rights,
a London-based NGO**? Brown Moses found that 78% of Facebook pages in his
sample were connected to YouTube pages that posted information about the
August 21 Sarin attacks in Damascus*>****

Ukraine 2022 Anonymous account*® deleted posting about the Russia-Ukraine war
United 2021  US President Trump was permanently banned on Twitter-**®
States 2017  Occupy wall street activists’ Twitter accounts were suspended (approx. 80

accounts with an accumulated 5 million followers)*®” due to them having
similarities to bot accounts, Facebook deleted pages such as the “Free Thought
Project” a free speech page with 3.1 million followers and the “end the drug war”
(460.000 followers) due to “inauthentic activity”**®, Twitter suspended the
account of the anti-media project and its Facebook page with 2.1 million
followers™®®, the Twitter account of global revolution live with 55.000 followers
was suspended.*®°

Worldwide 2022  Tech companies*®* and YouTube*®? ban Russian state media (RT, Sputnik etc.)
because of disinformation

2021  Twitter banned 70.000 QAnon Accounts*®®

Deplatforming of sex workers and activists*%

449 Auslender, ‘Shomrim - Israel’s Censorship Meets Facebook’s Compliance’.

450 7amleh, ‘Facebooks Content Regulation Between “Hate Speech” and Legitimate Political Expression as
Freedom of Speech: Bias and Discrimination against Palestinians’.

51 The Associated Press, ‘Activists Worry YouTube Erasing Proof of Syria Atrocities’, CBS News, September
2017.

452 Michael Pizzi, ‘The Syrian Opposition Is Disappearing From Facebook’, The Atlantic, February 2014.

453 On 21% August 2013, an attack with chemical weapons in Damascus killed hundreds of Syrians. ‘Attacks on
Ghouta: Analysis of Alleged Use of Chemical Weapons in Syria’ (Human Rights Watch, September 2013).

454 1t should be noted that the sample is very small, but his observations are in line with other reports about the
deleting of information about the Syrian civil war. Brown Moses, ‘How Facebook Is Destroying History - A
Survey Of August 21st’, Brown Moses Blog, February 2014.

455 Anonymous [@youranonnews], ‘Activist Accounts Being Suspended by @twitter b/c of Leaked Info about
Russia’, Tweet, Twitter, March 2022.

456 Brian Fung, ‘Twitter Bans President Trump Permanently’, CNN, January 2021.

457 Ben Bours, ‘Facebook’s Hate Speech Policies Censor Marginalized Users’, Wired, August 2017.

458 Sanjana Varghese, ‘Twitter Has Purged Left-Wing Accounts with No Explanation’, Wired UK, accessed 26
May 2022.

459 Varghese.

460 \Varghese.

461 Rebecca Klar, ‘Tech Companies Seek to Choke out Russian State Media’, Text, The Hill, March 2022.

462 Natasha Lomas, ‘YouTube Geoblocks Russia Today, Sputnik Channels in Europe’, Tech Crunch, March
2022.

463 Pavia, Will, ‘Twitter Bans 70,000 QAnon Accounts in US Social Media Crackdown’, The Times, January
2021.

464 Danielle Blunt and Zahra Stardust, ‘Automating Whorephobia: Sex, Technology and the Violence of
Deplatforming: An Interview with Hacking//Hustling’, Porn Studies 8, no. 4 (October 2021): 350-366.
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A journalist by the Belfast Telegraph reporting on Dublin crime boss Daniel
Kinahan 4%

Extremist researcher Gwen Snyder was locked out of her account due to her
writing tweets about a Proud Boys rally as well as many other extremism
researchers mostly due to posts about groups planning assaults, or footage of

their rallies etc.; Twitter responded that the deletion of Snyder was a mistake*®®

2019  Twitter banned a feminist who commented on a new law about transgender
rights*®’

2018  Tweets about feminist research were deleted*®

2017 Jewish Activist Daneil Sieradski’s account was suspended *%°

Cell 2 China 2019  TikTok censoring content against Chinese interests and the distortion about
+6 other countries' histories (e.g., the May 1998 riots in Indonesia or the Tiananmen
Square incidents).*”

Philippines 2021  Furthermore, there have been reports about DDoS attacks against Philippine
media outlets and human rights groups, which reportedly could have been tied to
the government of the Philippines.*’*

Ukraine 2022  DDoS attacks on two banks, the Ministry of Defence and Ukraine’s armed

. . . . . 472
forces which “bore traces of foreign intelligence services”

Worldwide 2022  TikTok wordfilters (related to LGBTQI+ (e.g., gay, homo, LGBTQ, LGBTQlI,
queer), sex (prostitution, porn, sex, sex work) and extremist content (e.g.,
national socialism, terrorist))*"®

2019  Wikipedia DDoS Attack: Wikipedia was down for about 9 hours reported by
Wikipedia Germany, origin of the attack was not established*’*

Cell China 2022 Posts about Uighurs were reportedly suppressed by TikTok*”® which has been
10 refuted by TikTok*"®
United 2018  Twitter has been accused of shadowbanning republicans in the US which was
States fixed overnight‘m, however, there has been some criticism of this claim as this
478

technically was not a shadowban

Worldwide 2021  51.28% of sex workers and AOP reported being shadowbanned on social media
479

465 Ralph, ‘Twitter Admits It Banned Belfast Telegraph Political Editor in Error for the Second Time in One
Month’, Independent.ie, May 2021.

466 Ali Breland, ‘Twitter’s New Privacy Policy Makes It Harder to Spread Warnings about Online Fascists’,
Mother Jones, December 2021.

467 “Twitter-Ban Feminist Defends Transgender Views Ahead of Holyrood Meeting’, BBC News, May 2019.
468 petey, ‘Twitter Suspended Me for Tweeting Feminist Academic Research. Here’s Why That’s a Problem. —
MIT Center for Civic Media’, Center for Civic Media MIT, September 2018.

469 Sam Kestenbaum, ““Antifa’s Most Prominent Jew” Booted From Twitter’, The Forward, June 2017.

470 Hern, ‘Revealed’.

471 “Investigation of DDoS Attacks against Independent Media Shows Links to Philippine Government and
Army — Qurium Media Foundation’, Qurium, July 2021.

472 Adam Satariano, Paul Mozur, and Valerie Hopkins, ‘Shutdowns Of Internet Offer Lesson On Conflicts’, The
New York Times, February 2022.

473 Translated from German. tagesschau.de, ‘TikTok nutzt in Deutschland Wortfilter’, tagesschau.de.

474 “Wikipedia Disrupted Globally in Apparent Denial of Service Attack’.

475 “Nervous TikTok’.

476 Nicholas, ‘Shadowbanning Is Big Tech’s Big Problem’.

477 Alex Thompson, ‘Twitter Appears to Have Fixed “Shadow Ban” of Prominent Republicans like the RNC
Chair and Trump Jr.’s Spokesman’, Vice, July 2018.

478 Stack, ‘What Is a “Shadow Ban,” and Is Twitter Doing It to Republican Accounts?’

479 Blunt and Stardust, ‘Automating Whorephobia’.
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2021  An autoethnographic study about an Instagram account about pole dancing being
deemed as “vaguely inappropriate content”*%°
2020  Black lives matter was reportedly suppressed on TikTok*® with TikTok
claiming that this is primarily due to issues with view count displays making it
seem as if the videos were suppressed (#BlackLivesMatter and #George Floyd)
leaving one creator’s video drop views from 75.000 to 1.5000 on the BLM
pOSt.482
Cell 3 China 2016  sovereignty movements from Tibet and Taiwan have been drowned out by bots
+7 promoting Chinese ideals.*®® The hashtags #tibet and #freetibet have reportedly
been flooded by junk tweets from automated accounts.

Argentina N/A Bot usage to demobilize protests*®*

Bahrain N/A Protest Movements were “bombed” on Twitter to prevent protest organization485

China 2012 Spamming of the hashtag #freetibet*®® w2ith 73% Spam tweets

France 2017  Marine LePen was supported by Russian bots in spreading anti-Macron
hashtags.*®’

Italy 2017  Before the 2017 elections, the party Lega encouraged its followers to turn into
‘selfbots’ (i.e., bots created by the account holders) amplifying Lega’s
message.*%®

Iran N/A Protest Movements were “bombed” on Twitter to prevent protest organization489

Mexico 2016  “Pefiabots, named after the Mexican President Enrique Pefia Nieto, have also
been used to send out pro-government propaganda”*®°

2012  The hashtag #marchaAntiEPN (March against EPN, a presidential candidate)
was flooded with around 62% spam tweets**!

Morocco N/A Protest Movements were “bombed” on Twitter to prevent protest organization492

Russia N/A  Bot usage to demobilize protests*®

South 2012  During the presidential elections, 1.2 million Twitter messages were published

Korea from the National Intelligence Service in favour of candidate Park Geun-Hye,

who ended up winning the election.*%*

480 Carolina Are, ‘The Shadowban Cycle: An Autoethnography of Pole Dancing, Nudity and Censorship on
Instagram’, Feminist Media Studies, May 2021, 1-18.
481 McCluskey, ‘These Creators Say They’re Still Being Suppressed for Posting Black Lives Matter Content on

TikTok’.
482 McCluskey.

483 Woolley, ‘Automating Power’.

484 \Woolley.
485 \Woolley.

486 Verkamp and Gupta, ‘Five Incidents, One Theme’, 2.
487 Nimmo, ‘Russian and French Twitter Mobs in Election Push’.

488 Nimmo, ‘#ElectionWatch’.

489 Woolley, ‘Automating Power’.

490 Woolley.

491 Verkamp and Gupta, ‘Five Incidents, One Theme’.
492 Woolley, ‘Automating Power’.

493 Woolley.

49 Sang-Hun, ‘Prosecutors Detail Attempt to Sway South Korean Election’.
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Syria 2011  Protest Movements were “bombed” on Twitter to prevent protest organizations
During the war, for example, the hashtag #Syria was flooded with messages and
pictures about the beauty of Syria.*®® Further, some tweets highlighted natural
disasters in other parts of the world.*®® (not clear from whom) Some smoke-
screening tweets talked about Syria but were not related to the civil war going

on- They, for example, posted about Syrian short films.**’
Turkey N/A  Bot usage to demobilize protests**®
Cell  Great 2014 (Through Snowden leak)*®® The GCHQ’s secret unit, the Joint Threat Research
4+9 Britain Intelligence Group JTRIG with two tactics: “(1) to inject all sorts of false

material onto the internet to destroy the reputation of its targets and (2) to use
social sciences and other techniques to manipulate online discourse and activism
to general outcomes it considers desirable”®® including fake victims blog posts,
the posting of negative information, discrediting targets by, for instance,
emailing their colleagues, discrediting companies (by stopping deals or ruining
business relationships).

Germany 2022  Misinformation about refugees in Germany®**

Hong 2019  Twitter deleted 936 accounts due to them “deliberately and specifically

Kong attempting to sow political discord in Hong Kong” during the protests and about
200.000 accounts due to them violating ToS (Spam, Coordinated Activity, Fake
Accounts, Attributed Activity and ban evasion).>%?

Iran 2018 700 troll accounts could have been liked to Iran °%

Turkey 2015  After a Russian plane was shut down by a Turkish fighter jet, bots posted real
and fake news about the incident.>*

Russia 2022 RT, Sputnik, and other Russian State media dispensing disinformation®*®

2015  “Putinbots™®%, More than 100 Twitter accounts using the #IStandWithPutin
- violating the “platform manipulation and spam policy” likely being bots

Ukraine 2017  The official state media outlet of the unrecognized Donetsk People’s Republic in
Ukraine posted fake news about 3.600 US tanks being sent by the US and

therefore NATO.>" In reality, tanks were sent, but about 21—0“‘ of what the article

implied. The story was slowly picked up by other news outlets, finally reaching
websites in the US, Canada, and Europe.

495 York, ‘Syria’s Twitter Spambots’.

4% For instance, some bots posted pictures of the consequences of Hurricane Sandy in the United States.
Abokhodair, Yoo, and McDonald, ‘Dissecting a Social Botnet’, 849.

497 Abokhodair, Yoo, and McDonald, ‘Dissecting a Social Botnet’.

498 Woolley, ‘Automating Power’.

49 Greenwald, ‘Exclusive’.

500 Greenwald, ‘How Covert Agents Infiltrate the Internet to Manipulate, Deceive, and Destroy Reputations’.
%01 Karolin Schwarz and Lutz Helm, ‘Hoaxmap’.

%02 Twitter Support, ‘Information Operations Directed at Hong Kong’.

503 Matt Burges, ‘We Finally Know the Full Extent of Russia’s Twitter Trolling Campaign’, Wired UK, October
2018.

504 Stukal et al., ‘Detecting Bots on Russian Political Twitter’, 316.

505 Klar, ‘Tech Companies Seek to Choke out Russian State Media’.

508 Soldatov and Borogan, ‘What Spawned Russia’s “Troll Army”?

%07 Ben Nimmo, ‘Three Thousand Fake Tanks’, Medium, January 2017.
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United 2016  Russia interference in the Brexit referendum: Researchers found a significant
States amount of anti-EU biased articles disseminated by primarily RT and Sputnik

(kremlin aligned media) with about 134 million potential impressions.>*®

Facebook removed accounts which posted frequently content related to “anti-

NATO sentiment, protest movements and anti-corruption°®.>1
Cell  France 2017  The hashtag #MacronLeaks reached 47.000 tweets within just three hours two
12 days before the 2017 elections. The hashtag led to supposed leaked emails from

Macron. the Digital Forensic Research Lab found the origin of the news to be an
alt-right US American whose tweets were reposted by many bots.>** 10 of the
most active accounts tweeting the hashtag, posted over 1.300 tweets in about 3
hours, hinting toward them being bots.
United 2018 Cambridge Analytica build voter profiles from Facebook data to influence
States political campaigns®!? (with possible inference from Russia, thus, also cell 4+9)

2016  the New York Times found numerous individuals posting fake news about the
upcoming US national election. Most of them run websites publishing (often by
stealing) articles that report positively on Trump, often with much
misinformation. They publish news that drives up traffic to their website, thus,
posts about Trump, and anti-Muslim and anti-Mexican content.”*

%08 Digital, Culture, Media and Sport Committee, ‘Disinformation and “Fake News”: Final Report’ (London,
United Kingdom: House of Commons, 2019), para. 243.

%09 Digital, Culture, Media and Sport Committee, para. 245.

510 Shane, ‘The Fake Americans Russia Created to Influence the Election’.

511 Nimmo, ‘Hashtag Campaign’.

%12 Confessore, ‘Cambridge Analytica and Facebook’.

513 Higgins, Mclntire, and Dance, ‘Inside a Fake News Sausage Factory: “This Is All About Income™”.



