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ABSTRACT 

This MA thesis analyses the impact of AI-enabled e-governance on the realisation of 

human rights. For the analysis, I use the most similar system design model and examine 

two case studies – Estonia and Kazakhstan – during the period 2015–2025. Hereby, the 

analysis reflects the experiences of two countries with common ambitions, a 

comparable level of digitalisation, and a shared Soviet legacy, yet differing in their level 

of human rights protection. Therefore, it addresses emerging concerns about the misuse 

of AI technology by the state.  

Therefore, I hypothesise that AI-enabled e-governance has an impact on the realisation 

of human rights (D.V.), and the extent of this influence depends on the state-related 

factors (I.Vs), such as international, regional and national legal frameworks, level of e-

governance penetration, political will and political regime type. 

To provide a more detailed and focused analysis, I concentrate on the health sector, 

which deals with highly sensitive data, with respect to such human rights as privacy, 

data protection and access to information, enshrined by Articles 17 and 19 of the 

ICCPR, Article 12 of the ICESCR, Article 8 of the ECHR, and Articles 7 and 8 of the 

EU Charter. Accordingly, my work responds to 2 main research questions: (1) what are 

the regulatory differences between the two countries regarding the protection of 

identified fundamental human rights and (2) to what extent the introduction of AI into 

e-governance systems affects the realisation of the human rights. 

The comparative findings on Estonia and Kazakhstan demonstrate that AI-enabled e-

governance does not impact the realisation of human rights by default. In contrast, it 

strengthens the existing political regime. The analysis shows a causal hierarchy in 

which political regime type is the decisive factor, as it shapes further regulatory 

adaptation. Another finding of my research is that e-governance penetration acts as an 

amplifier. In Estonia's democracy, it enables citizen control over personal data, but in 

Kazakhstan's authoritarian context, it expands state authority without proportional 

safeguards.  

Finally, the study indicates that the influence of AI-enabled e-governance on human 

rights is not intrinsic, but instead stems from the existing governance context. In that 

way, the thesis addresses an existing gap in the literature by analysing the implications 
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of AI-enabled systems and tracing the connection between e-governance development 

and human rights, providing practical insights for governors and policymakers. 
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CHAPTER 1. INTRODUCTION 

1.1. Problem Statement and Hypothesis 

As a main hypothesis for my thesis, I assume and argue that AI-enabled e-governance 

in Estonia and Kazakhstan has an impact on the realisation of human rights. 

Throughout the study, I focus on the public health sector over the ten years, from 

2015 to 2025, to ensure a more focused analysis. This sector and time period were 

chosen as exemplary because the e-governance infrastructure in both countries was 

already well-established, and AI emerged as a technology that changed both legal and 

practical aspects.  

The selection of countries also ensures the relevance of my research for stakeholders 

across several regions. In that sense, Estonia and Kazakhstan offer a valuable 

comparison due to their shared Soviet legacy, regional leadership in digital 

development, high levels of governmental digitalisation, and common political 

priorities. However, they diverge significantly in the protection of human rights and 

the regional regulatory frameworks governing e-governance with respect to the 

analysed human rights. Estonia is a party to several international and regional binding 

human rights instruments. In contrast, Kazakhstan pursues a more independent 

trajectory in introducing AI, prioritising national legislation and policy frameworks 

over its voluntary commitments to international human rights norms and other human 

rights instruments. 

To enable a deeper analysis, the thesis focuses the (1) right to privacy and (2) the right 

to data protection and opposing them (3) the right to access to information as 

guaranteed by Articles 17 and 19 of  ICCPR, Article 12 of UDHR, Article 8 of the 

ECHR, and Articles 7 and 8 of the EU Charter,  and several other human rights 

instruments, which will be discussed in the following chapters. As well, the thesis 

focuses on the health sector, which involves especially sensitive forms of privacy due 

to the handling of personal medical data.1  

 
 
1 It should be noted that the introduction of AI in e-governance systems touches upon 
a wide range of other human rights and public sectors beyond the scope of this study. 
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Furthermore, I assume that the extent of this influence depends on state-related 

factors, such as existing e-governance regulations in domestic laws, state 

commitments vis-à-vis international and regional treaties, the level of e-governance 

penetration, the type of political regime, and the narrative of political will and 

national priorities. 

The hypothesis led to the formulation of two research questions: 

• What are the international, regional, and national (domestic) regulatory 

differences between Kazakhstan and Estonia regarding the protection of identified 

fundamental human rights – the right to privacy, the right to data protection, the right 

to access information – in AI-enabled e-governance? 

• To what extent does the introduction of AI into e-governance systems affect 

the realisation of the right to privacy, data protection, and access to information, as 

enshrined in Articles 17 and 19 of the ICCPR, Article 12 of ICESCR, Article 8 of the 

ECHR, and Articles 7 and 8 of the EU Charter, in Kazakhstan and Estonia? 

The study addresses an emerging gap in the analysis of AI's impact on the realisation 

of human rights. While the realisation of human rights is explicitly discussed in 

academic literature, as well as in relation to the development of e-governance 

systems, the introduction of AI is not yet thoroughly considered. The value of my 

research is in its contribution to understanding how various state-related factors 

influence the human rights implications of e-governance systems, particularly in the 

context of AI implementation. Considering the growing global reliance on AI-driven 

public sector systems, my findings could inform more balanced and rights-oriented AI 

governance frameworks. 

1.2. Literature Review  

AI-powered e-governance is a significant research topic among scholars due to rapid 

technological advancements and its impact on various sectors, including governance, 

ethics, human rights, and policymaking. While some authors focus on the economic 

benefits of the technology (Al-Besher and Kumar 2022, 3-4; Al-Ansi et al. 2024), others 

discuss the sensitivity of human rights in relation to AI (Karamagioli 2008; Abri et al. 

2009, 3; Engelke 2020). This research field encompasses multiple directions, including 
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regulatory frameworks, ethical concerns, and societal implications, yet it remains 

underexplored. 

First, literature is abundant on e-governance and e-government. However, these 

concepts are often used interchangeably (Bannister and Connolly 2012), which can lead 

to confusion. In this thesis, the focus is on e-governance, which encompasses e-

government but is not limited to it. 

E-governance has differing interpretations among scholars (Backus 2001) depending 

on the focus of the research (Grigalashvili 2022, 183-184), but commonly it could be 

defined as the use of ICT by the state to deliver public services, ensure compliance with 

state responsibilities, and protect human rights. The definition is not explicit, as some 

refer to e-governance as the use of ICTs to support democratic services and 

relationships among citizens (Dawes 2008; Ali 2023, 10-14). Still, e-governance might 

exacerbate the democratic deficit (Jan 2025, 113) and does not necessarily exist in 

democratic settings. Moreover, with the development of technologies, the concept 

broadened, resulting in a more complex definition that operationalises normative 

governance ideas and facilitates interactions across G2C, G2B, and G2G domains 

(Srinivas n.d). Consequently, e-governance refers to the use of ICT to deliver public 

services and ensure that the state complies with its obligations, including protection of 

human rights, but is not limited by commitment to democratic principles.  

In contrast, e-government refers specifically to the use of ICT to deliver government 

services to citizens and businesses (United Nations n.d.). Based on that, in this work, I 

understand e-government as a digital infrastructure for governance that enhances 

service delivery, communication, and information exchange within and beyond the 

public sector. While e-government improves operational efficiency and service 

accessibility (Akman et al. 2005), it does not fully encompass the broader normative 

and governance dimensions captured by e-governance. 

Focusing specifically on the introduction of AI into e-governance, the primary goal 

identified in the literature is to automate processes and reduce paperwork (Haughton 

and Barnes 2023; Androutsopoulou et al., 2019, 8). However, with the increasing 

interest in big data models, the role of AI expanded to risk prediction and forecasting 

(Janssen and Helbig 2018, 3; Margetts 2022). The authors note that application of AI 
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in e-governance has both benefits and drawbacks: the technology improves certain 

areas, but also poses potential risks to various human rights domains (Abri et al. 2009). 

They underscore the usefulness of AI in governance for detection, prediction, and data-

driven decision-making (Margetts 2022). Nonetheless, there are concerns regarding 

AI's role in regulatory efforts, particularly in combating online harms and managing the 

influence of machine learning (ML). 

Another significant concern regarding the impact of AI on governance and human 

rights is transparency. AI has the potential to reinforce existing biases in governmental 

decision-making processes and undermine fairness and accountability. Scholars 

emphasise the strong influence of AI on the public sector and national security, and 

show both its transformative potential and capacity to amplify systemic inequalities 

(ibid.; Engelke 2020). 

The academic literature continues to lack attention on the impact of AI in e-governance 

systems concerning the realisation of human rights. Authors typically analyse the 

readiness of these systems for AI integration, but rather focus on technical aspects or 

conceptual proposals made by governments (Linis-Dinco 2024). The impact of e-

governance on human rights is often assessed from a forecasting perspective through 

frameworks such as Human Rights-Based Approaches (HRBA) and Fairness, 

Accountability, and Transparency (FATE) (ibid.; Diya, 2025). Scholars argue that 

while these frameworks are widely recognised, there is no consensus on normative 

values, and they are exposed to being misused (ibid.). As a result, scholars advocate for 

AI governance to be grounded in international human rights principles while 

acknowledging the challenges posed by politicisation and the selective application of 

those. 

Simultaneously, many states are developing AI governance policies to incorporate the 

technology into various aspects of public life. Regional approaches vary. For instance, 

in Asia, there is a trend to move from soft regulations to stricter ones (Xu et al. 2024, 

275-277), while in Europe, both soft and hard regulations are recognised (Cancela-

Outeda, 2024). Scholars suggest that AI governance in Asia is influenced by historical 

internet governance models, leading to diverse regulatory landscapes, while the EU is 

working on establishing a unified framework (ibid.). 
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Moreover, discussions about AI regulation and how governments manage these 

processes attracted the attention of international organisations. The United Nations 

(2024, 4-11) states the transformative potential of AI, but the concern about the risks 

associated with unregulated development remains (United Nations General Assembly 

2023). Analysts emphasise the necessity for global AI governance to prevent an 

inequitable distribution of AI benefits and to address digital divides (ibid.). Despite the 

number of existing frameworks and guidelines, there is an absence of a truly global and 

comprehensive governance structure that adequately evaluates the impact of AI-

enabled governance on the realisation of human rights. 

The existing literature presents a wide range of perspectives on the application of AI in 

governance, illustrates differences in regulatory approaches and the effects of political 

will and other factors on their enforcement. However, the application of AI-enabled 

governance concerning human rights remains under-researched, and no concrete 

comparative studies have been conducted. Additionally, in-depth analyses of legal 

frameworks in the e-governance sector are limited. My research aims to fill these gaps 

through a comparative study of Kazakhstan and Estonia, representing Central Asia and 

Europe, respectively. The study analyses the impact of AI-enabled e-governance on the 

realisation of human rights, specifically focusing on the rights to privacy, data 

protection and access to information, to provide a more detailed analysis. 

1.3. Key Concepts  

Given the varying interpretations of human rights2 (Costa Val Rodrigues 2023) and the 

rapidly evolving nature of AI, it is essential to discuss the key concept used throughout 

the thesis more precisely. 

The right to access information in the health sector is defined as an individual's right to 

seek, receive, and share information related to health concerns, provided that such 

access does not jeopardise the confidentiality of personal data. This definition is based 

on Article 19(2) of the ICCPR (United Nations, General Assembly 1966a), which 

guarantees the right to receive and share information without borders, as well as Article 

 
 
2 In the scope of the thesis I focus on the definitions provided by International human rights bodies and 
their comments. However, the intepretation of human rights might differ across academic sources, 
medias and national legislation. 
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12 of the ICESCR (United Nations, General Assembly 1966b), which affirms that 

everyone has the right to the highest attainable standard of health. This right assumes 

the accessibility of health-related data, as explained by the UN Economic and Social 

Council in General Comment No. 14 (2000). The Comment highlights that access to 

health-related information is a fundamental aspect of the right to health and must be 

made available without discrimination to all individuals within a state's jurisdiction. In 

this context, "accessibility," which is a part of the right to the highest attainable standard 

of health, includes "information accessibility" as a critical aspect, alongside physical 

and economic access.  

In this thesis, privacy rights and data protection are viewed as interconnected but 

ultimately recognised as distinct due to the specific regulations at regional and national 

levels (EDPS 2025). Both rights oppose the right to access information (Banisar 2011). 

Therefore, depending on the context, privacy may serve as an umbrella term for both 

the rights to privacy and data protection, unless stated otherwise. 

For the purpose of this work, I define right to privacy as the right of individuals for 

protection from unlawful or arbitrary interference with their personal and family life, 

home, correspondence, honour, and reputation, which is based on Article 17 of ICCPR 

(United Nations, General Assembly 1966a) and further defined by UN Human Rights 

Committee in General Comment No. 16 (1988), as well as by Article 8 of the European 

Convention on Human Rights (Council of Europe 1950). However, as all individuals 

exist within society, privacy is necessarily relative and context-dependent. The concept 

encompasses multiple dimensions, including the right to be left alone, the right to be 

free from observation, and the ability to maintain control over one’s personal beliefs, 

identity, behaviour, and information (Cooley 1907; Fried 1968; Janis; Koops et al. 

2017, 487–494). For this thesis, the concept of privacy is narrowed to issues within e-

governance systems. This means that privacy is analysed primarily in relation to digital 

data processing, algorithmic decision-making, and the functioning of state-managed 

information systems, and other cases related to e-governance.  

Additionally, I note that a crucial aspect of the right to privacy is the right to seek an 

effective remedy when violations occur, which is usually treated as a distinct human 

right: under Article 2(3) ICCPR, states are obliged to provide accessible, impartial, and 

timely mechanisms for individuals to challenge unlawful data collection, misuse, or 
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surveillance and to obtain adequate redress (United Nations, General Assembly 1966a). 

Accordingly, for this research, the right to privacy considers the existence of effective 

remedies and institutional accountability mechanisms in cases where privacy 

interference occurs, including those arising from the use of AI technologies. 

Finally, the right to data protection is more specific and defined as the right of 

individuals to control their personal data, ensuring fair, secure, and lawful processing 

for legitimate purposes, with safeguards against unauthorized access, use, or disclosure, 

as well as the obligation of state take the necessary measures in its domestic law to give 

effect to the basic principles for data protection. Although none of the major 

international human rights treaties include protection of personal information as an 

aspect of the right to privacy (“Data Protection and Privacy” 2025), this definition is 

rooted in Article 8 of the Charter of Fundamental Rights (European Union 2007) and 

Article 4 of Convention 108+ (Council of Europe 1981). 

Another complex term is "realisation of human rights", which I narrow down and define 

for this analysis. Generally, it refers to the process through which individuals and 

groups gain the power to fully enjoy their inherent rights as outlined in national laws 

and international instruments. For this thesis, the realisation of rights is understood 

progressively: states are obligated to achieve full realisation of these rights over time, 

based on available resources. This encompasses not only legal guarantees but also 

practical implementation and enforcement, ensuring that people genuinely experience 

the freedoms, protections, and entitlements promised by these rights. 

1.4. Theoretical Framing and Methodology 

In the scope of this thesis, the theoretical framing is based on the two main concepts in 

human rights discourse: (1) access as a human right to information in the health sector, 

for example each person has the right to know about his/her health situation and at the 

same time on (2) the human right to privacy and data protection of someone’s individual 

health data.  

First of all, Kohlberg’s Theory of Moral Development framework is considered for this 

thesis. Since the thesis employs a comparative case methodology, the theory is essential 

for understanding why variables such as political will, strategic priorities, or political 

regime type might lead to differences in the realisation of the right to privacy in the 
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health sectors of Kazakhstan and Estonia. Kohlberg’s theory identifies three levels of 

moral reasoning: Pre-conventional, Conventional, and Post-conventional morality 

(Kohlberg 1973). The theory posits that moral reasoning is a necessary but not 

sufficient condition for ethical behaviour, and it develops progressively. Each 

subsequent stage, such as the evolution of the e-governance system, should reflect a 

more sophisticated and adequate response to moral dilemmas than the previous one 

(ibid.). This framework helps explain how the moral reasoning and ethical decision-

making processes of political actors and institutions, shaped by their level of moral 

development, can impact the enactment and enforcement of discussed human rights in 

AI-enabled e-governance systems.  

The thesis also considers Elena Karahanna's Information Boundary Theory to analyse 

the differences in realisation levels between the human rights studied. The theory 

explores how individuals establish and manage boundaries around their personal health 

information in digital environments, particularly in relation to ML and AI models 

(Stanton 2003). This theory refers to the existing tension between the right to privacy 

and access to information, highlights individuals' preferences regarding control over 

access to their medical records and underscores the challenges of maintaining privacy 

in an era of pervasive digital connectivity.  

The thesis employs a comparative case study methodology, specifically utilising the 

Most Similar Systems Design (MSSD) (see Figure 1). This approach is commonly 

applied for analysing cases that share structural similarities, but differ in key outcome 

variables. The similarities and variations between the selected countries provide an 

opportunity to investigate how similar technological developments can result in varying 

levels of human rights realisation, influenced by selected independent variables. 
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Figure 1. Greek temple design of the thesis. Source: created by the author 

Kazakhstan and Estonia were selected as case studies because of their shared Soviet 

legacy, long-standing leadership in digital development within their respective 

regions, and high levels of government service digitalisation. Yet the countries differ 

in their records on human rights protection. According to the Global Digitalisation 

Index (SAMENA Telecommunications Council 2024), Estonia ranks 26th and 

Kazakhstan 58th, while in the E-Government Development Index (EGDI), they rank 

2nd and 23rd, respectively (United Nations Department of Economic and Social 

Affairs n.d.). Moreover, both countries position themselves as leaders among post-

Soviet states. At the same time, their Human Rights Index scores reveal a significant 

disparity in the level of human rights realisation (0.96 for Estonia and 0.53 for 

Kazakhstan) (Our World in Data 2025). This combination of similarities in digital 

advancement and differences in human rights performance makes the two countries 

particularly suitable for comparative analysis. 

1.4.2. Research Model  

The research model is built upon previously defined hypotheses and research 

questions. It assumes linear relationships between one dependent and five 

independent variables. The realisation of human rights is defined as the dependent 
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variable (D.V.), while various state-related factors are considered as independent 

variables (I.V.). The analytical framework is structured as presented in Table 1.  

Table 1. Research Model  

I.V.1: State commitments to 

international and regional human rights 

instruments  

➜ 

 

I.V.2: National e-governance 

regulations   
➜ 

 

I.V.3: E-governance penetration  ➜ 
D.V. HR Realisation in AI-
Enabled E-Governance 

I.V.4: Political regime type  ➜ 
 

I.V.5: Political will and strategic 

priorities  

 

➜ 

 

Source: created by the author  

The independent variables were selected based on the description and discussion of e-

governance models and their structural components presented in existing literature on 

the topic (Khalid 2016, 10-14; Dash and Pani 2016), and their interpretation was 

adopted for this research.  Additionally, I consider the "People, Processes, Technology" 

framework, which is applied for digital transformation initiatives, including those that 

incorporate AI (Prosci 2025). In this context, the chosen variables not only reflect 

existing frameworks and concepts but are also reinterpreted and adapted to improve 

comparability with the goals of my research3.  

 
 
3 Although the ultimate goal of the variables' selection is to provide an exhaustive and in-depth analysis 
of the impact of AI-enabled e-governance on human rights, the reader can also expect to find insights 
into the interconnections among them as part of the analysis. For example, the thesis addresses an 
ongoing discourse regarding whether political will can strengthen human rights safeguards 
(Brinkerhoff 2010; Beisheim et al. 2025) in the analysed sector or if these safeguards are ultimately 
shaped by the type of political regime. However, the thesis assumes political regime type as a default 
variable, and I do not aim to define it, but refer to the existing analyses. As well, the analysis assumes 
that political will and priorities for the AI integration in e-governance can both correlate and contradict 
with the political regime. 
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To ensure a clear and systematic comparative analysis, these variables are 

operationalised through both empirical and normative measurements (See Appendix 

A). The operationalisation for the systematic comparison of Estonia and Kazakhstan is 

presented in Table 2. 

Table 2. Canva for the Systemic Comparison of the Findings 

Case I.V.1 I.V.2 I.V.3 I.V.4 I.V.5 D.V. Discussion 

Estonia        

Kazakhstan        

Source: Adapted from Carsten Ancker, "On the Applicability of the Most Similar Systems Design in 
Comparative Research," Journal of Social Research Methodology 11, no. 5 (2008): 398, 
https://doi.org/10.1036/3457041352. 

1.4.4. Scope of Data and Collection Methods 

As previously mentioned, the analysis period is restricted to January 2015 through 

December 2025.4 The analysis employs primary and secondary sources of qualitative 

data, along with secondary sources of quantitative data.  

Regarding the primary sources, I focus on the texts of ratified international human 

rights instruments, regional treaties and conventions, national legislation, and other 

legal documents. I accessed these materials from the open databases such as Refworld, 

UN Treaty Bodies Database, EUR-lex, Riigi Teataja, Adilet and others. The sources of 

secondary data include, but are not limited to, comments on legal documents provided 

by official institutions, information available on state portals, news agencies, and even 

social networks, as state officials and experts often use these platforms as channels for 

public communication. Such statements were collected through open-source searches5.  

 
 
4 It is important to note that as AI integration continues to evolve rapidly, the author revised the thesis 
chapters on national AI regulation multiple times. These revisions were driven by the introduction of 
new laws that directly relate to the main hypothesis. By the time the reader accesses this text, new 
amendments or changes may be introduced, which could cause some of the information contained 
herein to be less relevant. 
5 The author acknowledges that open search may have limitations and, technically, cannot cover all 
relevant information due to the specifics of web page indexing. As a result, certain pieces, such as 
statements from specific officials, might be absent in the analysis. However, the author made an effort 
to include the most significant information that has been widely discussed in the media or received 
particular attention from experts in the field. 
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Quantitative evidence was derived from international indices and datasets, including 

the UN EGDI, the Global Digitalization Index (GDI), the Human Rights Index, and 

regional indicators of internet penetration, digital literacy, and healthcare digitalisation.  

With that approach, I aim to ensure that the analysis captures not only normative 

obligations but also how they are interpreted, implemented, and reflected in practice. 

Moreover, to enhance the reliability and credibility of findings, I analyse the data 

sequentially for each country in Chapters 2 and 3, while the final chapter presents a 

cross-case comparison across the dependent and independent variables. 

CHAPTER 2. WITHIN-CASE ANALYSIS – ESTONIA   

2.1. Context: E-Governance and AI Development  

The development of Estonia as a digital state must be understood in relation to its post-

Soviet transformation and nation-building process. Following the collapse of the Soviet 

Union in 1991, Estonia emphasised a rapid digital transition as part of its political and 

economic reorientation toward liberal democracy and European integration (Björklund 

2016, 914-924). Digitalisation was not only a technical modernisation project but also 

a symbolic reassertion of national sovereignty and independence.  

From the late 1990s onwards, Estonia built a three-layered digital governance 

infrastructure: (1) the X-Road system of decentralised registries enabling secure data 

exchange between agencies, (2) a nationwide electronic identification (eID) system 

adopted by over 90% of the population, and (3) a service layer accessible through 

official portals such as eesti.ee (Margettsand 2017). These layers form the basis of 

Estonia’s governance-as-a-platform model, which facilitates efficiency and 

transparency. These technological elements enable citizens to trace who accessed their 

personal data through audit trails, reinforcing accountability and trust in state 

institutions. 

However, Estonia’s digital transition also entailed significant rights trade-offs. The 

concentration of personal and public data in national databases meant 

that citizens accepted a reduced expectation of privacy in exchange for convenience 

and modernity (Björklund 2016; Randma-Liiv et al. 2025). Government strategies 

framed privacy less as an inherent citizenship right than as an issue of security and 

control. The Principles of Estonian Information Policy (1998) and 
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subsequent strategies, such as the Digital Agenda 2020 (2018), emphasised security and 

citizen “control over privacy” through technical safeguards, while acknowledging 

limited concern for privacy as a normative value. Scholars have observed that Estonians 

are uniquely willing to “sacrifice some privacy in exchange for efficiency” (Jackson, 

2013, as cited in Björklund, 2016 922). 

Initially, the compromise of privacy in favour of state democratisation was regarded as 

standard practice, and data protection was not prioritised. However, the cyberattacks of 

2007 (Haataja 2018), then the largest of their kind against a sovereign state, marked a 

turning point, leading to the formal recognition of cybersecurity as a crucial human 

rights issue that directly threatens privacy. To safeguard this right, Estonia adopted 

several technical measures: the blockchain-based KSI technology was implemented to 

ensure the integrity of public records, and the world’s first data embassy was 

established in Luxembourg to guarantee the continuity of digital services even under 

systemic threats (Story - e-estonia 2025; Espinosa and Pino 2024). These initiatives 

reinforced the principles of “transparency, trust, and security” (TTS), which scholars 

identify as the normative spine of Estonia’s digital state (ibid.). However, they did not 

translate into greater citizen autonomy over personal data stored within government 

systems (ibid.). 

AI integration since 2019 represents a continuation of Estonia’s digital trajectory rather 

than a disruptive shift. The national AI strategy introduced regulatory clarity and a 

framework for embedding algorithmic tools into public services while upholding 

safeguards grounded in the TTS principles (Story - e-estonia 2025). Yet the realisation 

of human rights within this system sustained a central dilemma: should the right to 

privacy be exercised directly by citizens, or should it remain subject to governmental 

authority? In practice, blockchain and audit trails reframed privacy primarily as a 

technical matter of security rather than a substantive right of citizenship (Björklund 

2016). The following chapters will examine how this tension plays out in the health 

sector, analysing the conditions under which the rights to privacy, data protection and 

access to information are realised in Estonia’s AI-enabled e-governance. 
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Figure 2. Timeline of Estonia's E-Governance and AI Development, 1990s–2025. Source: created 
by the author based on analysis of national strategies and laws. The timeline visualization was 
created with assistance from AI tools (DeepSeek). 

 

2.2. Analysis of Independent Variables  

2.2.1. State Commitments to International and Regional Human Rights Instruments  
2.2.1.1 International instruments 

The Estonian experience demonstrates that while international human rights 

instruments address privacy protection and information accessibility, their general 

provisions alone are insufficient to guarantee the realisation of human rights within the 

framework of an e-governance system. Although Estonia’s e-governance system is 

influenced by its commitments to international human rights standards, reports from 

monitoring agencies reveal existing gaps in implementation practices and ongoing 

tensions related to the human rights discussed in the thesis. 

In Estonia, access to information related to health is ensured by its commitments to 

Article 19 of the ICCPR and Article 12 of the ICESCR. While the ICCPR establishes 

a general framework for access to data, the ICESCR focus on this right in the health 

sector. However, it is important to note that, according to point 3 of Article 19 of the 

ICCPR, access to this information may be subject to legal restrictions. Based on the 

text of the document, these restrictions are necessary to respect the rights and 

reputations of others, protect national security, and maintain public order, health, or 

morals. Consequently, international commitments provide only a broad framework for 

data accessibility, allowing for restrictions at more detailed levels. 

In terms of privacy, as a State Party to the ICCPR, Estonia is bound by Article 17, 

which prohibits arbitrary or unlawful interference with privacy and demands that any 

limitations must be lawful, legitimate, necessary, and proportionate. Similarly, Article 
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12 of UDHR safeguards individuals from arbitrary interference with privacy and is 

recognised as a norm of customary international law6.   

Estonia, in its Fourth Periodic Report to the Human Rights Committee (2018), stated 

that its legal framework for data storage and surveillance fully complies with Article 

17 of the ICCPR and indicated that the country adheres to international human rights 

standards for privacy protection. In the report, the government emphasised the 

existence of extensive oversight mechanisms, which include prosecutors, courts, 

parliament, and the Chancellor of Justice; functioning of procedures for informing 

affected individuals; and the availability of legal remedies (ibid.). Furthermore, Estonia 

reported on its efforts to align its communication data regulations with evolving EU 

legislation and relevant statutes from the CJEU (ibid.).  

Despite the commitments, the UN Human Rights Committee’s Concluding 

Observations on Estonia’s fourth periodic report (2019, para. 29-30) highlighted 

concerns regarding the compatibility of Estonia’s processing and data retention 

practices with its obligations under Article 17 of the ICCPR. Specifically, the 

Committee criticised Article 111 of the Electronic Communications Act, which permits 

blanket retention of communications metadata. According to the concluding 

observations, this framework enables access to retained data not only for investigations 

of serious crimes but also for minor offences (ibid.). This raises questions about the 

necessity and proportionality of such measures with respect to international standards. 

These issues have an ongoing nature. Although, by the same document from 2019, 

Estonia was recommended to ensure compliance with Article 17 and implement 

stronger safeguards against arbitrary interference by security and intelligence agencies, 

regulate the sharing of intelligence with foreign entities, and provide timely 

notifications and effective remedies, at the moment of observation, the author did not 

find specific amendments to the noted articles. Moreover, the Committee noted that 

these issues had been highlighted in the previous reporting cycle, with 

recommendations for Estonia to ensure legislative compliance with Article 17. The 

 
 
6 Importantly, as previously mentioned, the right to data protection is not explicitly defined in the major 
international human rights treaties. Consequently, on this level for Estonia, it could be interpreted only 
in relation to the right to privacy and insured by similar safeguards and normative regulations. 
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persistent nature of these concerns and the absence of relevant amendments to the 

specified article as of December 2025 indicate that Estonia's progress in balancing the 

efficiency of digital governance with the protection of privacy remains limited. 

Focusing specifically on the health sector, Estonia faces challenges in balancing the 

rights to privacy and data protection with the right to access information. In its 

concluding observations on Estonia's third periodic report, the UN Economic and 

Social Council noted that many individuals living with HIV hesitate to seek 

antiretroviral treatment due to fears of stigma and the potential disclosure of 

confidential information to family members and employers (2019, para. 46). This raises 

concerns about the realisation of the right to privacy and data protection, as well as the 

state's ability to provide public health-related data while ensuring the right to 

information. Furthermore, in Estonia’s fourth periodic report under the ICESCR 

(2024), this issue is not addressed. However, it states that the protection of registry data 

is ensured through the assessment of availability, integrity, and confidentiality in line 

with the national information system security measures framework.  

The analysis of Estonia's case highlights that the introduction of AI in e-governance 

systems poses new challenges to the realisation of human rights. The mere fact of 

international commitments ratification does not ensure effective protection of the 

discussed rights. Notably, AI-enabled e-governance is not specifically addressed in the 

existing ratified international documents and related reports. However, evidence 

suggests that the integration of AI technologies into Estonia's e-governance did not lead 

to measurable improvements or drawbacks in privacy safeguards and data protection 

practices. In contrast, unresolved issues such as blanket data retention and existing 

tensions between information accessibility and data privacy heighten the risks to the 

realisation of human rights in AI-enabled e-governance. With respect to the right to 

access the information, no related recommendations or information provided in state 

and civil society reports were observed. 

2.2.1.1 Regional instruments 

In the case of Estonia, regional regulation has a moderate influence over the realisation 

of the rights to privacy, data protection and information accessibility, establishing the 

principle of proportionality for the data regulation, supporting the rights realisation 

through regional institutions, but leaving the state power to set boundaries between 
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public and private benefits. Referring to the hypothesis, the thesis considers only a 

limited number of regional documents which have direct binding authority over Estonia 

as a Member State: Charter of Fundamental Rights of the EU (Articles 7, 8 and 11), 

TFEU (Articles 15 and 16), European Convention on Human Rights (Article 8), 

European Convention 108 and GDPR.  

The right to privacy is ensured by Article 7 of the Charter of Fundamental Rights of the 

European Union, which guarantees individuals the right to respect for their private and 

family life (European Union 2007). However, Article 8 of the European Convention on 

Human Rights further defines the limitations on the realisation of the right to privacy, 

stating that interference can be lawful and necessary for reasons such as national 

security, public safety, the economic well-being of the country, the prevention of 

disorder or crime, the protection of health or morals, or the protection of the rights and 

freedoms of others (ibid.).  

The practical limitations of the right to privacy are confirmed by regional human rights 

institutions such as the ECHR and the CJEU. A precedential case in this context is a 

case of Liblik and Others against Estonia, in which the ECHR confirmed that Estonia 

violated the right to privacy (European Court of Human Rights 2019). The Court found 

that placing the applicants under surveillance without sufficient justification in the 

authorisation decisions violated Article 8 of the European Convention on Human 

Rights (ibid.).  

Additionally, the CJEU, in its judgment on a request from Estonia in November 2021, 

emphasised the necessity for the country to provide sufficient justification for 

interfering in private life (2021). The CJEU stressed the existence of national legislation 

that allows the public prosecutor’s office to authorise public authorities' access to traffic 

data, which by definition can include private calls and emails (ibid.). In that context, 

the precluding notion of the national legislation is seen as one heightening the risk for 

the analysed human rights.  

In contrast to the international human rights instruments on the regional level, the right 

to data protection is defined as a specific right. It leads to a higher potential of its 

realisation in an AI-enabled e-governance structure. In the EU, the right to data 

protection is ensured by Article 8 of the Charter of Fundamental Rights of the EU. The 
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article specifies that everyone has the right to the protection of the personal data 

concerning him/her, as well as to the fair processing, accessibility and rectification of 

such (European Union 2007).  Further, building on this basis, the GDPR and 

Convention for the Protection of Individuals with regard to Automatic Processing of 

Personal Data serve as the legal instruments that regulate data identification and 

processing aspects.  

Still, the regional framework for data protection has limits. According to Article 16 of 

GDPR, the framework does not address data protection issues which fall outside the 

scope of Union law, such as activities concerning national security. At the same time, 

its text emphasises the intent to harmonise the protection of fundamental rights with the 

free flow of personal data between Member States (European Union 2016). In other 

words, the GDPR recognises that the realisation of the right to data protection is not 

absolute and must be balanced according to the principle of proportionality but gives 

states flexibility in determining the scope of data processing depending on political will 

and priorities. 

Importantly, GDPR provides a concrete definition of the health-related private data, 

which increases the potential for the realisation of the right to data protection in the 

health sector. Article 35 of GDPR defines Personal data concerning health should 

include all data about the health status of a data subject, which reveals information 

relating to the past, current or future physical or mental health status of the data subject 

(ibid.). This includes information about the collected in the course of the registration 

for, or the provision of, health care services as referred to in Directive 2011/24/EU, 

such as an information derived from the testing or examination of a body, including 

from genetic data and biological samples, and any information on, for example, a 

disease, disability, medical history, and other (European Union 2011).  

Article 53 of GDPR further distinguishes between general personal data and special 

categories of personal data, setting stronger safeguards on the latter (European Union 

2016). According to that, special categories, such as health data, which is highly 

relevant to this thesis’s focus on AI in e-governance, must be processed only when 

necessary to achieve legitimate purposes that benefit individuals and society. These 

purposes include managing health or social care services, public interest archiving, 

scientific research, and health system supervision.  
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Another pillar of the regional data protection framework is Convention 108, which 

regulates the processing of data and is acknowledged as the first internationally 

recognised document that addresses the issue.  This convention outlines the 

responsibilities and duties of Estonia as a state party (Article 4) to recognise the right 

to privacy while reaffirming the freedom of information, as stated in the preamble 

(Council of Europe 1981).  

The right to information, which is opposed to the rights to privacy and data protection 

in the scope of this thesis, is governed by the already discussed documents. Specifically, 

it is ensured by Article 15 of the TFEU. This article grants any natural or legal person 

the right to access documents held by the Union’s institutions (Conference of the 

Representatives of the Governments of the Member States 2012). Additionally, Article 

4 of Convention 108+ also addresses this right. 

As of 2025, the author did not find any recorded cases related to the violations of the 

right to privacy, data protection, or access to information in the health sector in Estonia. 

However, concerns about potential risks to these rights remain, as there are ongoing 

cases in other public sectors. One case is referred to as Case 3-22-1148, which the 

Supreme Court of Estonia submitted to the CJEU on March 21, 2025. This case 

involves an individual's request to the Money Laundering Reporting Bureau for 

information concerning suspected money laundering, which was denied (Dataguidance, 

2025). The Supreme Court is questioning whether national laws can limit the rights of 

data subjects as outlined in Article 23 of the GDPR. As of December 2025, the case is 

ongoing. 

In May 2019, the government of Estonia signed the OECD Principles on AI (Grigoryan 

2019). These principles emphasise human-centric and ethical AI development, in line 

with the EU approach and the recommendations provided by the OECD in their 

Recommendation of the Council on Artificial Intelligence (OECD 2019). Based on that 

and according to Article 1.2 of this document, Estonia is committed to respecting 

privacy throughout the AI system lifecycle (ibid.). Additionally, Article 2.1 ensures that 

the government respects privacy and data protection while supporting the environment 

and development of AI (ibid.). In other words, Estonia’s commitment to this document 

highlights its voluntary compliance with upholding human rights. 
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The regional legal framework in which Estonia operates provides safeguards for the 

realisation of the right to privacy, data protection, and data access in AI-enabled e-

governance. Moreover, this framework not only addresses traditional forms of 

governance but also recognises e-governance as a distinct issue. However, the scope of 

its regulation is limited to the mandates of the Union's law. With this in mind and 

reflecting on the hypothesis, Estonia's regional commitments moderately influence the 

realisation of the analysed rights. Although these commitments establish a complex 

framework that recognises and addresses specific human rights, they also authorise the 

state to override those rights in circumstances not addressed by Union law. 

2.2.1.3. National e-governance regulations in Estonia  

Estonia’s national regulation has the most decisive influence over the realisation of 

human rights compared to international and regional frameworks, due to its direct 

application and evolving nature with respect to the introduction of new technologies in 

e-government systems. Estonia’s national e-governance framework operationalises its 

international and regional commitments, but also complements them and specifies the 

conditions and limitations for the realisation of the right to privacy and data protection 

and access to information.  

The foundation lies in the Constitution of the Republic of Estonia, where §26 

guarantees the inviolability of private and family life, §43 protects the confidentiality 

of communications and §44 ensures free access to information disseminated for public 

use (Republic of Estonia 2025). Consequently, all of the analysed human rights are 

recognised on the constitutional level separately, which provides a normative basis for 

their realisation.  

Further, the right to privacy is protected under Articles 137, 156, 157, and 157-1 of the 

Estonian Penal Code. These articles establish penalties and fines for violating the right 

to privacy, including unlawful access to and disclosure of private information (Republic 

of Estonia 2015). Article 157 extends the protection of the right to privacy in the context 

of professional activities, while Article 157-1 introduces higher fines for the disclosure 

of sensitive data, including health information (Republic of Estonia 2015). These 

regulations have general provisions and are not specific to any public sector, making 

them universally applicable. This universality permits them to adapt to evolving forms 

of governance, such as those enabled by artificial intelligence. However, the official 
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statistics do not reflect the application of these articles, which might indicate both the 

absence of related cases or the absence of complaints and non-disclosure.  

Focusing on data protection, the core of Estonia’s data protection regime is the Personal 

Data Protection Act (PDPA), which transposes the GDPR into domestic law and 

establishes the principles governing the processing of personal data, but at the same 

time, it specifies conditions under which the personal data can be used without informed 

consent. For instance, Article 6, point 1 of PDPA specifies that personal data may be 

processed without consent for the purposes of scientific and historical research or 

official statistics (Republic of Estonia 2019). The data should be pseudonymised for 

these purposes. However, point 2 of the same article allows depseudonymisation for 

the needs of additional research, in line with point 1 of the article (Republic of Estonia 

2019).  

PDPA and Penal Code legitimise processing of medical data for specified public health 

purposes such as research, occupational medicine, or threat management without prior 

informed consent of the subject matter, if it adheres to necessity and proportionality 

principles (Republic of Estonia 2019). This aligns with GDPR and is transposed via 

PDPA §6, allowing authorised personnel (e.g., health professionals) to access and 

analyse pseudonymised health data for e-governance functions. Moreover, AI-driven 

diagnostics can be conducted without risking criminal liability under Penal Code §158, 

as long as there is no unauthorised leakage of health data (Republic of Estonia 2015). 

Additionally, depseudonymization is permitted when necessary for further data 

processing, provided there is a public interest, and the obligations of the data subject 

remain unchanged (Republic of Estonia 2015). 

Focusing more on the digital forms of medical data, in the health sector, privacy and 

data processing regulations are outlined in the Health Services Organisation Act and 

related regulations, which establish stricter rules for managing sensitive health data. 

Under these regulations, medical information is stored centrally on the national e-

Health platform and can be accessed by authorised professionals for legitimate 

purposes without the permission of the data subject (Republic of Estonia 2018). 

According to Article 59-3(3) of the Health Services Organisation Act, patients have the 

right to prohibit access to their health data in the Estonian National Health Information 

System (ENHIS).  
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The national legal framework includes an opt-out mechanism that allows patients to 

restrict access to their health records. However, at the state level, there is a legal toolkit 

for the usage and processing of health data. This means that data processing can occur 

without patient consent unless the patient actively chooses to opt out. Consequently, 

the combination of technical limitations, existing legal flexibility, and potential 

unawareness among citizens regarding their options to limit access to their personal 

records increases the risks to privacy and data protection in AI-enabled governance. 

The right to access personal health information is realised through the centralised state 

portal, terviseportaal.ee. The right to access personal health data is mainly governed by 

Article 59-3 of the Health Service Organisation Act. This article guarantees that 

patients have access to their personal data in the Health Information System (Republic 

of Estonia 2018). However, it also permits healthcare providers to impose a time limit 

on when this information can be forwarded to the information system, during which 

individuals can only examine their medical records through a healthcare professional. 

The underlying reason for keeping this limiting provision is the acute risk of self-harm. 

However, the law does not specify the conditions or time limits for setting these limits, 

which contradicts the intention of ensuring access to information.  

Referring to the main hypothesis of the thesis, the combination of national laws and 

policies creates a complex regulatory framework, but in the context of AI-enabled e-

governance, existing legal flexibility heightens the potential risks for privacy and data 

protection. AI technologies enable fast and extensive data processing, which can shift 

the burden of safeguarding against data breaches and unauthorised disclosures from 

individuals to the state and service providers. While Estonia’s regulatory framework 

grants individuals control mechanisms such as the right to prohibit access to health data 

and to monitor who accesses their records, the rapid and automated nature of AI-driven 

data processing may worsen vulnerabilities. 

Concerning the right to information, AI-enabled e-governance has a dual effect. 

Positively, AI improves the processing of health-related information at scale and speed, 

service delivery and enables more transparent, algorithm-based reasoning for 

regulating access to sensitive data. For example, AI facilitates faster assessments on 

whether access requests meet legal criteria for disclosure. Negatively, inaccuracies or 
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biases in AI algorithms may cause delays or false denials in information access, 

potentially infringing on the right to access information.  

Therefore, Estonia’s national regulation illustrates that while AI-enabled e-governance 

offers significant benefits for fulfilling public health objectives and the right to 

information, it imposes new risks to privacy and data protection that require further 

adoption of governance frameworks. 

2.2.3. E-governance Penetration 

In Estonia, the increasing use of AI-enabled e-governance systems is somewhat limiting 

the realisation of the right to privacy and data protection, while having a moderate 

positive impact on the right to access to information. Individuals lack alternatives for 

storing and managing their data, despite having tools to control it. Since the public 

sector is nearly fully digitalised, any attempt to access a service involves sharing data 

with public institutions.  

In 2024, EGDI score of 0.9727, a substantial increase from 0.85 in 2018, following the 

implementation of its AI strategy in 2019 (Invest Estonia 2024). This score ranks 

Estonia second globally, and indicates that e-government, as a digital tool of e-

governance, is developing substantially and increasing the e-governance capacity. The 

index evaluates three main pillars: human capital (digital literacy), telecommunication 

infrastructure, and the quality and accessibility of online services, although it does not 

assess human rights compliance separately. Nevertheless, the evaluation of technical 

aspects indicates improved accessibility to services, which leads to a higher potential 

for the realisation of human rights.  Estonia has nearly fully digitalised its services, 

receiving outstanding scores in user support (98/100), user data control (87/100, 

significantly higher than the EU average of 65), and mobile accessibility (97/100) 

(e‑Estonia 2021). This digital infrastructure facilitates broad and effective citizen 

engagement with e-governance platforms. 
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Figure 3. EGDI for Estonia. Source: UN DESA DPIDG 2025 

In the context of pervasive e-governance penetration, the health sector demonstrates 

both the efficiencies and human rights challenges of digitalisation. Estonia’s national 

e-Health system is progressive: 99% of patients' digital health records are accessible 

countrywide, and 100% of prescriptions are issued digitally (e‑Estonia 2025). The 

system presents extensive use: the doctors submit about 2.5 million queries, and 

patients approximately 2.7 million monthly through the e-Health portal (e‑Estonia 

2025).  

This concentration of sensitive health data within a centralised digital system 

accelerates healthcare delivery and enables integration of AI tools for diagnosis and 

personalised medicine. However, it simultaneously exposes patients to heightened 

privacy risks (Conduah et al. 2025), as the scale and speed of AI-enabled data 

processing increase the potential for unauthorised profiling, data breaches, and non-

transparent decision-making. 
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Estonian systems are performing quite effectively when it comes to the right to access 

information. As of 2025, 97.5% of Estonians have access to their electronic health 

records, significantly surpassing the EU average of 79.1% (Republic of Estonia, 

Ministry of Justice and Digital Affairs 2025). Citizens can fully access all their 

electronic health data, including medical images in digital format, through the browser 

version of the national e-health platform, which is mobile-responsive. This access is 

enabled by a national online service using eID authentication. According to state 

reports, the data is updated following each healthcare encounter, and real-time remote 

assistance is available in case of any issues (e‑Estonia 2025). 

As of 2025, AI and ML technologies have been integrated into e-governance systems, 

including healthcare. Big data and data science are utilised for optimising processes, 

analysing resource usage, validating analytical results, and providing tools for the 

independent verification of certificates (Republic of Estonia, Ministry of Justice and 

Digital Affairs 2025). AI-enabled e-governance is also interconnected with the Internet 

of Smart Things, bringing about changes in processes and influencing people’s daily 

behaviours, particularly regarding health data. Consequently, the integration of new 

technological solutions into existing e-governance structures positively impacts the 

realisation of the right to access information by simplifying data access processes, 

increasing the operational productivity of e-governance systems, and enabling quicker 

access to health information. 

In the existing e-governance structure, citizens primarily rely on legal safeguards for 

the realisation of their right to privacy and data protection and procedural controls 

within the platform, including the ability to monitor access logs, deny visibility to 

specific providers, and restrict data sharing for research. However, these controls 

operate within a framework where complete exclusion from data inclusion is nearly 

impossible. This reality makes robust legal enforcement and institutional accountability 

essential for protecting privacy. On the other hand, the right to access health-related 

information has been positively enhanced by technological advancements, which 

facilitate easy and timely access to this information. 

These findings highlight the core hypothesis: the level of e-governance penetration with 

respect to AI integration shapes human rights realisation by making data inclusion 

universal, privacy and data protection dependent on the quality of governance and 
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increasing the realisation of the right to access information by ensuring faster delivery. 

Estonia demonstrates that while digital public services offer immense benefits and 

accessibility, ensuring the right to privacy demands ongoing regulatory adaptation and 

political will to address emerging AI-related risks effectively. 

2.2.4. Political Regime Type 

The democratic nature of Estonia’s political regime plays a decisive role in ensuring 

the realisation of human rights, particularly the right to privacy, data protection and 

access to information. In a liberal democracy such as Estonia, privacy and transparency 

are both a politically and instrumentally justified value, grounded in democratic 

principles of autonomy and individual freedom (Lever 2006). According to Freedom 

House (n.d.), Estonia functions as a liberal democracy, while the V-Dem Institute (n.d.) 

classifies it as a consolidated democracy. Both organisations emphasise the strength of 

Estonia’s institutional safeguards and the effectiveness of its human rights protection 

mechanisms. These assessments indicate that Estonia’s political regime not only 

formally guarantees but also actively facilitates the realisation of privacy rights through 

transparent governance, judicial independence, and strong accountability structures. In 

this context, the democratic regime serves as a fundamental condition enabling the 

protection and practical realisation of human rights. 

Freedom House specifically evaluates the judicial framework and independence as part 

of its overall assessment. According to 2024 data, Estonia scored 6.5 out of 7.0 in this 

category (Freedom House 2024). The report indicates that the judicial framework has 

not experienced significant changes since 2016, which was before the introduction of 

AI in governance. However, the Delivery Portal, launched in 2022, according to them, 

enhances the transfer of documents between administrative and judicial bodies, thereby 

reducing errors and delays in handling cases.  

Data from V-Dem shows that the political regime ensures the realisation of the right to 

privacy through the established legal safeguards. It assesses the degree to which the 

legal framework restricts government access to personal data online, using a scale from 

0 to 4, where a score of 4 indicates that access is permitted only under extraordinary 

circumstances (V-Dem Institute n.d.). Estonia achieved a score of 3.9, demonstrating a 

strong level of explicit safeguards for privacy.  
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While privacy and data protection and access to information in the health sector are not 

evaluated separately, it can be concluded from these assessments that the indices do not 

indicate a negative impact of AI-enabled e-governance on the realisation of analysed 

human rights due to strong adherence to the good governance principles; rather, it is 

likely to benefit from it. 

2.2.5. Political Will and Priorities 

Estonia’s political will and strategic priorities positively correlate with the realisation 

of the right to privacy, data protection and access to information, as it is framed as an 

ambition to be a global benchmark in digital governance. This results in significant 

investments in e-governance and AI technologies, a strong commitment to transparency 

and human rights principles at both national and international levels.  

Estonia’s government frames its digital transformation as a tool to not only improve 

governance efficiency but also to uphold privacy protections and human rights 

(Espinosa and Pino 2024; Republic of Estonia, MEAC 2021). The Ministry of 

Economic Affairs and Communications articulates this vision through an action plan 

aimed at the widespread adoption of AI solutions across public and private sectors by 

2030. The government has committed €85 million to implement this strategy, which 

includes investments in the development of AI and data management systems, as 

outlined in the White Paper on Data and Artificial Intelligence for 2024–2030 (Err, 

2024). This policy framework defines strategic objectives to build a strong data 

economy, a citizen-oriented AI ecosystem, and a digital state based on transparency, 

accountability, and human-centric governance (Kratid n.d.).  

At the same time, in the political context, Estonia continues to pursue digitalisation as 

a key element that distinguishes it from other post-Soviet states. Estonia’s geopolitical 

realities – particularly its proximity and historically complex relationship with Russia 

– reinforce the strategic importance of using smart, data-driven technologies to 

safeguard national sovereignty and strengthen societal resilience. As Estonia’s 

ambassador to the U.S. aptly stated, “Whatever we lack in size, we can compensate for 

by using data smarter” (Vincent 2025). In this sense, maintaining the image of a 

digitally driven democracy serves not only as a technological goal but also as a 

component of Estonia’s political identity and independence. 
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Estonia’s commitment is also manifested in high transparency standards and active 

international engagement through education and collaboration initiatives. The 

government openly shares best practices and supports capacity-building for colleagues 

from other countries, signalling its leadership role in the global digital governance 

ecosystem (e-Estonia 2024).  

However, the political will has imbalances with respect to the right to privacy and data 

protection. Critiques have arisen concerning Estonia’s data retention laws that grant 

extensive access to personal data by state agencies, raising concerns about privacy and 

the potential for overreach, as political intentions are supposed to be balanced with legal 

safeguards (Estonian Human Rights Centre 2017). In the context, this imbalance shows 

that political will is inclined to focus less on ensuring the right to privacy, while still 

enabling the right to access information by investing in infrastructure development. 

2.3. Impact of AI-enabled E-governance on the Realisation of Human Rights in 
Estonia  

Referring to the hypothesis, the analysis reveals that in Estonia, AI-enabled e-

governance has a neutral impact on the realisation of privacy and data protection rights, 

while enhancing the right to access information, particularly in the health sector. 

Despite technical advancements and governmental commitments, privacy violations 

within Estonia’s e-health system occur, often exacerbated by data centralisation. Recent 

incidents highlight these vulnerabilities. In 2024, personal and health data of 

approximately 10,000 individuals were illegally accessed from the genetic testing 

company Asper Biogene’s database (ERR News 2023). In 2025, a vulnerability in the 

data protection system of Allium UPI OÜ, which manages Apotheka's loyalty program, 

compromised the privacy of over 750,000 customers. This breach resulted in repeated 

unauthorised data downloads and led to a €3 million fine imposed by the Data 

Protection Inspectorate (ERR News 2024). However, as previously defined, the author 

considers the right to privacy and data protection realised if legal remedies are 

effectively enforced. In other words, despite these recorded violations, adherence to 

established legal procedures and enforcement mechanisms demonstrates the 

functioning realisation of the right to privacy and data protection in practice. 
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With respect to access to information, cases referring to its violation were not found in 

the judicial records and news. While, as previously noted, accessibility of information 

is technically enhanced by AI-enabled e-governance. 

The analysis of Estonia emphasises that AI-enabled e-governance has an impact on the 

realisation of human rights with respect to the discussed variables. However, the 

flexibility of legal frameworks across different levels indicates a higher importance of 

other variables, such as political will and regime type. At the same time, a gradual 

transition from physical services to digital services, and then to proactive digital 

services enhanced by AI (FedScoop 2025) has a higher positive impact on the right to 

access information, while privacy is impacted neutrally. This experience supports the 

hypothesis that there is a relation between AI-enabled e-governance and the realisation 

of human rights, and state-related factors determine whether AI in e-governance 

strengthens or undermines the right to privacy. 

CHAPTER 3. WITHIN-CASE ANALYSIS – KAZAKHSTAN  

3.1. Context: AI-Enabled E-Governance Development  

In Kazakhstan, the introduction of e-governance and AI in the system was primarily a 

response to changing global digital trends and administrative needs, rather than a 

proactive, strategic initiative based on a comprehensive human rights framework. This 

led to a reactive approach to regulating the e-governance sector and a lack of effective 

regulation at the initial stages. Additionally, the regulation and implementation of e-

governance were inconsistent, resulting in a fragmented set of laws and policies that 

did not always address a specific issue, being narrow in scope of regulation. 

The first steps towards the widespread adoption of ICT in general and in health care 

specifically began in the 90s of the 20th century with the introduction of basic 

information systems aimed at the formation of aggregated (not personalised) databases, 

mainly for state statistics (Ministry of Healthcare of the Republic of Kazakhstan 2020). 

In the early 2000s, the Ministry of Healthcare developed a set of registers to collect 

data on the medical care provided to people with certain types of diseases, such as 

chronic renal failure, diabetes, tuberculosis, etc (ibid.). However, the first legislative 

step towards digital governance came later in 2003 with the Law “On Electronic 

Document and Electronic Digital Signature”. The law laid foundational legal 
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recognition for electronic identification mechanisms, essential for later e-government 

services.  

In 2006, the official launch of the eGov.kz marked the formal introduction of e-

governance. Initially, it served as an informational platform (Haidar 2025).  In the 

health sector, elements of digital governance were introduced similarly in 2006 when 

the national project “Unified Health Information System” was launched (Republic of 

Kazakhstan 2004). Under this project, the Ministry of Healthcare created a software 

that provided functions to automate all the main functions in the healthcare system, 

from collecting medical data at the level of healthcare providers to monitoring the 

quality of medical services at the level of the national agency responsible for this 

function. However, soon the enforcement of the project was delayed beyond the 

originally planned deadlines and by 2012, the project was cancelled due to 

technological and conceptual obstacles (Ministry of Healthcare of the Republic of 

Kazakhstan 2020).  

Later in 2013, Kazakhstan attempted to renovate the e-governance sector again with 

the state program called “Informational Kazakhstan 2020”. It set the eHealth 

development strategy for 2013-2020 in Kazakhstan (ibid.). One of the goals of the 

program was to create a centralised system of healthcare, which would allow citizens 

to get all the services, from making an appointment to full access to the medical data 

digitally. At the same time, the regulation of data processing and ensuring the security 

of data was not yet fully developed, and still relied on the legislation coming from 2003.  

Additionally, in 2017, the Kazakhstani government launched the national “Digital 

Kazakhstan” program. While the program aimed to institutionalise the digital 

transformation agenda, its objectives did not directly target the realisation of human 

rights but focused primarily on modernising public administration, improving 

electronic document management, and strengthening cybersecurity frameworks 

(Republic of Kazakhstan 2017).  

Subsequently, in 2024, Kazakhstan approved the Concept for the Development of 

Artificial Intelligence for 2024–2029. Although this concept referred to the European 

Union’s regulations as exemplars of legal safeguards for human rights realisation, it 
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explicitly stated that existing regulations and normative acts would suffice to ensure 

these protections (Republic of Kazakhstan 2024).  

As a result, Kazakhstan has implemented several programs and strategies aimed at 

maximising the benefits of digitalisation. However, these initiatives have often 

prioritised technological advancement and sectoral development over placing citizens' 

rights and protections at the forefront of the digital transformation agenda. As of 

December 2025, a new law on artificial intelligence was accepted, notably after the 

deployment of AI-assisted tools in government services and various sectors. This 

regulatory delay raises concerns about the protection and realisation of privacy rights, 

data protection and access to information, especially considering the sensitive nature of 

health data processed within e-governance systems (OECD 2022). 

 
Figure 4. Timeline of Kazakhstan's E-Governance and AI Development, 1990s–2025. Source: created 
by the author based on analysis of national strategies and laws. The timeline visualization was created 
with assistance from AI tools (DeepSeek). 

3.2. Analysis of Independent Variables  

3.2.1. State Commitments to International and Regional Human Rights Instruments  
3.2.1.1. International instruments 

Kazakhstan is a party to key international human rights instruments that guarantee the 

right to privacy, data protection and access to information. Particularly, the state ratified 

ICCPR, which enshrines this right to privacy and data protection in Article 17 and 

recognises the right to access the information by Article 19, ICESCR, which confirms 

the right to access health information by Article 12 and recognises the principles of the 

UDHR as customary law. Further, in 2018, Kazakhstan expressed interest in ratification 

of the Convention 108 to commit internationally to the protection of data (Ius Laboris 

2024). However, the mere fact of ratification of these treaties and the intention to ratify 

international conventions does not ensure the realisation of the human rights analysed 

in this thesis. 
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There is a reported low level of realisation of the right to privacy, data protection and 

access to information, according to both international institutions and local NGOs. In 

its Concluding Observations on Kazakhstan’s third periodic report for September 2025, 

the UN HRC (2025) specifically urged the State to adopt comprehensive legal and 

procedural safeguards to prevent the misuse of surveillance powers to ensure the 

realisation of the human rights guaranteed by Article 17 (para. 50) and to ensure access 

to information held by public bodies (para.10) as defined in Article 19 of ICCPR. This 

criticism aligns with concerns raised by Kazakhstani NGOs, which report that national 

courts often permit limitations on the right to privacy and data protection, referring to 

the need to balance individual rights with the interests of society and the State, a concept 

interpreted broadly as the “public interest” (Civil society report to UN HRC 2025a). 

Submissions from NGOs and expert analyses highlight the incompatibility of the 

existing legal framework with the country's international obligations under Articles 17 

and 19 of the ICCPR. Reports indicate that since 2013, the Law on Personal Data and 

Its Protection has regulated the handling of personal information (Civil society report 

to UN HRC 2025b, para. 30). According to the reports, the underlying reason is the 

fragmentation of the legal landscape. Additionally, reports indicate limited sectoral 

protections outlined in the Labour Code and the Law on Informatisation and in the Law 

on Access to Information (2015). The latest, for instance, permits limitations on access 

only as specified by other legislation and to the extent necessary to protect the 

constitutional order, public order, the rights and freedoms of others, and public health 

and morality. 

In its opinion on Kazakhstan's request for accession to Convention 108 from October 

2018, the Consultative Committee emphasised that the current national legislation 

governing data protection rights does not align with the provisions of the convention 

and needs to be revised (Council of Europe 2018). Specifically concerning the health 

sector, the Committee pointed out that the absence of provisions defining and 

establishing appropriate additional safeguards for special categories of personal data, 

in accordance with Article 6 of Convention 108, represents a significant weakness in 

the law (ibid.). As of December 2025, the analysis by the thesis author did not reveal 

amendments to the indicated legal acts. 
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Therefore, simply ratifying major international human rights instruments, along with a 

stated intention to ratify additional ones, does not automatically result in a higher level 

of realisation of the rights to privacy, data protection, and access to information. While 

ratifying treaties establishes a state's obligations under international law, it does not 

ensure their effective incorporation into domestic legislation, and thus the realisation 

of human rights. However, international instruments still have a positive impact on the 

realisation of human rights, as they provide an independent international record of 

breaches of these rights. 

3.2.1.2. Regional instruments 

Regional instruments have a formal impact on the realisation of the right to privacy in 

Kazakhstan, due to their non-binding, recommendatory nature. Kazakhstan is not a 

party to any binding regional treaties specifically dedicated to privacy rights, data 

processing or access to information. However, as a member of regional organisations 

such as the Organization for Security and Co-operation in Europe (OSCE) and the 

Eurasian Economic Union (EAEU), Kazakhstan is subject to policy frameworks and 

recommendations that indirectly influence the discussed human rights. 

Within the OSCE framework, Kazakhstan reaffirms its commitment to key OSCE 

human rights principles, including privacy, data protection and access to information. 

Nevertheless, monitoring reports highlight gaps in compliance with OSCE standards in 

areas related to privacy. For example, a trial monitoring report published in May 2025 

by OSCE experts indicated that the mobile phone numbers of participants in trials 

conducted via WhatsApp were not sufficiently safeguarded (OSCE/ODIHR 2025, para. 

250). While this issue is not directly linked to the central hypothesis of this study, it 

reflects the broader perception of privacy protection by state authorities.  

EAEU influences Kazakhstan’s data governance and protection primarily through its 

regulatory framework, addressing consumer protection, data transfers, and economic 

transactions within the Union7. However, these efforts did not end in binding 

regulations. Further, in December 2020, the EAEU adopted the Strategy for 

Development until 2025, aiming to create a unified digital space regulated by an 

 
 
7 The Union regulation is structured around the economic aspects, rather than data of individuals. The 
mentioned regulations do not directly refer to the main hypothesis but is mentioned a one of the 
elements of the regional data processing structure. 
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internal treaty on data turnover (EEC 2020). In 2021, initial steps were taken to regulate 

cross-border data transfers among EAEU member states. Despite these ambitions, by 

2025, no formal document has been signed or ratified. As a result, the EAEU currently 

lacks specific binding norms addressing data protection and health data, therefore, or 

establishing comprehensive e-governance frameworks, resulting in its influence on 

Kazakhstan’s data protection landscape being largely advisory. 

In parallel, discussions on AI regulation took place at the Commonwealth of 

Independent States (CIS) level. The development of a model law on artificial 

intelligence technologies was expected to be completed in 2025, potentially providing 

some harmonised standards for the region (ECCIS 2024). Yet, as of December 2025, 

the absence of binding regional instruments continues to characterise Kazakhstan’s 

regulatory environment. 

In summary, Kazakhstan’s regional commitments through organisations like the OSCE, 

EAEU, and CIS primarily provide normative frameworks and technical guidance that 

inform the country’s approach to privacy, data protection and information accessibility 

in AI-enabled e-governance. Due to the non-binding nature of these instruments and 

limited enforcement mechanisms, however, the realisation of human rights rests mainly 

on Kazakhstan’s domestic legal framework and maintained governance principles. 

3.2.2. National E-governance Regulations   

In Kazakhstan, the realisation of the rights to privacy, data protection and access to 

information, both generally and within the health sector, relies predominantly on 

domestic legal regulation, which remains the primary binding mechanism governing 

state obligations. Still, domestic regulation does not ensure the full realisation of the 

discussed rights even in formal settings, as it presents significant terminological and 

formulation gaps (Akhmetova 2023; Abdrassulova and Kostyanaya 2025, 37-38). 

The Constitution of the Republic of Kazakhstan, as the supreme legal document, 

reflects the state’s formal obligations under international treaties. Article 18(1)– (2) of 

the Constitution guarantees the inviolability of private and family life, as well as the 

privacy of correspondence and communications. The same article also ensures the right 

to access information, obliging state bodies, public associations, and officials to provide 

every citizen with the opportunity to become acquainted with information concerning 
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their rights and interests8 (Republic of Kazakhstan 1995). However, Article 39 

explicitly permits limitations on the exercise of these rights by law and to the extent 

necessary to protect the constitutional system, public order, human rights and freedoms, 

or the health and morals of the population9 (ibid.).  

The regulation of privacy and data protection within Kazakhstan’s e- governance 

framework is defined by the Law on Personal Data and Their Protection (2013). 

According to Article 2, the law’s purpose is to “ensure the protection of the rights and 

freedoms of a person and citizen upon collection and processing of personal data 

(Republic of Kazakhstan 2013). While this establishes a nominal legal safeguard, the 

law’s numerous exceptions substantially weaken its protective capacity.  

First, according to Article 1-12 of the Law, the definition “processing of the personal 

data” does not consider its collection (ibid.). In other words, the Law considers 

fragmented regulation of different procedures related to data. The fragmentation itself 

does not impose risks on the realisation of the right to data protection. However, the 

Law does not explicitly note that all the processes related to data, including its 

collection, should align with the human rights safeguards.  

Secondly, Article 9 of the Law authorises the collection and processing of personal data 

without consent in several circumstances, including law enforcement operations, 

statistical activities, and the implementation of international treaties (ibid.). These 

exceptions create loopholes through which personal data, especially in state-

administered digital systems, can be processed without explicit individual consent. As 

such, the law constructs a conditional rather than absolute right to privacy, 

subordinating individual autonomy to institutional and administrative interests. 

Further Article 7-7 of the Law on Personal Data and Their protection provides very 

general provisions on the collection of data in electronic information resources, which 

 
 
8 Importantly, this covers both publicly available information and personal information with limited 
access. Consequently, it quarantines the right of an individual to access his/her private stored data, 
including data related to health (Commentary on Article 18 2025). 
9 In Kazakhstan, Article 4 of the Constitution states that ratified international treaties take priority over 
domestic laws (Republic of Kazakhstan 1995). This enables citizens to refer to these treaties when 
national laws do not offer sufficient protection in national courts. Additionally, citizens can submit 
complaints to the international treaty bodies, provided that relevant protocols for individual 
communications are ratified. 
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lack sufficient clarity. It states that the specifics of collection and processing in such 

electronic systems “shall be specified by the legislation of the Republic of Kazakhstan 

on informatisation” (ibid.).  However, the law does not directly reference which 

provisions of that “informatisation” legislation apply, nor does it mandate any concrete 

standards or procedures. As a result, the regulation of data collection in electronic 

information resources remains ambiguous and under-defined. 

Additional constraints arise within the public administration domain, where data 

integration for public services is regulated by Article 8-1 of the same law (ibid.). This 

article requires compliance with legal provisions on various forms of confidential 

information, specifically state, commercial, and family secrets. Yet it omits medical 

data from explicit classification. This reflects an institutional prioritisation of 

administrative efficiency over the sensitivity of personal health information. 

The handling of medical data is instead governed by the Code on Public Health and the 

Healthcare System, defined by Article 57 (Republic of Kazakhstan 2020). These 

include the digitalisation of healthcare data and processes, the establishment of 

technical standards, and the protection of healthcare information systems containing 

personal data. The Code also guarantees patients access to their data and emphasises 

confidentiality. However, it simultaneously states that the collection, processing, and 

storage of personal health data form part of the provision of medical services - implying 

that consent to treatment is treated as implicit consent to data processing. Consequently, 

patients have limited control in determining how their health data is used within 

Kazakhstan’s e-health system. 

The right to access to information in Kazakhstan is regulated by a separate Law on 

Access to Information, which does not explicitly secure access to medical records. 

Despite the right being guaranteed by the state and formalised in Article 1(2) of the 

Constitution (Republic of Kazakhstan 2015), the law sets specific conditions for 

accessing certain types of public health information, such as data on the health situation, 

sanitation, and demography owned by authorities. Those, according to Article 6, cannot 

be subject to limitations, but at the same time, the law does not guarantee access to 

personal medical records (ibid.). Consequently, there is a strong statutory emphasis on 

public health data, while at the individual level, the right to access one’s own medical 

records is not explicitly secured. 
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Accepted in November 2025, the Law on AI was expected to have a positive impact on 

the existing legal framework for the realisation of the right to privacy, data protection 

and access to information. However, it largely refers to the existing regulations. For 

instance, Articles 10 and 11 of the Law on AI guarantee the realisation of the rights on 

privacy and data protection in relation to the application and usage of AI, but these 

human rights are guaranteed in compliance with already existing regulations, gaps of 

which were discussed previously (Republic of Kazakhstan 2025).   

Importantly, according to Article 12, the state is responsible for carrying out its 

functions under the Constitution of the Republic of Kazakhstan as well as other existing 

regulations, including those in the sphere of AI (ibid.). In other words, the law confirms 

the state’s obligation to comply with norms safeguarding the analysed human rights in 

the context of AI-enabled e-governance. Still, the text does not specifically address the 

inclusion of AI in e-governance systems as a distinct regulatory subject. It also 

overlooks important aspects such as access to information, transparency of algorithms, 

and the use of training data. Additionally, it does not focus on particular sectors, such 

as healthcare. 

This legal architecture demonstrates that Kazakhstan’s framework for privacy, data 

protection and information accessibility, though extensive in formal provisions, 

remains state-centric in practice. Analysed human rights are safeguarded primarily 

insofar as they align with state and institutional priorities, particularly administrative 

digitalisation and public sector efficiency. This confirms the hypothesis of this study: 

in Kazakhstan, the realisation of human rights within AI-enabled e-governance is 

impacted by AI-enabled e-governance and conditioned by the nature of state regulation 

and political will, which privilege control and administrative functionality. 

3.2.3. E-governance Penetration  

In Kazakhstan, the growing penetration of AI-enabled e-government services presents 

implications for the realisation of the right to privacy and data protection, while it 

enables the right to access to information. Although e-government coverage is not yet 

universal, allowing many citizens to access most services in person and thus be more 

directly aware of when and how they share their data, this flexibility does not fully 

extend to the health sector. In healthcare practice, the ability to withhold personal data 

is often limited, as data is frequently entered into centralised systems automatically, 
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often without the informed consent or awareness of citizens and lacking proper control 

mechanisms. Still, it allows them to access personal health records more efficiently. 

Kazakhstan’s digital transformation is reflected in its EGDI, which rose to 0.9009 in 

2024, a significant increase from 0.725 in 2016 following the introduction of the Digital 

Kazakhstan program (UN DESA DPIDG 2025). Of the three pillars comprising the 

EGDI, the country performed best in the Online Services Index (0.939), while the 

Human Capital Index (0.84) reveals persistent challenges in adult literacy and 

educational attainment (ibid.). 

 
Figure 5. EGDI for Kazakhstan. Source: UN DESA DPIDG 2025 
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By the end of 2025, 15.1 million users were registered in the e-government system, out 

of a total population of 20.9 million (MAIDD 2025). As of 2025, over 92% of 

government services were accessible online, and 90% are available via mobile 

applications (Prime Minister of the Republic of Kazakhstan 2025).  

Digital health sector penetration parallels this growth: by late 2025, data for 80% of 

citizens is integrated into centralised storage (Inform‑Kazakhstan 2025). Currently, 

health information systems, such as the most used one, Damumed, accumulate health 

data regardless of whether citizens have directly opted in, since healthcare providers 

are mandated to record each patient interaction and enter personal health data in the 

system by default. The introduction of the national E-Densaulyq platform is scheduled 

for launch in 202610 (ibid.). 

In terms of access to health information, this right is similarly processed through the 

health information systems, such as Damumed, Е-clinic, InfomedKazakhstan, etc. 

(RCEZ 2025). Based on the description provided by one of the operators, the system 

enables access to a wide range of information related to the public medical services 

(Damumed n.d.). Through the application or platform, an individual can access his/her 

medical records, results of medical tests and check-ups, comments of specialists and 

information on free medical services available. In addition, the platform provides 

information on schedules and availability of specialists and the story of medical 

insurance payments. Access to the information is regulated and ensured by a user 

agreement and has both free and paid features11. 

Despite this rapid digitalisation, Kazakhstan’s current e-governance has not effectively 

translated into stronger protections for privacy, data protection or information 

accessibility. The volume of personal data in the centralised digital health systems 

grows, but individuals lack technical and legal control over their personal information 

and are often unaware of their profiles and their content within these platforms. 

Moreover, under the current regulation, operational realities and gaps in technical 

safeguards are often undermined. Moreover, the data is often stored on the servers of 

 
 
10 As of December 2025, no official follow-up was found. 
11 The integration of the third party within the system partially moves the responsibility for data 
accessibility, as additional inter-party regulation is introduced, and formally, the government cannot 
intervene in this relationship. 
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private companies, so its protection and accessibility are regulated and ensured by them, 

and the state has only limited control over it. 

Consequently, AI-enabled e-governance penetration in Kazakhstan has a moderate 

impact on the realisation of the rights to privacy and data protection, as individuals still 

retain the technical opportunity to avoid digital systems and not share their health data. 

However, it significantly affects the right to access information: if an individual uses 

authorised e-health platforms, they may gain access to a wide range of their personal 

medical information. In this way, the level of e-governance penetration has a neutral 

impact on the realisation of the right to privacy and data protection, but a moderately 

positive impact on the realisation of the right to information, though that impact still 

entails inherent risks introduced by third-party involvement in the system. 

3.2.4. Political Regime Type  

In the case of Kazakhstan, the political regime limits the realisation of the analysed 

rights due to an imbalance of power between institutions and the robust legal 

frameworks. Freedom House (2025) characterises Kazakhstan as a consolidated 

authoritarian regime, in which executive dominance shapes policy outcomes. In 2025, 

assessments indicated that Parliament functions mainly as a procedural body that 

approves executive initiatives with minimal debate, while judicial oversight of 

executive power remains limited (Freedom House 2025). Within such a governance 

structure, the introduction of AI into public administration heightens risks to privacy 

and other fundamental rights, as policy decisions involving algorithmic tools can be 

implemented with little transparency and accountability.  

Under current regulatory conditions, the judiciary is widely regarded as institutionally 

weak and susceptible to executive influence. Freedom House scores Kazakhstan around 

1.25 out of 7 on indicators of judicial independence and protection of civil liberties 

(ibid.), revealing systemic deficiencies in due process and access to remedies for rights 

violations. These gaps are particularly significant when digital governance systems rely 

on automated decision-making, data collection, and algorithmic profiling, as affected 

individuals have limited recourse to challenge potentially unlawful or discriminatory 

administrative actions. As well, it applies to the right to access to information, as a lack 

of transparency and absence of legal tools leads to conditions for the violation of the 

right.  
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The V-Dem (n.d.) dataset scores Kazakhstan 1.4 out of 4 in the privacy domain, placing 

it in a range associated with extensive government access to personal data and limited 

individual safeguards. The absence of independent oversight mechanisms, such as a 

data protection authority or parliamentary committees dedicated to digital rights, 

further amplifies vulnerabilities. 

Taken together, these indicators define a political environment in which AI-enabled e-

governance carries significant risks for the realisation of privacy rights, data protection 

and information access, including in the health sector. The horizontal integration of AI 

across public services, data registries, and decision-making processes occurs within a 

political and legal architecture that offers minimal insulation against rights erosion. 

3.2.5. Political Will and Strategic Priorities 

Kazakhstan’s political leadership demonstrates strong intentions to introduce AI across 

the majority of governmental processes. This commitment is consistently reflected in 

national policy documents and public statements of officials, revealing a state-driven 

ambition to embed AI into all spheres of public administration. The declared objectives 

are twofold: increasing bureaucratic efficiency and strengthening citizens’ trust in state 

institutions through automation and digital transparency (Prime Minister of the 

Republic of Kazakhstan 2024; President of the Republic of Kazakhstan 2024). 

In 2024, the government initiated a nationwide audit of state functions as a preparatory 

stage for AI integration. According to Vice Minister of Artificial Intelligence and 

Digital Development Dmitry Mun, approximately 40,000 state functions were reviewed 

to identify those most suitable for automation with minimal risk (Profit.kz 2025). This 

process includes the Ministry of National Economy and the Ministry of Finance to 

create a unified registry of state functions, identifying areas where AI can have the 

greatest administrative impact. Such systematisation represents an noteworthy 

centralisation of administrative data and decision-making capacities under algorithmic 

systems, signalling the government’s preference for efficiency-oriented technological 

transformation over participatory or rights-based digital reforms. 

The political narrative around AI integration emphasises national progress, 

transparency, and data security, yet omits specific commitments to enhancing human 

rights safeguards. Galymzhan Koishybayev, Head of the Prime Minister’s Office, 
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highlighted that the government “will continue to actively work on implementing 

artificial intelligence in all spheres of life,” with a focus on “data security and 

compliance with legislative norms” (Prime Minister of the Republic of Kazakhstan 

2024). The same discourse frames AI primarily as an economic and governance tool 

rather than as a potential challenge to privacy or accountability. The official rhetoric of 

“transparency and efficiency” therefore grows within a technocratic paradigm that 

assumes legal compliance as sufficient for rights protection, without addressing the 

substantive realisation of the right to privacy. Still, conceptually, it positively references 

the realisation of the right to access information, as AI-enabled e-governance is 

presumed to enhance transparency and optimise data collection practices. However, it 

remains unclear in current discourse whether individuals are considered the primary 

beneficiaries of improved information accessibility or if the focus is primarily on 

increasing the efficiency of government processes. 

President Kassym-Jomart Tokayev’s 2024 address further institutionalised this 

orientation by mandating that every new public service must be created digitally “from 

the outset,” and that once data is provided to the state, it “should not be requested again” 

(KT.kz 2024). Interpreting the term, the data introduced to any of the government 

systems once is supposed to be available in all other by default. Additionally, he 

proposed that all normative acts governing interactions between citizens and the state 

should undergo mandatory “digital expertise” prior to approval (ibid.). While these 

initiatives aim to streamline bureaucratic procedures and eliminate redundancy, they 

also consolidate data flows and expand state control over personal information. On the 

other hand, this priority ensures that individuals would be able to access their data 

through any government platform with equal ease, while the corresponding data control 

mechanisms, such as consent management, data correction, and deletion, remain 

undiscussed. 

The health sector illustrates the practical application of these strategic priorities. Deputy 

Prime Minister and Minister of Artificial Intelligence and Digital Development, 

Zhaslan Madiev, announced that a key milestone in the digital transformation of 

healthcare will be the launch of the Unified State Medical Information System 

(Profit.kz 2025b). This system will integrate AI tools such as the “AI-therapist” for 

preliminary diagnosis generation, an agent for identifying anomalies in laboratory 
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analyses, and an agent for verifying the justification of medical services (ibid.). These 

innovations promise improved diagnostic accuracy and service efficiency, and 

positively impact the right to access to information.  

From the perspective of this thesis’s hypothesis, Kazakhstan’s political priorities reveal 

a clear pattern: the state’s AI agenda is driven predominantly by the pursuit of 

administrative efficiency and technological advancement rather than by the 

enhancement of human rights realisation. While official documents refer to “data 

security” and “legal compliance,” they lack explicit provisions for strengthening 

privacy, data protection, independent oversight, or public participation with respect to 

AI deployment. It indicates that current political priorities reflect the political regime, 

and state representatives do not change the narrative to recognise the right to access 

personal medical information, although AI-enabled governance, according to them, 

should improve transparency of the systems. 

3.3. Impact of AI-enabled E-governance on the Realisation of Human Rights in 
Kazakhstan  

In Kazakhstan, the introduction of AI-enabled e-governance resulted in a higher risk 

for the realisation of the right to privacy and data protection, particularly within the 

health sector. The elevated privacy risks can be attributed to several factors, including 

weaknesses in national legislation, political priorities that emphasise technical aspects 

over individual rights, and the absence of robust and systematic control over e-

government services. The right to access data benefits from AI-enabled e-governance, 

but only to the extent that it aligns with the interests of the third-party operators that 

manage Kazakhstan’s e-health system and is more driven by market demands. 

Consequently, Kazakhstan’s international and regional commitments offer some 

moderation of these risks, but significant gaps in domestic legislation persist, creating 

spaces where violations of the right to privacy can occur. 

Recent incidents involving health data breaches illustrate these concerns. In August 

2024, personal medical records of first- to fourth-year female students from Al-Farabi 

Kazakh National University located in Almaty were leaked. The documents, which 

contained names, individual identification numbers, phone numbers, and sensitive 

gynaecological information, were publicly shared on social media. According to 

official accounts, the breach resulted from an error by a nurse employed by a private 



 44 

company providing medical services to the university; this nurse sent the students’ 

documents in Excel format via WhatsApp to a specialist in the dean’s office, who then 

shared them in the public chats (Kursiv Media 2024). 

Similarly, in April 2025, another privacy breach was reported involving the 

unauthorised disclosure of HIV status data belonging to individuals at a college. The 

leaked dataset contained personalised information, confirmed by screenshots shared in 

the media. However, state representatives disputed the authenticity of this case (Kursiv 

Media 2025). 

In both cases, details regarding subsequent legal proceedings or remedial actions were 

not made publicly available, raising concerns about the effectiveness of remedy 

mechanisms intended to restore the right to privacy. Moreover, the scale and nature of 

these breaches indicate that privacy and data protection in Kazakhstan are not strictly 

enforced, as multiple specialists involved in data handling had access to sensitive 

information. These incidents support the principal hypothesis of this thesis, 

demonstrating that, in Kazakhstan, human rights related to privacy and data protection 

within AI-enabled e-governance initiatives are more threatened than realised. In 

contrast, the information accessibility is increased, according to state officials (El.kz 

2025; Prime Minister of the Republic of Kazakhstan 2023), while no cases of violations 

were found in open sources. 

CHAPTER 4. COMPARATIVE ANALYSIS AND DISCUSSION  

4.1. Systematic Comparison of Findings 

In this chapter, I move from within-case examination to an explanatory comparative 

analysis. The following sections conduct a systematic, variable-by-variable 

comparison, assessing differences and similarities in how each independent variable 

shaped the dependent variable – the realisation of the right to privacy in AI-enabled e-

governance. The comparison identifies the differing significance of the analysed 

independent variables and shows that in the analysed cases, the political regime played 

a role of meta-variable, and political priorities were reflected in that, which led to the 

catalysing nature of AI-enabled e-governance with respect to the analysed human 

rights. 
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4.1.1. Comparative Analysis of Independent Variables 
4.1.1.1. State commitments to international and regional human rights instruments  

The analysis of state commitments reveals an architectural difference between Estonia 

and Kazakhstan: the presence or absence of a binding regional legal order. This 

difference moderates the effectiveness of international human rights law in shaping 

domestic practice for privacy, data protection, and access to information. Estonia’s 

human rights framework is characterised by its integration into the European Union’s 

legal framework, which enforces its international treaty obligations and provides 

regional instruments for human rights protection. In contrast,  Kazakhstan’s 

engagement with the international human rights system is extensive on paper, but lacks 

binding enforcement mechanisms.  

Referring to the initial operationalisation of variables, the thesis reveals that the primary 

divergence is not the fact of ratification, but the enforcement system. For Estonia, the 

EU provides a supranational enforcement mechanism (CJEU, GDPR fines, ECtHR) 

that actively interprets and compels compliance, bridging the gap between international 

norms and domestic law. For Kazakhstan, the absence of such a mechanism means 

international and regional commitments stay in the domain of diplomacy and soft 

power, easily overseen by domestic political priorities and offering citizens no direct 

legal alternative based on supra-national law. Therefore, while both states are formally 

committed to similar international standards, the realisation of privacy, data protection, 

and access to information is far more contingent and constrained by regional binding 

law in Estonia, and highly dependent on domestic political will in Kazakhstan. 

When examining the impact of the variable across the analysed rights, it is noteworthy 

that cases and violations of the rights to privacy and data protection are more prevalent 

than violations of the right to access information in reports from international and 

regional human rights institutions. This suggests that AI-enabled e-governance has a 

more negative effect on the realisation of the right to privacy and the right to data 

protection than on the right to access information. However, it is important to note that 

remedies are still available, which contribute to the realisation of these rights. 

In the context of the hypothesis, the results indicate that the existence of binding 

regional frameworks for AI-enabled E-governance leads to stronger safeguards, while 
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ratification status does not ultimately result in a higher level of the realisation of human 

rights. 

4.1.2. National E-governance Regulations 

The analysis of national regulations demonstrates a significant impact on the realisation 

of human rights. The differences in the level of human rights realisation in AI-enabled 

e-governance systems across different national legal frameworks can be explained by 

the contrasting regulatory philosophies of Estonia and Kazakhstan12. Estonia adopts a 

citizen-centric, rights-oriented model, while Kazakhstan follows a state-centric, 

efficiency-focused model. This fundamental distinction directly influences how rights 

such as privacy, data protection, and access to information are articulated and defined 

within legal norms. 

Estonia’s domestic legal framework is coherent, detailed, and built with adaptability 

that allows it to integrate international and EU norms more efficiently. Additionally, 

the Estonian system emphasises citizen control, supported both technically and legally 

by the state.  In this context, while data processing for healthcare can proceed based on 

implied consent, the legal framework provides individuals with the tools needed to 

protect and safeguard their privacy and data. Furthermore, the legal right to access 

health-related information is guaranteed and ensured through government platforms. In 

that way, Estonia’s e-governance regulatory approach is not static, ensures adherence 

to the fundamental rights by default, and easily adapts to the new technological 

advancements, such as AI.  

Kazakhstan’s regulatory landscape, while extensive in volume, is characterised by 

internal fragmentation, omissions, and permissive exceptions that systematically 

prioritise administrative functionality over individual rights. The Constitution of 

Kazakhstan guarantees the right to privacy and access to information, but it also 

provides a limitation clause, allowing rights to be restricted by law, which sets rights 

as conditional. Other legal acts do not resolve the issue, as they do not fully capture the 

data processing cycle.  Specifically in the health sector, the Code on Public Health treats 

 
 
12 From the author's perspective, the evolving nature of national AI regulation can be influenced by the 
prevailing philosophy of the political regime or specific political priorities within a particular sector. 
However, as will be discussed in more detail further in the analysed cases, national regulation 
correlates with the political regime and the national priorities. 
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consent to medical treatment as implicit consent to data processing, while there is no 

statutory equivalent to Estonia’s opt-out mechanism. In that context, the 2025 Law on 

Artificial Intelligence references existing law and enforces existing gaps, rather than 

introducing new safeguards.  

Finally, the core difference between the two frameworks lies in their regulatory 

approaches and the ultimate purpose of the law. Estonia’s framework is designed to 

empower individuals by providing clear, actionable tools, such as opt-out options, logs, 

and sanctions. In contrast, Kazakhstan’s framework is focused on efficient 

administration and offers flexibility for the state through exemptions and limitation 

clauses. This approach acknowledges that national courts possess the highest authority 

in legal matters to collect, process, and use data with minimal need for individual 

consent. As a result, in Estonia, the rights to privacy, data protection, and access to 

information are active and exercisable claims. In Kazakhstan, however, these rights are 

largely passive and vulnerable, which heightens risks in AI-enabled systems. 

4.1.3. E-governance Penetration 

The analysis of e-governance penetration demonstrates that while high levels of 

digitalisation are present in both cases, its impact on the realisation of human rights is 

not uniform but is instead moderated by the nature of the governance system. Referring 

to the hypothesis, the e-governance penetration shapes rights outcomes by making data 

inclusion universal, which negatively impacts the right to privacy and data protection, 

where the degree can be controlled by the introduction of technical safeguards, and 

positively impacts the right to access health information.  

In Estonia, the deep integration of digital services creates an environment where high 

penetration is integrated with control tools and technical safeguards, enabling the 

realisation of the right to privacy. At the same time, universal digitisation of health 

records does not risk data protection rights by utilising architectural features of the e-

health system and provides citizens with direct access to their personal health 

information. The introduction of AI into this ecosystem acts as an integrative layer, 

enhancing access to information through faster data processing. While centralisation 

creates targets for breaches, the remedy mechanisms show effectiveness, which is one 

of the defined conditions for the right realisation. 
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Conversely, in Kazakhstan, high penetration is seen as widespread digital inclusion 

without corresponding citizen agency or state-guaranteed safeguards. Digital 

engagement is extensive but often passive, as data entry is frequently automatic and 

mandated for service providers. This structurally undermines the realisation of the 

rights to privacy and data protection. The right to access health information is facilitated 

through third-party platforms and user agreements, not enshrined as a state-guaranteed 

entitlement. The deployment of AI-enabled tools into this architecture is lacking 

technical consent mechanisms, independent oversight, and citizen control features. The 

documented health data breaches show how high penetration increases exposure to 

harm without strengthening protective structures.  

The comparative analysis highlights that e-governance serves as a governance 

amplifier. Estonia’s rights-based democracy enhances empowerment, transparency, 

and accessibility. Conversely, in Kazakhstan’s state-centric system, it increases data 

collection capacity and control, which raises concerns about privacy and data protection 

while providing a tenuous form of information access. This illustrates that the impact 

of e-governance is not determined solely by technology; rather, it is influenced by the 

existing political and regulatory environment into which AI is implemented. 

4.1.4. Political Regime Type 

The relationship between the political regime and human rights realisation is not linear, 

contrary to what the initial model suggested. In the process of data analysis, I found 

that regime type was the primary factor explaining the different paths in the realisation 

of human rights, more so than other variables. In relation to various arguments and 

instances of rights violations previously discussed, the political regime can be viewed 

as a meta-variable that establishes general patterns for other factors in AI-enabled e-

governance in both situations. It shows that in AI-enabled e-governance systems, 

democracy institutionalises constraints on power that promote rights protection, 

whereas authoritarianism tends to concentrate power, creating inherent risks to human 

rights. 

In Estonia, the consolidated liberal democracy provides the essential infrastructure for 

the realisation of privacy, data protection, and access to information. This ensures that 

legal norms are not formal but enforceable and create a system of horizontal 

accountability. Consequently, institutions like the Data Protection Inspectorate and the 
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Chancellor of Justice can function with independence, and citizens have credible 

avenues for legal challenge and remedy.   

In Kazakhstan, the consolidated authoritarian regime creates a political environment 

where power is vertically concentrated, and individual rights are subordinate to state 

interests. Within this framework, privacy, data protection, and access to information 

are not viewed as inherent checks on power but as potential barriers to state control, 

public order, and administrative efficiency. In that way, the authoritarian regime thus 

generates a vicious cycle: it fosters political will focused on control and efficiency, 

produces state-centric regulations with broad exceptions, and technically allows e-

governance penetration to expand state capacity without corresponding checks. 

The cases' comparative outcome demonstrates that the political regime is the enabling 

(or disabling) condition for other variables. Due to that, it is possible to say that the 

introduction of AI-enabled e-governance occurs within fundamentally different risk 

architectures: in Estonia, it is absorbed into a system of pre-existing constraints; in 

Kazakhstan, it introduces a new tool into a system with few constraints, thereby 

heightening the risks to privacy and data protection. Still, the right to access data 

benefits in both systems. 

4.1.5. Political Will and Strategic Priorities 

In the context of other variables, political will and priorities are the most changeable 

factors, which can potentially override the influence of the other variables13. However, 

the analysis of this variable with respect to Kazakhstan and Estonia reflected the 

underlying political regime and legal structure. The findings demonstrate a clear 

alignment between regime-derived priorities and the resulting rights environment. 

In Estonia, political will is oriented towards human-centric governance and the 

reinforcement of democratic values, reflecting a post-conventional level of moral 

reasoning where state action is justified by universal principles. The national AI 

strategy and associated investments are framed around building a "citizen-oriented AI 

 
 
13 The relationship between political regime type and political will is beyond the scope of this research. 
However, I believe it is important to briefly discuss it in this section, as it is clearly evident in the cases 
analysed. The existing literature suggests that political will and priorities can be variable (Beisheim et 
al., 2025), but the cases examined in this research do not support that notion. 
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ecosystem" and a "digital state based on transparency, accountability, and human-

centric governance." This narrative connects technological advancement with 

strengthening societal trust and upholding human rights. The political commitment thus 

acts as a positive, generative force, channelling resources and policy focus towards 

embedding rights safeguards into the architecture of AI-enabled e-governance. 

In Kazakhstan, the political focus is on improving administrative efficiency, 

modernising the economy, and maintaining state control, while still adhering to a 

conventional level of moral reasoning. The national discourse, as reflected in initiatives 

like the "Digital Kazakhstan" program and the AI Concept (2024-2029), portrays AI 

integration as a method for automating bureaucratic processes, creating a "unified 

registry of state functions," and eliminating redundancy. This perspective influences a 

regulatory approach that prioritises facilitating data flow and algorithmic processing 

for the state. However, it is important to note that the right to access information is 

promoted in the context of AI-enabled e-governance in Kazakhstan, primarily through 

third parties. 

The comparative outcome reveals that strategic priorities serve as a litmus test for the 

state's goals. Therefore, the variable of political will and strategic priorities does not 

operate independently, but, in the analysed cases, it is rather a reflection of the political 

regime, and it channels the development of e-governance systems towards either 

empowerment or control, directly impacting the lived experience of privacy, data 

protection, and access to information. 

4.2. Explaining Divergence 

The comparison of Estonia and Kazakhstan across five independent variables 

demonstrates how AI-enabled e-governance affects the realisation of human rights (See 

Appendix B). A key finding is that this impact depends on factors related to the state, 

with the type of political regime acting as a meta-variable that shapes the characteristics 

and interactions of other factors. As a result, the regime type influences whether the 

transformative potential of AI is directed towards citizen empowerment or towards state 

control. 

Additionally, the analysis reveals that state-related factors significantly affect the 

realisation of rights related to privacy, data protection, and access to information, 
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particularly in the health sector. Based on this, I argue that in an e-governance system, 

AI does not operate independently; instead, it amplifies existing governance structures. 

The differences between Estonia and Kazakhstan stem not primarily from technological 

disparities, but from the fundamentally different governance philosophies that underlie 

their digital states. 

4.3. Answering the Research Questions 

This thesis is guided by two main research questions aimed at exploring the relationship 

between AI-enabled e-governance and the realisation of specific fundamental human 

rights within a comparative context. This section provides answers to these research 

questions. 

Answer to the Research Question 1. There are significant regulatory differences 

between Kazakhstan and Estonia at all levels. However, these differences are not 

primarily about the existence of laws or the ratification of international human rights 

agreements. Instead, they are rooted in the binding power of these laws, their internal 

coherence, and their normative objectives. 

At the international Level, both states are parties to the core UN human rights treaties, 

including the ICCPR and the ICESCR. The critical difference, however, is in the 

domestic legal force and implementation of these commitments.  

At the Regional Level, the difference is the biggest and structurally consequential. 

Estonia is embedded within the supranational legal order of the European Union. This 

subjects the state to the directly applicable regulations and human rights protection 

institutions, which provide enforcement mechanisms. Kazakhstan, by contrast, 

participates in regional organisations that produce only non-binding recommendations, 

model laws, and strategic concepts. This results in an absence of compulsory regional 

oversight or directly enforceable legal standards for any of the three human rights 

analysed. 

At the national level, Estonia constructed a citizen-centric legal architecture. Its 

Constitution separately guarantees all three rights, and laws transpose EU norms, 

creating a unified regime. Kazakhstan’s national framework, while formally extensive, 

is fragmented and state-centric. The 2025 AI Law did not introduce new safeguards, 

reinforcing the inconsistency of legislation.  
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In summary, Estonia’s regulatory environment is multi-layered, binding, and 

empowering, actively constraining state action to protect all three rights. Kazakhstan’s 

environment is symbolic at the international level, non-binding at the regional level, 

and permissive at the domestic level, facilitating state control and making the 

realisation of privacy, data protection, and access to information highly contingent on 

political priorities rather than firm legal guarantees. 

Answer to the Research Question 2. The extent of AI's impact is reasonably different 

in each case, and it is determined by the political regime and its resultant variables. 

However, the impact on the analysed human rights is not equal, as the analysis revealed 

rights to privacy and data protection to be more vulnerable to the impact of AI-enabled 

e-governance, while the impact on the right to access information is likely to be 

positively affected in the health sector. 

In Estonia, the introduction of AI has a controlled, neutral to positive effect on the 

realisation of the analysed human rights. For access to information, AI integration 

enhances the efficiency and accessibility of personal health data through state-

guaranteed platforms. For privacy and data protection, the impact is held within a 

framework of accountability, where violations occur but are followed by institutional 

response. In other words, the system demonstrates an institutional capacity to identify 

and mitigate new risks through legal adaptation. 

In Kazakhstan, the introduction of AI in e-governance systems negatively impacts the 

realisation of the rights to privacy and data protection, while having a neutral to positive 

effect on information accessibility. The existing regulation of AI-enabled e-governance 

amplifies vulnerabilities. The risks to privacy and data protection are increased by 

broad legal exceptions and the absence of technical controls for citizens. Regarding 

access to information, AI facilitate access through commercial third-party platforms. 

However, this access is not a state-guaranteed right enshrined in law, and it carries risks 

of exclusion and lack of accountability. 

Consequently, the answer can be formulated as follows: the extent of AI-enabled e-

governance impact is a function of the pre-existing governance infrastructure (See 

Appendix C). However, human rights have different levels of vulnerability toward the 
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introduction of AI-enabled e-governance, where those ensuring more control for the 

government are more vulnerable. 

4.4. Theoretical and Policy Implications  

I believe that the findings of this study are helpful and interesting for both academic 

discussions and the practical design of AI-enabled e-governance in the era of rapid 

technological development.  

4.4.1. Theoretical Implications 

This research reveals the explanatory power of Kohlberg’s Theory of Moral 

Development to the analysis of political regime type and political will and priorities 

with respect to the emerging topic of AI-enabled e-governance. The comparative 

findings indicate that these state-related factors correspond to distinct stages of moral 

reasoning about the relationship between the state and the individual, when it comes to 

the emerging technological advancements, such as AI-enabled e-governance. 

Estonia’s consolidated liberal democracy generates a form of political will oriented 

toward human-centric governance and the reinforcement of democratic values. This 

aligns with Kohlberg's post-conventional stage of moral reasoning. At this stage, 

governance is justified by universal ethical principles. This explains why Estonia’s 

digital strategy frames AI as a tool for a “citizen-oriented ecosystem” and why its legal 

architecture empowers the individual with control mechanisms against potential state 

overreach. Contrarily, Kazakhstan’s consolidated authoritarian regime fosters a 

political will focused on administrative efficiency, state control, and system 

maintenance. The primary moral driver is maintaining the social order and respecting 

authority.  

The findings support the theory, showing that at higher stages of reasoning (from the 

4th), individuals perceive society as a whole and recognise that norms can be changed 

through democratic means (Crain 2024, 118-13). My analysis with the help of the 

theory also illustrates that the current stage of moral reasoning can provide insights into 

the impact of emerging technologies, such as AI-enabled e-governance, on the 

realisation of human rights. 

In the context, Kohlberg’s theory moves beyond describing institutional differences to 

explaining the normative foundation that makes those differences coherent and self-
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reinforcing within each system. It clarifies why “political will” is not an independent 

variable but is rooted in the moral logic of the political regime itself (Simply 

Psychology 2023). Consequently, the cases illustrate that human rights are overseen 

with respect to the political regime, and political will in the discussed cases is an 

indicator, although theoretically it could be a driving variable. 

The study highlights that the impact of AI-enabled e-governance on human rights 

realisation varies depending on the specific human right in question. It illustrates that 

Elena Karahanna's Information Boundary Theory, which posits that individuals are 

inclined to set boundaries, does not fully align with the findings of this analysis. In 

authoritarian regimes, individuals lack the technical tools to set such boundaries. In 

contrast, in democratic settings, they are provided with opt-out mechanisms, reducing 

the need for proactivity on their part. Ultimately, in the era of digital connectivity, 

individuals' ability to set boundaries is increasingly influenced by the technological 

frameworks around them rather than their personal intentions, making access to 

information more accessible as a human right. 

4.4.2. Policy Implications 

The comparative analysis of Estonia and Kazakhstan provides a set of policy 

recommendations across different levels of governance. These implications stem from 

a core finding: the impact of AI-enabled e-governance on human rights is not 

technologically predetermined but is shaped by the political and institutional 

environment. 

For International Organisations, the study highlights the limitations of promoting model 

laws without adaptation to existing national laws and support for the institutions that 

give them force. In contexts for Kazakhstan, where binding regional frameworks are 

absent, technical assistance should focus on building procedural capacity. This means 

prioritising the development of operational tools such as standardised methodologies 

for data protection impact assessments, protocols for algorithmic auditing, and secure 

digital identity management systems that can function within existing administrative 

structures. Finally, supporting the creation of inclusive, multi-stakeholder dialogue 

platforms is crucial.  
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For national policymakers, actions needed may vary depending on the political context. 

In consolidated democracies like Estonia, the main challenge is to reinforce and adapt 

proactively to ongoing issues. Continued investment in the expertise and independent 

oversight bodies maintains a positive trajectory.  

In contrast, for authoritarian or hybrid regimes like Kazakhstan, the primary focus 

should be on building primary safeguards and reducing systemic risks. This requires a 

gradual strategy rather than isolated legal reforms. Important initial steps include 

establishing laws that mandate explicit and informed consent for processing sensitive 

health data, as well as creating a state-guaranteed mechanism that allows individuals to 

access their personal data and control who can access it, separate from third parties.  

For All States and Technology Developers, the study shows a universal principle: 

digital infrastructure and tools amplify existing governance logic. Therefore, the 

architecture of e-governance systems must be consciously engineered to embody higher 

standards of accountability. Finally, the most significant conclusion is that the pursuit 

of ethical AI in public administration is inseparable from the quality of governance 

itself. The most sophisticated digital platform will reflect the values of the system that 

controls it. Thus, the most effective long-term strategy for protecting human rights in 

an AI-enabled future is the strengthening of transparent, accountable, and participatory 

political institutions. 

CHAPTER 5. CONCLUSION 

This thesis analyses the impact of AI-enabled e-governance on the realisation of human 

rights, with a specific focus on the rights to privacy, data protection, and access to 

information within the health sectors of Estonia and Kazakhstan from 2015 to 2025. 

Through a comparative analysis guided by the MSSD, the study aimed to test the 

hypothesis that AI-enabled e-governance influences the realisation of human rights.  

The findings confirm the central hypothesis. AI-enabled e-governance impacts the 

realisation of human rights, but it does not autonomously determine outcomes. Instead, 

it acts as a catalytic amplifier of the pre-existing governance environment. The 

comparative analysis revealed a clear causal hierarchy among the independent 

variables, where political regime type emerged as the meta-variable. Finally, the level 

of e-governance penetration served as an amplifier: in Estonia, high digitalisation 
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empowers citizens within a rights-based framework; in Kazakhstan, it expands the 

state’s oversight and data-processing capacity. 

My research contributes to academic discourse by moving beyond normative 

assessments of AI ethics. It empirically demonstrates that the human rights implications 

of algorithmic governance are inseparable from the political and institutional ground 

on which they are developing. The application of Kohlberg’s Theory of Moral 

Development helped explain the normative foundations of each regime’s approach, 

framing Estonia’s as post-conventional (principled) and Kazakhstan’s as conventional 

(system-maintaining). Furthermore, the study nuances the understanding of different 

rights, showing that within AI-enabled systems, the rights to privacy and data protection 

are more vulnerable to erosion, while the right to access information often receives a 

technical boost. 

5.1. Limitations and Avenues for Future Research 

This study has several limitations that can be considered for further research.  

Firstly, as of December 2025, AI in e-governance remains an emerging field. The rapid 

evolution of both technology and legislation means that this analysis provides a 

snapshot in time, and its findings may be devalued by new developments. The lack of 

legal jurisprudence on AI-specific human rights violations in the studied period is a 

notable data gap, which may indicate either an absence of violations or a lag in their 

legal recognition and recording. 

Secondly, the case selection, while justified by the MSSD methodology, limits the 

generalizability of the conclusions. The findings are most relevant to countries sharing 

similar digital ambitions and post-Soviet contexts but differing in political regime. 

Future research would benefit from expanding the comparative lens to include countries 

with lower levels of e-governance penetration or from different regional and 

developmental contexts.  

Methodologically, this research relied on legal and policy analysis of primary and 

secondary sources. Thus, the analysis could be enriched by mixed-methods approaches. 

Quantitative surveys of citizens and qualitative interviews with policymakers, 

developers, and civil society representatives would provide important ground-level 

insights that complement my top-down institutional analysis. 
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Finally, as a researcher, I acknowledge an inherent asymmetry in expertise. While my 

effort was to use official sources, the analysis of Estonia was conducted primarily 

through materials in official translation to English, whereas Kazakh sources were 

accessed in their original language. This, combined with the inherent constraints of 

open-source research, means that some details could be overlooked. 

5.2. Final Reflections 

In conclusion, in this thesis, I argue that the journey toward ethical and rights-respecting 

AI-enabled governance is not a technical challenge but a governance one. The ultimate 

impact of the digital transformation of governance on human dignity depends on the 

political values and institutional structures. Technology will mirror the values of the 

system it serves. Therefore, the most critical investment for a human-centric digital 

future is not in algorithms alone, but in the democratic foundations that ensure those 

algorithms remain tools for liberation, not instruments of control. 
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APPENDIX A 
Table 3. Operationalisation of Variables 

Variable 
 

Type of 
measurement 

Means of Measurement 

I.V.1: State commitments 
to international and 
regional HR instruments  

Empirical, 
Normative 

Status of ratification of relevant international treaties. Values: ratified / signed / not signed (null).  
Scope of commitment and implementation based on state reports, concluding observations, and 
assessments from international and regional monitoring bodies (e.g., UN HRC, Council of Europe, 
OSCE, CIS structures). Values: strong / moderate / weak (null) – content analysis. 

I.V.2: National E - 
governance regulations  

Normative Assessment of the presence and scope of legal frameworks on e-governance concerning: the 
analysed rights. Values: comprehensive / partial / absent (null) – content analysis of documents. 

I.V.3: E-governance 
penetration (as ICT 
infrastructure)  

Normative Scope of digitalisation of public services: fully digitalised / partially digitalised / not digitalised 
(null) – based on indices.  

I.V.4: Political regime 
type  

Normative Regime category: Working democracy / Deficient democracy / Moderate autocracy / Hard 
autocracy (null) – based on indices.  

I.V.5: Political will & 
Strategic Priorities  

Empirical Evidence of commitment in official strategies, laws, speeches: Human rights prioritised / not 
prioritised (null) – content analysis of documents. 

D.V.: AI impact on HR 
realisation in e-
governance  

Normative Legal and policy frameworks addressing human rights risks (privacy) in AI use. Values: protective 
/ partially protective / no regulation (null) – content analysis of documents. 

Empirical Actual outcomes as reflected in case studies, secondary reports: positive / negative / no observable 
impact (null) – content analysis. 
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APPENDIX B 

Table 4. Systematic Comparison of Findings 

Variable Estonia Kazakhstan Comparative Outcome & Impact on Rights 
Realisation 

I.V.1: State 
Commitments 
to International 
& Regional HR 
Instruments 

Binding Regional Framework 
(EU). Subject to direct 
application of GDPR, EU 
Charter, AI Act.  

Non-binding Regional 
Influences. Party to 
ICCPR/ICESCR but subject 
only to soft law from OSCE, 
EAEU, CIS.  

Primary Difference: Supranational 
Enforcement.Estonia's EU membership actively 
bridges international norms and domestic law. 
Kazakhstan's lack of binding regional oversight 
creates a significant gap between ratification and 
realisation. 

I.V.2: National 
E-governance 
Regulations 

Comprehensive, Citizen-
Centric, Adaptive. Health 
Services Act provides opt-out 
& access logs. Framework 
prioritises individual control. 

Fragmented, State-Centric, 
Permissive. Health code uses 
implicit consent. Laws 
prioritise administrative 
efficiency and state data access. 

Estonia’s framework establishes individual agency 
as the default, enabling active exercise of rights. 
Kazakhstan’s framework establishes state access 
as the default, rendering rights passive and 
conditional.  

I.V.3: E-
governance 
Penetration 

High Penetration with 
Integrated User Control. Near-
total digitisation. 
Infrastructure includes tools 
for citizen empowerment: 
access logs, state-guaranteed 
information portals 
(terviseportaal.ee), and opt-out 
mechanisms. 

High Penetration without 
Effective User 
Control. Widespread 
digitisation. Data entry often 
automatic/implicit. Access to 
information mediated by 
commercial third-party 
platforms via user agreements, 
not state guarantee. 

The Amplifier Effect. In Estonia, high 
penetration amplifies citizen empowerment, 
making rights exercise more efficient. In 
Kazakhstan, it amplifies state/corporate data 
capacity and control, increasing risks to 
privacy/data protection and offering a fragile form 
of information access.  

https://terviseportaal.ee/
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I.V.4 (M.V): 
Political 
Regime Type 

Consolidated Liberal 
Democracy. High scores on 
judicial independence and 
privacy safeguards.  

Consolidated Authoritarian 
Regime. Low scores on judicial 
independence and privacy. 
Power centralised; institutions 
designed to consolidate control. 
Rights subordinate to state 
interests. 

The Foundational Meta-Variable. Regime type 
creates the enabling/disabling environment. 
Estonia’s democracy enforces commitments 
and generates citizen-centric law. Kazakhstan’s 
authoritarianism insulates government 
and produces state-centric law.  

I.V.5: Political 
Will & 
Strategic 
Priorities 

Human-Centric Governance & 
Democratic Values. AI 
strategy framed around 
"citizen-oriented ecosystem," 
transparency, and 
accountability.  

Administrative Efficiency & 
State Control. AI agenda 
focused on automating 
bureaucracy, creating state 
function registries, and system 
integrity.  

Priorities express the regime’s moral logic. 
Estonia’s will acts as a positive, generative 
force for rights safeguards. Kazakhstan’s will acts 
as a risk factor, accelerating technological 
deployment without protective frameworks. 

D.V.: Impact 
on HR 
Realisation in 
AI-enabled E-
governance 

Managed, Neutral to 
Positive. AI integrated into a 
system with strong safeguards, 
oversight, and 
remedies. Privacy/Data 
Protection: Uphold within 
accountability 
framework. Access to 
Information: Actively 
facilitated and enhanced. 
Systemic capacity to manage 
new risks. 

Negative and Aggravating. AI 
deployed into a 
regulatory/institutional 
vacuum, amplifying 
vulnerabilities. Privacy/Data 
Protection:Significantly 
heightened risks; breaches lack 
effective remedies. Access to 
Information: Commercially 
mediated, not guaranteed. 
Systematically undermines 
rights protection. 

AI’s impact is not inherent but contingent. In 
Estonia, it is absorbed and constrained by a rights-
based system. In Kazakhstan, it amplifies and 
exacerbates the deficiencies of a state-centric 
system. The political regime (I.V.4) is the decisive 
factor shaping this outcome. 
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APPENDIX C 

 
Figure 6. Conceptual Diagram: "The Amplification Model of AI-Enabled E-

Governance". Source: created by the author 


