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Executive summary

This policy brief analyses the promising benefits and negative impact of generative 
artificial intelligence (GenAI) on higher education, with a focus on ChatGPT. It 
revolves around questions such as: To what extent should digitalisation become 
part of education? What are the threats to the right to education and data 
protection in times of digital technologies? How can digitalisation in education 
be regulated, and by whom? What should higher education do to address the 
increasing dependence on technology while safeguarding data autonomy and 
public values? Can current legislative and regulatory frameworks deliver enough 
appropriate and desirable guidance?

The policy brief starts with an analysis of the initiatives at the European Union (EU) 
and Council of Europe (CoE) level. Focusing on the European higher education 
landscape, initiatives from several EU countries are considered. These analyses 
underscore the importance of inclusive decision-making processes that involve 
educators, students and other relevant stakeholders. This provides for a better 
understanding of the implications of GenAI and ensures that its integration into 
education systems aligns with human rights principles and standards. To make 
the tool serve educational purposes, the providers of ChatGPT and other similar 
technologies must collaborate with educational institutions. The objective should 
be maximising the potential of GenAI while remaining aware of the possibilities for 
foreseeable misuse.

ChatGPT in Classrooms:  
A Double-Edged Sword
Desara Dushi  1

1  �The author thanks Dr. Chiara Altafin, Research Manager at the Global Campus of Human Rights in 
Venice, Dr. María López Belloso, Lecturer and Researcher at the Social and Human Sciences Faculty at 
the University of Deusto, and Prof. Therese Murphy, Professor of Law at Queen’s University Belfast and 
EMA Chairperson, for their valuable and constructive feedback as received in the context of the GC Policy 
Observatory workshop ‘The digitalisation of education systems and its impact on human rights, with 
particular attention to the right to education’, held in Venice on 26 March 2024.
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Introduction 

GenAI tools like ChatGPT will soon be omnipresent. 
Since its public release at the end of 2022, ChatGPT 
– the artificial intelligence (AI) chatbot developed 
by OpenAI – has experienced rapid growth and 
widespread adoption. As technology advances to bring 
us new opportunities, how we educate children and 

students and prepare teachers must also advance to 
meet these new opportunities. When education falls 
behind technological developments, the technology 
rather than educators defines what counts as 
educational opportunity.

The launch of ChatGPT marked a significant milestone 
in the field of AI. The language model garnered 
widespread attention for its ability to generate 
human-like text and engage in natural language 
conversations. The launch generated a spectrum of 
reactions, from excitement about its transformative 
potential to thoughtful considerations regarding 
ethical implications. In education, ChatGPT’s potential 
to provide instant support, clarify complex concepts 
and offer personalised assistance has resonated with 
educators and students alike, sparking conversations 
about its integration into education systems. However, 

as with any technological advancement, concerns 
emerged about the responsible use of ChatGPT, 
addressing issues such as bias, legal and ethical 
considerations, and potential misuse. 

Since 2021, the EU has undertaken steps to explicitly 
regulate AI, with a proposal for an Artificial Intelligence 
Act (AI Act), whose final text was adopted by the 
European Parliament in March 2024. In the final version 
of the AI Act, AI systems are classified according to their 
perceived level of risk, from low to unacceptable. The 
different risk levels mean more or less legal obligations 

ChatGPT has revolutionised the educational 
landscape, redefining how students and educators 
engage with knowledge. This sophisticated language 
model offers dynamic learning experiences, 
personalised assistance and fosters interactive 
education across various subjects and levels.
In the realm of education, ChatGPT serves as a 
multifaceted tool, providing real-time support for 
assignments, clarifying intricate concepts and aiding 
research efforts. Its natural language processing 
abilities facilitate a more engaging learning 
environment, allowing students to ask questions, 
seek explanations and receive customised feedback. 
Educators, in turn, utilise ChatGPT to design 
interactive lessons and create content, tailoring their 
teaching approaches to diverse learning styles.
However, as with any technological advancement, 
ChatGPT in education is not without challenges. One 
significant concern is the potential reinforcement of 
educational inequalities. Access to this technology 
might not be uniform across all educational 
institutions, leading to a digital divide and 
exacerbating existing disparities.
Moreover, the reliance on AI in education raises ethical 
questions, particularly concerning privacy and data 
security. The extensive collection of student data 

poses risks and maintaining transparency and ethical 
use of this information is crucial to safeguarding 
individuals’ rights. Additionally, the impersonal nature 
of AI interaction might impact the development of 
crucial human skills, such as empathy and emotional 
intelligence, which are integral to the educational 
experience.
Furthermore, there are broader implications related 
to human rights when considering the global 
implementation of AI in education. Issues such as 
privacy violations, discrimination and biases within AI 
algorithms may disproportionately affect marginalised 
communities, potentially exacerbating social 
inequalities.
In conclusion, while ChatGPT offers immense potential 
for educational advancement, a balanced and 
thoughtful approach is essential to address associated 
challenges and ensure that its integration aligns with 
principles of equity, privacy, and human rights.

The text in this box was generated by ChatGPT by using the 
prompts ‘write a 200-word introduction on ChatGPT in education’ 
and then ‘make it better including disadvantages of ChatGPT in 
education and its impact to human rights’.
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on the providers and deployers of AI systems.

GenAI was introduced to the public in November 2022, 
and thus provisions regarding this kind of technology 
were added later on in the AI Act. A tiered approach 
was introduced for regulating the so-called ‘foundation 
models’ referred in the AI Act as general-purpose AI 
(GPAI) systems/models, aimed at ensuring a robust 
protection of fundamental rights, democracy and the 
rule of law.

Systems falling in the first tier will have to comply with 
transparency requirements including disclosing that the 
content was generated by AI, and publishing summaries 
of content used for training and comply with copyright 
law and related rights, under Article 53 of the AI Act  
(European Parliament 2023). More stringent obligations 
apply for high-impact general-purpose AI models that 

pose a systemic risk,2 such as ChatGPT 4. These models 
will have to undergo thorough evaluations and tests, and 
any serious incidents will have to be reported to the 
European Commission, under Article 55 of the AI Act 
(European Parliament 2023; Hainsdorf et al. 2023).

In addition, the General Data Protection Regulation 
(GDPR) plays a pivotal role when it comes to 
technologies handling personal data. Since personal 
data can be processed in the context of the use of 
ChatGPT, the requirements of the GDPR apply. Tech 
companies are obligated to establish a legal basis to 
collect and use personal data (Article 6), be transparent 
about their use of people’s personal data (Article 7), keep 
personal data accurate (Article 5), ensure the right to 
access, correction, erasure (Articles 15-19) and the right 
to object to the use of their personal data (Article 21). A 
problematic area of ChatGPT regards compliance with 
the principle of purpose limitation, as ChatGPT uses any 
kind of data, including personal data for its training 
purposes.

From a policy perspective, the Digital Education Action 
Plan 2021-2027 is an EU policy initiative that focuses on 
establishing high-quality, inclusive and accessible digital 
education in Europe, and aims to support the adaptation 

of the education and training systems of member states 
to the digital age (European Commission 2021-2027). 
Among its key priorities are enhancing digital skills and 
competencies for teachers and educators and fostering 
the development of a high-performing digital education 
ecosystem.

EU institutions have issued internal guidelines for their 
staff on using and interacting with online generative 
AI models. As such, the European Commission warns 
staff of the risks and limitations of GenAI models, 
demanding them to be cautious in their use, and bans 
their use for critical tasks (Bertuzzi 2023).

Similarly, at the CoE level, the Draft Framework 
Convention on Artificial Intelligence, Human Rights, 
Democracy, and the Rule of Law sets forth general 
common principles that each party shall implement 
concerning AI systems (CoE 2023). It gives freedom to its 
member states to decide upon banning any AI systems 
that they may deem incompatible with human rights, 
the functioning of democracy and the rule of law. 

The CoE has also developed an Education Strategy, with 
the mission of improving the quality and accessibility of 
education. One of the three main pillars of the strategy 
is ‘enhancing education through a human-rights 
based digital transformation’ (CoE 2024-2030). In this 
direction, it has five cross-cutting principles: flexibility in 
curriculum and programme design; learner autonomy; 
professional development; inclusion and participation; 
and democratic and participatory governance of 
education systems and institutions.     

As GenAI is in its first steps, still followed by many 
uncertainties, it will be interesting to see whether 
ChatGPT and other similar GenAI tools could be 
leveraged to revolutionise the learning experience and 
what the new role of educators could be.

Problem description 

GenAI poses many challenges to education 
systems. Depending on the way of using it, it can 
replace learning or enhance it. It can cause digital 
dependency but can also lead to digital savviness. It 
poses a threat to critical thinking but also offers an 
opportunity for developing critical thinking.

ChatGPT is a Large Language Model (LLM), a chatbot, 
which is trained on enormous amounts of online 
datasets to generate text and quickly provide complex 
answers to open queries, based on the prompts that 
users put in. It can ‘remember’ what the user has 
said earlier in the conversation, so it can also answer 

2  �Article 3(65) of the AI Act defines ‘systemic risk’ as ‘a risk that 
is specific to the high-impact capabilities of general-purpose AI 
models, having a significant impact on the Union market’.
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follow-up queries. As any other LLM, it functions on 
a next-word prediction basis, which means that it is 
optimised to generate plausible and pleasing human-
like responses, by predicting sequences of words used 
in their training data, just like a stochastic parrot 
(Bendler et al. 2021). It cannot reason on its output 
(Bender & Koller 2020; European Commission 2021-
2027; Mitchell 2023), it does not have the ability to 
understand the meaning of the language it generates 
(Bender & Koller 2020) and hence it does not know 
if the information it provides is accurate. Therefore, 
the answers it provides are not necessarily true or 
accurate. When it has no information related to the 
prompt, it will hallucinate (Dahl et al. 2024).

When it comes to education, on the one hand, 
GenAI, such as ChatGPT, offers several advantages. 
It has the potential to provide instant support both 
for teaching and learning, including for individuals 
with special needs, clarify complex concepts and 
offer personalised assistance. By using it, students 
and educators alike can save time on simple tasks, 
such as writing summaries, correcting texts in terms 
of grammar and programming code. It can reduce 
teaching workload and help in answering complex 
questions and brainstorming as well. If intelligently 
used, it can also help students progress rapidly by 
serving as a learning assistant or tutor. Moreover, 
these tools can enable teachers to create content that 
can make their lectures more dynamic and engaging, 
to swiftly adapt the course structure to meet students’ 
needs more efficiently than by manual processes, 
significantly reducing the time required for these 
adjustments. 

On the other hand, the use of ChatGPT also raises 
several concerns. While saving time on more 
important tasks, educators but also students risk 
unlearning to do things (Castigli 2023). Too much 
reliance on GenAI tools risks students losing some 
important skills such as writing, researching, 
summarising and even creativity. It could also 
lead to automating poor pedagogical practices, 
disempowering teachers and students alike, and 
undermining the right to quality education (CoE 2024-
2030).

Another main concern is its impact on academic 
integrity (Sullivan, Kelly & McLaughlan 2023), which 
relates to its use in cheating, creating assignments and 
essays, or even answering simple homework questions, 
to plagiarism. It also risks undermining humanistic 
values like reason, morality and ethics, favouring easily 
measurable competencies (CoE 2024-2030).

ChatGPT is not based on ethical principles and is 
unable to distinguish between right and wrong, or 

true and false (UNESCO 2023). Any cognitive bias 
existing in the information, from which the tool 
learns, is transferred into its output. They reflect and 
amplify the biases of their training data, including 
racist, sexist, extremist, and other harmful language 
(Zhang et al. 2022: 119; Bendler et al. 2021). This is an 
important shortcoming considering that any input 
provided to a GenAI tool is later used for feeding 
future generated output. Thus, bias in the input is 
transferred to bias in the output, leading to wrong, 
inaccurate or biased answers. It is therefore essential 
to critically assess and compare its results with other 
sources (UNESCO 2023). 

From a data protection perspective, the processing 
of all input by users to feed the model poses risks 
to personal data protection and goes against the 
principle of purpose limitation of personal data 
processing as enshrined in the GDPR. Italy was the 
first country to raise the privacy concerns of ChatGPT 
by temporarily blocking the tool. Main concerns are 
the lack of a legal basis for the collection and storage 
of personal data used to train the tool, and the tool’s 
inability to protect children from being exposed to 
age-inappropriate responses.

Ultimately, ChatGPT was created by a private profit-
driven company. When integrating technologies 
developed by profit-driven companies, ensuring 
equitable access to high-quality digital learning 
environments becomes challenging. There is a need 
to scrutinise how these endeavours inadvertently 
support profit-driven motives without necessarily 
enhancing access to education or its quality. A 
precautionary approach should be taken towards the 
involvement of private entities in education, paying 
particular attention to tools collecting (personal) data 
for commercial purposes (UNESCO 2023).

The launch of ChatGPT caught higher education 
unprepared. Initially, only a few educational 
institutions took steps towards regulating the use  
of ChatGPT. A few, including Sciences Po University, 
banned its use completely. While many others have 
only recently started to react by adopting rules and 
policies, as analysed in the following sections.
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Rationale for action

The introduction of ChatGPT in education (and in 
any other sector for that matter) is very recent, given 
its first introduction to the public only in 2022. 
Consequently, there are presently limited or no 
policy measures enacted at the national level. While 
some universities have initiated the development 
of guidelines for their academic staff, there have 
been sporadic public reactions from a handful of 
universities or professors. Hence, conducting a 
comparison between various policies and identifying 
best practices is challenging at the time of writing. 
Nonetheless, in this section, we have pinpointed 
noteworthy reactions that could potentially serve as 
examples or reference points for other institutions.
With its rapid growth, the conversation about 
banning ChatGPT or not will soon become irrelevant. 
While there are a few ban cases such as in Sciences 
Po University and L’Università della Svizzera italiana 
(USI), soon the use of ChatGPT in education will 
become unavoidable. Therefore, the question 

should not be whether to use it or not, but how 
to do so safely, effectively and appropriately (Kirk 
2023), by mitigating disadvantages and maximising 
benefits. For instance, ChatGPT might cause 
educational institutions to go back to traditional 
methods of assessments, such as in-class and oral 
assessments, an approach already taken by eight 
Australian universities (Castigli 2023; UNESCO 2023).
While awaiting the traditional top-down approach, 
which may not be as swift as required for the rapid 
advancement of technologies significantly impacting 
education, some examples indicate that self-
regulatory methods, where educational institutions 
(schools, universities or even individual educators) 
take the initiative, prove to be an effective means of 
managing such evolution. These approaches should 
exemplify the necessity for more inclusive methods, 
wherein practitioners, as well as students or direct 
users of the system, contribute to the decision-making 
process of executives. 

Policy options 

In theory, there are three policy options for dealing 
with the emerging threads of GenAI: ban, embrace 
by regulating and/or restricting, or develop it. 
Banning is self-explanatory: the use of technology 
is forbidden. Embracing would need accepting 
GenAI and regulating it, including by introducing 
necessary restrictions. Regulation should be flexible 
enough to ensure the protection of human rights 
without hindering technological development. The 
third option promises a middle-ground solution, in 
cases when an institution or a country would like to 
explore the benefits of GenAI but they are concerned 
about the legal and ethical aspects of technology 
developed by foreign big tech. Developing their own 
language model would allow for the institution or the 
government to be in control of the legal and ethical 
aspects of the technology. For instance, as detailed 
below, this approach was taken by TNO Netherlands, 
who decided to build their own Dutch language 
Model, GPT-NL, funded by the Ministry of Economic 
Affairs and Climate of The Netherlands (Digitale 
Overheid 2023; TNO 2023), and by the University of 
Pisa, who developed Sybilla, a ChatGPT made in Italy.

A banning approach: The case of France

Sciences Po University banned the use of ChatGPT to 
prevent plagiarism. The ban does not apply to cases 
when the use of ChatGPT is referenced, and when 
it is used for specific course purposes, under the 
supervision of a course leader (Sciences Po 2023). The 
ban is accompanied by a punishment, which may lead 
to exclusion from the institution, or even from the 
French higher education system (Sciences Po 2023). It 
will be interesting to observe whether Sciences Po will 
rescind its ban at any point in time and what will be 
its regulatory approach.

Examples of self-regulatory approach

The case of The Netherlands
Six months after ChatGPT was made available to the 
public,3 Tilburg University created a working group 
on GenAI (GenAI WG), and by May 2023 the working 
group released their first advice for the institution 

3  �ChatGPT was publicly available in November 2022. The working 
group was created in March 2023.



ChatGPT in Classrooms: A Double-Edged Sword10

(Tilburg University n.d.). Initially, the focus was on 
assessment, detection and prevention of the use of 
LLMs in assessment. They also focused on assessing 
the possibilities of incorporating LLMs in academic 
education and the need to organise support for 
lecturers. Interestingly, in November 2023, the WG 
changed its approach by embracing technological 
developments and directing towards the need to 
ensure AI literacy for both its students and staff. They 
advised the university on the necessity to provide 
infrastructure and ensure academic integrity and data 
privacy while using GenAI, in order to implement 
policies and regulations for GenAI use in education 
and to build an AI-focused network.

In dealing with the increased use of ChatGPT by 
students in their assessments, resulting in a high risk 
of fraud, the GenAI WG advised the university to shift 
towards more testing on campus rather than home 
assignments, to move from summative assessments to 
formative ones, and to change programmes’ intended 
learning outcomes. 

A similar approach was followed also by Maastricht 
University (Maastricht University 2023). Other 
universities in the Netherlands, while not being so 
open towards GenAI yet, have taken steps towards 
embracing the future use of GenAI in education. 
For example, Universiteit van Amsterdam does not 
currently allow the use of ChatGPT for teaching 
purposes but has launched an e-module on 
GenAI, focusing on the responsible use of AI tools 
(particularly ChatGPT) in higher education (TLC 
Science 2023). Utrecht University has created an AI in 
Education Lab (Utrecht University n.d.).

The case of Poland
Adam Mickiewicz University (UAM) released 
guidelines focusing on raising awareness among 
students on the technical limitations of these 
technologies and the need for a critical view of their 
outcome. UAM demands students to disclose in 
a rather detailed way (objectives, method, labels, 
prompts, etc.) the uses of GenAI in their thesis 
or other educational output (UAM 2024). Each 
course instructor is free to set their own rules on 
the admissibility or not of the use of GenAI by 
their students (UAM 2024). Supervisors are given 
the burden of verifying and making sure that their 
students’ use of GenAI does not go against the 
principles of national law on higher education (UAM 
2024). 

While this might be a way of urging university 
professors to carefully assess their students’ work 
against (ab)use of GenAI, it seems that supervisors 
are given excessive responsibility over their (adult) 

students’ actions, without providing them any specific 
detection tools, tips or training. The guidelines refer 
to ‘existing detection tools’ by simply providing 
a publicly available link with a list of state-of-the-
art tools, some of which necessitate a subscription. 
Professors are also given the burden of assessing 
which tools have the least false positive detection rate. 
UAM does not provide a specific list of the preferred 
tools, nor does it provide any free subscription or any 
training to its academic staff, which is the minimum a 
university should provide when demanding professors 
to use such tools.     

An example of multiple approaches: The case of Italy

Differently from the Netherlands and many other 
countries, who did not take any steps at the national 
level, allowing for ‘self-regulation’ of GenAI by each 
institution, Italy went one step further by becoming the 
first authority in the world to put a ban on ChatGPT 
over privacy concerns (Browne 2023). At the end of 
March 2023, the Italian National Data Protection 
Authority (DPA) ordered a temporary ban on ChatGPT 
over alleged privacy violations (Goujard 2023). This 
action came as a result of a data breach from ChatGPT 
that compromised over 100 million users (Zorloni 
2023; Lomas 2023). According to the Italian DPA, the 
company ‘lacked a legal basis justifying the mass 
collection and storage of personal data “to train” the 
algorithms’ of ChatGPT and lacked transparency over 
this process (Zorloni 2023; Lomas 2023). It also added 
that the company was processing data inaccurately. 
Another concern revolved around the lack of age 
verification filters, to make sure that children under 13, 
as claimed by OpenAI, cannot use the platform (Zorloni 
2023; Lomas 2023). OpenAI seemed to cooperate and 
at the end of April 2023 ChatGPT became available 
again in Italy, after fixing the stated issues. However, on 
29 January 2024, the Italian DPA went on by notifying 
OpenAI for breaches of privacy law (Garante per la 
Protezione dei Dati Personali 2024).

In the education sector diverse opinions have 
emerged. The prevailing opinion appears to embrace 
the view that ChatGPT might have the potential to 
lead to fundamental positive changes in the education 
system (Maurizio 2023). On 24-25 November 2023, a 
large event was organised in Bergamo, with various 
panels focusing on the impact of AI in schools (Stati 
Generali della Scuola Digitale 2023a). The event 
involved participants from all relevant stakeholders, 
including the Italian Ministry of Education and 
Merit (Ministero dell’Istruzione e del Merito) and 
students, offering a great opportunity to exchange 
ideas and concerns, leading to better future policy 
and regulatory efforts. There was also the launch 
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of an Experimental Lab on AI at School, which 
offered student participants the opportunity to solve 
homework by using ChatGPT accompanied by the 
‘oversight’ of an expert. This experimental lab aims to 
teach students to use GenAI responsibly, legally, and 
efficiently (Stati Generali della Scuola Digitale 2023b). 
This is an interesting approach as an initial step 
toward students’ educational awareness. 

The University of Siena (SU) is the first university 
in Italy to release guidelines on the use of GenAI 
(Toscana Open Research 2023). In these guidelines, 
SU announces the launch of courses and tutorials 
for academic staff and students (Toscana Open 
Research 2023). SU urges students to reference GenAI 
use in their thesis and publications and demands a 
conscious critical use of these tools, while expecting 
its academic staff to guide their students in this 
endeavour (Toscana Open Research 2023).

As mentioned, the University of Pisa is the first 
university to develop its own ChatGPT version, Sybilla, 
which functions as a real-time assistant able to 
answer questions in the same language as the posed 
question, despite having Italian as its basis (Litrico 
2023). At its current state, Sybilla seems to function 
more as a chatbot, than a GenAI tool though: it 
provides information about roles, guides, schedules, 
etc.; it does not seem to be generating new content.

A liberal approach: The case of Belgium

While Belgium has shown no intention of banning the 
use of ChatGPT in education, it has not provided any 

policy recommendations either. Nevertheless, several 
educators have embraced ChatGPT and decided 
to experiment with it. Some university professors 
demand students to incorporate ChatGPT in their 
assignments provided that they make a reference to 
its use and articulate their experience with ChatGPT 
interaction. The direct involvement of students 
empowers both educators and students alike to 
adopt a more cautious approach toward its use and to 
identify the most beneficial use cases.

In February 2024, Vrije Universiteit Brussel (VUB) 
released a tool (RAIN) for its employees that provides 
information on using AI tools in research, such as 
what AI tools could be used for, what rules academic 
staff should follow and what AI tools are available for 
different research purposes. Simultaneously, VUB 
released some guidelines with ‘Tips for using AI-tools 
and prompt engineering’. 4

A liberal approach does not mean that anything is 
allowed. In a recent case, the University of Antwerp is 
investigating a student over suspicions of generating 
an academic paper with ChatGPT. The university 
has released a training on ChatGPT for educators 
(Universiteit Antwerpen n.d.) and has declared that it 
will soon develop clear rules on the use of this tool to 
avoid future fraud (Amies 2023).

Policy recommendations 

The challenge for educators is to probe ChatGPT 
capacities and limitations and make it work for them. 
The objective should be maximising its potential 
while remaining aware of the possibilities for 
foreseeable misuse. Education systems suffer from 
structural issues: learning systems need to adapt to 
rapid technological advancements and align with 
the evolving needs of new generations of learners. 
A traditional top-down approach would not be 
enough in this case. Instead, a direct collaboration 
of educational institutions (not only academic 
researchers but also lecturers and teachers) with the 
providers of ChatGPT and other similar technologies, 
on possible ways of making the tool serve educational 
purposes would be necessary. In addition, students’ 

input on how they use the tool would assist 
education institutions and responsible governmental 
institutions in developing policies on the ethical and 
legal use of GenAI in education and also the creators 
of these tools in fine-tuning them. 

Overall, collaboration between all these different 
stakeholders via open workshops and other similar 
events, like in the case of Italy, is crucial in order to 
brainstorm and reach concrete guidance on how to 
positively use GenAI for enhancing students’ critical 
thinking and simplifying their learning capabilities 
without making them digitally dependent. To 
reach this scope, students should be made part of 
collaborative exchanges from the very beginning. 

4  �Both the tool and the guidelines are made available in the VUB 
internal information system. The author has access as a VUB 
academic staff member.
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Recommendations for providers of GenAI systems: 

•	 Increase transparency regarding their system 
training methods (what data are collected, how, and 
for how long).

•	 Release disclaimers on potentially foreseen misuse.

•	 Develop tools to detect AI-generated material (text, 
images, video) to combat plagiarism. OpenAI is 
already developing tools to watermark AI-generated 
images but has not yet developed such a tool for AI-
generated text.

•	 Collaborate with educational entities on possible 
ways of making the tool serve educational purposes.

Recommendations for educators, course instructors, 
professors etc: 

•	 Train students how to use the technology wisely and 
properly. Demand them to document the use of AI, 
including prompts and output, similarly to how it is 
done in the introduction section of this paper.

•	 Consistently educate students about the challenges 
of AI, by listening to their experiences and concerns, 
recognising that not all may possess comprehensive 
knowledge or literacy in AI. Emphasise the 
importance of verifying AI-generated content for 
accuracy. Teach them how to test AI-generated 
output against trustworthy resources.

•	 Empower students by actively involving them, 
encouraging them to share their thoughts and 
experiences regarding their interactions with GenAI 
tools.

•	 Exercise caution when employing external fraud 
detection tools, as they are not infallible and may 
yield false positive results. This could potentially 
result in unjust accusations against students. Note 
that even the widely used plagiarism detection tool 
Turnitin can get it wrong (Fowler 2023).

•	 Embrace technological innovation by exploring 
alternative approaches to assess students’ 
knowledge. Consider options like face-to-face, 
oral evaluations, traditional pen-and-paper exams 
(as opposed to open-book exams), in-class group 
activities and other diversified assessment methods.

Recommendations for education institutions: 

•	 Carefully assess the impact of the integration of 
new technologies developed by private companies 
into the institution/education system and adapt 
policies accordingly.

•	 Train the trainers (improve the skills of the teaching 
staff).

•	 Develop clear plans and guidelines for using AI in 
education management, teaching, learning and 
assessment. These guidelines should be kept up 
to date based on technological developments and 
incoming regulatory interventions, such as the EU 
AI Act.

•	 Develop clear rules for students explaining in which 
contexts the use of AI is permitted and in which 
contexts it is not.

•	 Involve students in the process of policy 
development.

•	 Promote transparent communication regarding the 
institution’s fraud and plagiarism policy regarding 
AI.

•	 Develop policies to protect academic and 
educational integrity in light of new technologies. 

•	 Share experiences and findings. 

•	 Launch new courses that focus on GenAI; and/or 
update existing courses to teach AI literacy. 

•	 Ensure the academic freedom of course instructors 
while developing guidelines on the use of GenAI in 
the classroom.

•	 Assess the possibility of modifying the institution’s 
definition of plagiarism to include for example ‘the 
use of a text written by a generative system as its 
own’. 

•	 Assess the embrace of GenAI detection tools, such 
as GPTzero (similar to the use of Turnitin).
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Recommendations for national governments:

•	 Conduct assessments on the necessity of changing 
learning systems to adapt to rapid technological 
advancements and identify appropriate 
methodologies for aligning learning systems with 
the evolving needs of new generations of learners 
(i.e. methods employed, strategies for addressing 
issues such as limited information spans, 
misinformation, diverse information sources, etc.). 

•	 Ensure no infringement upon academic freedom 
while attempting to regulate the use of GenAI in 
academia.

•	 Hold providers of GenAI tools accountable for any 
violation of fundamental rights.

Recommendations for international/regional 
organisations in the context of international 
cooperation:

•	 Ensure academic freedom is not violated while 
attempting to regulate the use of GenAI in 
academia.

•	 Enhance cooperation in increasing the willingness 
of tech companies based in third countries 
to comply with European regulations and the 
decisions of supervisory authorities.

Recommendations for Italian institutions:

•	 The Italian government, like any other government, 
should adopt a precautionary approach in the 
adoption and regulation of GenAI in education, 
balancing between the opportunities presented by 
these technologies with the risks to human beings 
and their fundamental rights, and ensuring that 
such risks are minimised to the greatest extent 
possible. 

•	 This assessment should include scrutinising the 
impact of the integration of new technologies 
developed by private companies into the education 
system. 

•	 The Ministry of Foreign Affairs and International 
Cooperation should increase international 
cooperation to identify the most suitable solutions. 

•	 The government should hold the providers (and 
deployers) of these services to account, on the basis 
of assessing their GDPR and AI Act compliance, but 
also on the basis of further, more specific regulation 
by national laws. 

•	 The Ministry of Education should include digital 
skills in all curricula already at secondary school.

•	 Ensure to not violate academic freedom while 
attempting to regulate the use of GenAI in 
academia.

Conclusion 

The analysis presented in this policy brief highlights 
the complexities surrounding the adoption of GenAI 
in higher education. While these tools offer benefits 
such as instant support for teaching and learning, or 
personalised assistance, they also raise concerns about 
the erosion of essential skills, academic integrity and 
the reinforcement of biases and stereotypes.

The privacy concerns and the potential 
commercialisation of user data underscore the 
importance of regulatory frameworks that prioritise the 
protection of fundamental human rights and values.

Governments, universities and other relevant 
stakeholders need to collaborate in developing robust 
regulatory frameworks that balance the potential 
benefits of GenAI with the protection of educational 
values and related human rights. This includes 

measures to safeguard academic integrity, promote 
digital literacy and mitigate the risks of bias and 
discrimination inherent in these technologies.

While GenAI holds promise for transforming higher 
education, its adoption must be guided by human 
rights normative standards and the principles of 
ethics, transparency and inclusivity. By addressing 
the challenges and opportunities presented by these 
technologies in a proactive and collaborative manner, 
we can harness their potential to enhance teaching and 
learning while upholding the fundamental value of 
education as a common good.
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