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Abstract:

Quality journalism is essential to democracy, as it is a means of empowering people with
information. Yet, journalists, and press freedom itself, are under threat. The number of journalist
assassinations and forced disappearances is increasing as the World Press Freedom Index rankings
achingly decline across the board. Most State protection mechanisms are currently insufficient in
shielding journalists from escalating violence—irrespective of whether or not these journalists
report from a country in peacetime or at war. As a result, technologists have begun developing
powerful tools in an effort to ensure that journalists and human rights defenders alike are more
prepared in the face of danger.

Yet, technological integration as an added safety and security mechanism is far from
seamless. This paper critically reviews the new technologies offered to journalists—those that have
succeeded and failed—in an attempt to consolidate the lessons learned from both journalistic and
technological perspectives. Resultantly, there is a theoretical gap in how the offerings of modern
technology, namely blockchain, could serve as an indispensable tool to better protect journalists
and the journalistic process, if applied correctly and realistically. This paper examines the
convergence of blockchain and journalism; combining theoretical proposals from academia with
the pragmatic technological developments underway and ultimately expanding upon the
suggestions for potential applications.

Furthermore, this paper proposes blockchain-based smart contracts as an innovative tool
for combating the high impunity rates for those who commit crimes against journalists—
particularly assassinations and disappearances. The author argues that an important use of
blockchain could be to establish a journalistic version of a 'last will and testament.' This will ensure
that essential stories do not die along with journalists who are assassinated while covering them
and that those investigating the murders have greater access to pivotal evidence. However, any
and all blockchain-based applications must first be vetted through an anti-techno-solutionist lens
to assure that they are the most fitting tool for achieving the aim.

Keywords: blockchain, journalism, freedom of the press, technology, smart contracts,
techno-solutionism, violence against journalists, decentralization
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Introduction

Violence against journalists and impunity for those who commit crimes against them are
the principal threats to freedom of expression worldwide, and this has a ripple of consequences
which affect other inalienable rights—most directly related, but not limited to: freedom of
assembly, freedom of thought, conscience and religion, and freedom of association.* Freedom of
expression is what stimulates communication needed to institute positive change and societal
growth, and that expression also allows for informed citizens to participate in civil and political
spheres.? Quality journalism plays an essential role in educating the public, and the best argument
for providing greater protection for journalists is imagining a dystopian democratic system without
the investigatory nature of journalism itself. For every journalist that dies or disappears, there are
countless stories left uncovered, truths that will never come to light, and connections that may
never be made—referring not only to current investigations, but the research and fact-finding
contributions that would have taken place throughout their lifetime. This paper seeks to explore
how journalists should implement technology as a tool to improve protection for journalists while
working in the field and to highlight new ideas surrounding these technological advancements that
are worthy of further exploration.

The paper develops as follows: Part 1 first explains the gravity and increasing frequency
of attacks—both physical and digital—on the media and subsequently analyzes how technology
has proved or attempted to prove itself useful for safeguarding the journalistic process as well as
journalists themselves. The comparisons and critical reviews of existing technological applications
provide a fundamental understanding of how technology and journalism already overlap in regards
to safety and security. This is followed by an explanation of a theoretical gap in academia and
practice—which is the potential for decentralized information storage and blockchain-based
systems in reinforcing freedom of the press and protecting journalists. Though this is a non-
technical paper, the basics of blockchain technology are explained in Part 2 through analogies that
are relevant to the news industry; this is to provide a more suitable theoretical approach to
blockchain’s potential journalistic applications. Part 3 further contextualizes how the media has
attempted to implement blockchain and accumulates the current theories in circulation concerning
how this technology could alleviate some of the industry’s most dire pains. Having analyzed
current practical and theoretical applications of blockchain to journalism, it is apparent that
academia and practitioners fail to consider blockchain’s potential for aiding in the protection of
individual journalists, which is proposed in Part 4. Finally, Part 5 expands upon the previous
arguments to outline how smart contracts in particular—a functionality only possible through
blockchain technology—nhave the potential to streamline and provide more evidence for judicial

! Article 19, ‘Acting on UN Human Rights Council Resolution 33/2 on the Safety of Journalists’ (2017) 48
<https://www.article19.org/wp-content/uploads/2018/02/safety of journalists WEB_23.10.pdf> accessed 12 May
20109.

2 As stipulated in point 1.4 of the UN Plan of Action on the Safety of Journalists and the Issue of Impunity, freedom
of expression is an individual and collective right. This means that not only should no individual be in danger of
death or persecution as a result of their expression, but this freedom is what “empowers populations through
facilitating dialogue, participation and democracy, and thereby makes autonomous and sustainable development
possible.” Based on this logic, freedom of the press must also be both an individual and collective right, and
protected to a more serious degree.

UNESCO, ‘UN Plan of Action on the Safety of Journalists and the Issue of Impunity’ (2016)
<https://en.unesco.org/un-plan-action-safety-journalists> accessed 16 May 2019.



proceedings related to crimes against journalists—particularly murder and forced
disappearances—and reduce the impunity rates for said crimes.

This paper both accumulates and qualitatively analyzes academic articles and civil society
reports, providing a comprehensive overview of the potential for the intersection of blockchain
and journalism. In addition, it incorporates first-hand reviews for technologies aimed at protecting
journalists, and after testing the existing software, programs and applications available, the aim of
this research is to gauge whether or not adding a blockchain-based tool is necessary or practical.
An additional aim is to find out if blockchain is a techno-solutionist approach to solving a problem
too complex for any computer code to resolve by itself. Considering blockchain is the most well-
known decentralized storage technology, this paper aims to unpack its uses, pitfalls and benefits
within the context of a global decline in press freedom. The research questions are: What are the
most promising applications of blockchain to protect journalists, if any? More importantly, would
blockchain technology work in practice?

Scholars often say that technology is neither inherently good nor bad, but its evaluation
depends on its application. The same idea applies to whether or not the government, a non-
governmental organization (NGO), or a company using technology to accomplish human rights
endeavors has properly valued its true impact. Techno-solutionism is the oversimplified and overly
optimistic belief that technology is the be-all-end-all for resolving complex societal issues.® For
example, some techno-solutionists argue that self-driving tractors will solve an impending global
food shortage;* blockchain based voting apps will fix broken democracies;® or even that energy-
efficient cars will eliminate climate change.® The idealization of technology and its impacts can
cause great discrepancies between the desired and actual outcomes of utilizing it,” and the
proliferation of tech-buzzwords used in substitution for well-elaborated impact assessments has
shifted the definition of ‘innovation’ to now require some kind of technological aspect.®
Technology certainly plays an important role in today’s challenges, and though its use can
potentially provide targeted solutions, new technology can never be a stand-alone fix. It is
important that those wishing to employ new technologies, especially in human-rights-related
situations, ask these questions: Will this technology be worth the investment? Does a better, low-
tech solution exist? And who will this technology really benefit most? While many technological

3 Seyram Avle, David Li and Silvia Lindtner, ‘Responsible IoT after techno-solutionism’ (Medium, 27 August 2018)
<https://medium.com/the-state-of-responsible-iot-2018/responsible-iot-after-techno-solutionism-cf583e5f9bh9a>
accessed 20 June 20109.

4 Natalie Gagliordi, ‘How self-driving tractors, Al, and precision agriculture will save us from the impending food
crisis’ (TechRepublic, 12 December 2018).
<https://www.techrepublic.com/article/how-self-driving-tractors-ai-and-precision-agriculture-will-save-us-from-the-
impending-food-crisis/> accessed 20 June 2019.

5> Connie Loizos, ‘Voatz, the blockchain-based voting app, gets another vote of confidence as Denver agrees to try it’
(TechCrunch, March 2019) <https://techcrunch.com/2019/03/07/voatz-the-blockchain-based-voting-app-gets-
another-vote-of-confidence-as-denver-agrees-to-try-it/> accessed 20 June 2019.

® Meghan L. O'Sullivan, ‘Technology & Ideas: If All Vehicles Go Electric, That’s Just Step One’ (Bloomberg
Opinion, 14 January 2019) <https://www.bloomberg.com/opinion/articles/2019-01-14/electric-vehicles-are-just-one-
step-to-address-climate-change> accessed 20 June 2019.

" Christo Sims, Disruptive Fixation: School Reform and the Pitfalls of Techno-Idealism (Princeton University Press,
2017) pages 51-59.

8 Oren Levine, Director of innovation for the International Center for Journalists side-event (Speech at RightsCon,
12 June 2019).



innovations or applications have roots in good intentions, relying on technology to be a silver-
bullet solution will only lead to lost time, money, and resources.®

Blockchain has been a buzzword in newspaper headlines, executive boardrooms, university
centers for innovation, and also within the human rights community in recent years. Conclusively,
blockchain is useful for three types of uniquely attributable applications: ensuring tamper free
evidence; decentralization from a single authority; and the transparency of data flow. Projects
focused on achieving those aims should consider blockchain, while all other projects should not.
These applications could be useful in protecting journalists’ work and potentially journalists
themselves by permanently and transparently logging security breaches, decentralizing control
over stored and shared information, and securely localizing journalists in distress. Furthermore,
smart contracts could be used to establish a journalistic version of a 'last will and testament’
(hereafter referred to as a Will), which would ensure the flow of valuable information in dire
circumstances. The suggestions proposed by the author in Parts 4 and 5 are positioned as particular
solutions for specific problems facing a targeted group, but these suggestions are by no means
autonomous nor are they implying that the need for grander societal changes are irrelevant.

Part 1: Journalists’ under attack — in both the physical and digital spheres
1.1 Targeting journalists

Journalists face mortal threats daily in the course of their investigations, and often
become targets for assassination, over a variety of motives. For example, consider:

e drug traffickers kidnapped and murdered Padl Rivas Bravo, a photojournalist for
Ecuadorian daily EI Comercio, along with journalist Javier Ortega and driver
Efrain Segarra;

e criminals with concealed identities abducted Musa Abdul Kareem of the Libyan
newspaper Fasanea;

e an unknown individual shot and left Jefferson Pureza Lopes, a radio presenter in
Brazil for dead in his living room;

e Jan Kuciak, an investigative journalist for the Slovakian news website
Aktuality.sk, and his fiancée Martina Kusnirova were also found murdered in their
home, sparking mass protests;

e aman walked into the Capital Gazette newsroom in Maryland with a shotgun,
killing Rob Hiaasen and four other journalists (the perpetrator himself a
disgruntled former subject of the paper’s articles);

e an assassin shot Leslie Ann Pamela Montenegro del Real, a YouTuber and online
news publisher, at the restaurant she owned,

e one of the most egregious examples of violence against the press in recent history
was the suicide bombing that killed at least nine journalists in Afghanistan,
including Maharram Durrani, a producer at Radio Azadi.

% Satvik Shukla, ‘Get to Know Berkman Klein Fellow Dragana Kaurin’ (Berkman Klein Center for Internet &
Society at Harvard University, 5 February 2019) <https://cyber.harvard.edu/story/2019-02/get-know-berkman-
klein-fellow-dragana-kaurin> accessed 20 June 2019.
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The above list,° courtesy of The Guardian, pays tribute to several of the over seven dozen
journalists assassinated in 2018. Locating a safe working environment as a journalist is more
difficult now than ever. Today, journalists are warned to take extra precautions while covering
protests and elections. The U.S. Press Freedom Tracker finds that newsworthy events with large
gatherings of people—formerly neutral grounds in the United States—are now ‘hot zones’ for
attacks. This intrinsically states that the media is no longer safe, not only in its own right, but also
alongside the activities of citizens expressing their freedom of expression or assembly.!?
Journalists working in unsafe-for-press zones such as Mexico are warned that, statistically, their
own homes are the most dangerous places for them to be.*?

At least 702 professional journalists were murdered over the past decade, with an additional
62 journalists reported missing according to Reporters Without Borders (RSF).12 The International
Federation of Journalists confirmed that at least 88 journalists and media workers were
assassinated in 2018, which is a double-digit increase from the year prior.* Approximately 61%
of those 702 journalists previously mentioned were deliberately killed due to the content of their
investigations, proving that journalists—not just those operating in conflict zones—are at a greater
risk, merely because of their profession.!® In fact, nearly half of 2018 s media fatalities occurred
in countries at peace.'® Incarceration of journalists is also up by 7%, with a total of 348 journalists
currently detained in connection with their work.1” China, Turkey, Egypt, Iran, and Saudi Arabia
combined are imprisoning more than half of the world’s detained journalists.'® These statistics do
not include the reported and unreported incidents of torture, intimidation, harassment, and
censorship of the press.

1.2 The importance of press freedom
These assaults on the press are not only an offense against the individual right to freedom

of expression, but they more potently infringe upon the right to information, further denying the
public access to facts they have a right to know, as stipulated under Article 19 of the International

10 Aamna Mohdin and Bibi van der Zee, “'Killed for speaking the truth': tributes to nine journalists murdered in
2018’ The Guardian (London, 5 December 2018) <https://www.theguardian.com/media/2018/dec/05/journalists-
murdered-khashoggi-kuciak-panama-papers> accessed 13 May 2019.

1U.S. Press Freedom Tracker, ‘All Incidents’ (2019) <https://pressfreedomtracker.us/all-incidents/?search=protes>
accessed 13 May 20109.

12 This was a closed workshop that took place at the Club de Periodistas in CDMX on March 27, 2018. The event
name was “Acciones de fortalecimiento para la prevencion de agresiones en medios” run by USAID and the
OHCHR.

13 RSF, ‘Worldwide round-up of journalists killed, detained, held hostage, or missing in 2018’ (2019) 1-24.
<https://rsf.org/sites/default/files/worldwilde_round-up.pdf> Accessed 13 May 2019.

14 Al Jazeera, ‘Number of journalists killed on the job in 2018 rises’ (30 December 2018)
<https://www.aljazeera.com/news/2018/12/number-journalists-killed-job-2018-rises-181231021858196.htm|>
accessed 13 May 2019.

BRSF (n. 13) 7.

16 According to RSF numbers. Section 3.3. ibid 10.

7 ibid 13.

18 ibid 14.
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Covenant on Civil and Political Rights (ICCPR).*® Depriving society of quality journalism
inherently reduces governmental accountability, and human rights NGO Article 19 explains that,
“Stories that people would literally kill to suppress are often the most important for the public to
know. They detail organized crime, conflict, environmental degradation, corruption; the journalists
on these beats play an essential role in society.”? International human rights treaty bodies have
further stipulated that the right to information plays a critical role in the enjoyment of other basic
rights, such as: the right to privacy; the right to take part in public affairs; the right to a fair trial;
the right to life; and numerous social and economic rights.?

Quality journalism is critical for democracy and transparency, as well as combating
corruption. The role of journalism is to seek truth, and a republic needs truthful information in
order to function.?? Journalism is also a check on those in power, bringing to light critical issues
that go unnoticed or are purposefully suppressed. In particular, the media is crucial in uncovering
human rights violations, such as: The Dallas Morning News’ reports on thousands of sick and
disabled citizens who were denied life-sustaining medicine and their right to health; PBS
uncovering the labor trafficking of migrant children working on egg farms in the United States,
which highlighted the importance of children's rights; ProPublica’s investigation of two men’s
wrongful convictions, pushing for the right to their fair trial.?® Furthermore, the press is an
instrument for collecting and disseminating impartial information and without it, corruption is left
unbridled.?* The Panama Papers grew out of reporting that uncovered secret financial havens for
wealthy and powerful figures across the globe, and the investigations the International Consortium
of Investigative Journalists sparked had the result of revealing $1.2 billion in back-taxes and
penalties owed to governments and the general public.?®

Both French and American revolutionaries established freedom of the press as a basic right
in the founding of their democracies. The United States Constitution, given life by a nation that
claims to be one of the strongest proponents of freedom of expression, embodies anti-corruption
principles, rooted in a system for the separation of governing powers, but also in an empowered

19 OHCHR, ‘International Covenant on Civil and Political Rights’ (adopted 16 December 1966, entered into force
23 March 1976) 999 UNTS 171 (ICCPR) <https://www.ohchr.org/en/professionalinterest/pages/ccpr.aspx> accessed
15 May 2019.

20 Article 19, ‘UN must translate words into action on journalists’ safety’ (20 September 2018)
<https://www.article19.org/resources/un-must-translate-words-into-action-on-journalists-safety/> accessed 13 May
20109.

2l Maeve McDonagh, ‘The Right to Information in International Human Rights Law’ (March 2013) 13(1) Human
Rights Law Review <doi:10.1093/hrlr/ngs045> accessed 13 May 2019.

22 Dan Rather and Elliot Kirschner, What Unites Us: Reflections on Patriotism (Kindle edn, Algonquin Books of
Chapel Hill 2017) page 26.

23 Harvard Kennedy School Shorenstein Center on Media, Politics, ‘2019 Goldsmith Prize Finalists: Shorenstein
Center Announces Seven Finalists for 2019 Goldsmith Prize for Investigative Reporting; Marty Baron to Receive
Career Award’ (6 February 2019) <https://shorensteincenter.org/2019-goldsmith-prize-finalists/> accessed May 23
20109.

24 OECD, ‘The role of media and investigative journalism in combating corruption’ (27 March 2018) pages 16-18
<https://www.oecd.org/corruption/the-role-of-media-and-investigative-journalism-in-combating-corruption.htm>
accessed 23 May 2019.

% International Consortium of Investigative Journalists, ‘Panama Papers Helps Recover More Than $1.2 Billion
Around The World’ (2019) <https://www.icij.org/investigations/panama-papers/> accessed 23 May 2019.

12



free press.?® The First Amendment explicitly prioritizes freedom of the press alongside freedom of
speech, insinuating that the ‘press’ plays a separate yet important role in the functionality of a
corruption-free democratic republic.?” Wiebke Lamer argues that press freedom is more important
than free speech, as the press serves as a quasi-political institution, a source of information and
context and a social glue that holds communities together.?® Press freedom is distinct from an
individual’s right to freedom of expression, in that the press has the power of mass distribution as
well as being an organized accountability mechanism. Thus, the impact of the press on society is
more influential than the average individual opinion or expression.?°

Specific cases supporting the importance of freedom of the press can be elucidated from
domestic and international law. The U.S. case of People v. Croswell in 1804, permitted the ‘truth’
to be a reasonable defense against libel accusations, laying the groundwork for other historical
cases that protect freedom of the press as an engine for informed, accountable governance. United
States Supreme Court cases such as Near v. Minnesota, New York Times v. Sullivan, Curtis
Publishing Co. v. Butts and AP v. Walker, New York Times v. United States, and Nebraska Press
Association v. Stuart position the press as a critical megaphone for truth, regardless of a subject’s
job title or political standing, or the government's desire for censorship based on claims of
defamation or national security.®® The European Court of Human Rights (ECtHR) also established
the importance of preserving several important aspects of journalism, including: journalists’
sources in Goodwin v. the United Kingdom; journalists’ access to public or official documents in
TASZ v. Hungary; whistleblowers in Gujav. Moldova; and the right of newsgathering in Dammann
v. Switzerland. Part of the journalistic process requires that the government does not surveil
investigative journalists, a principle which ECtHR3! has also discussed. More currently, this
principle came under fire in Germany with the Bundesnachrichtendienst (BND) law which permits
Germany’s intelligence agency to spy on foreign journalists. An alliance of NGOs and journalists’
associations are currently fighting the law with a lawsuit, coupled with the No Trust, No News
initiative.*? Finally, the European Court reiterated the State’s positive obligation to “create a
favourable environment for participation in public debate by all the persons concerned, enabling
them to express their opinions and ideas without fear” with cases relating to violent attacks against
journalists in Uzeyir Jafarov v. Azerbaijan and Huseynova v. Azerbaijan.®? Judicial bodies have

% Zephyr Teachout, ‘The Anti-Corruption Principle’ (2009) 94 (2) Cornell Law Review
<https://scholarship.law.cornell.edu/cgi/viewcontent.cgi?article=3123&context=clr> accessed 23 May 2019.

27 Peter Greste, ‘The Case For A Media Freedom Act’ (Alliance for Journalists’ Freedom, 5 February 2019)
<https://www.journalistsfreedom.com/case-for-media-freedom-act/> accessed 23 May 2019.

28 Wiebke Lamer, Press Freedom as an International Human Right (Kindle edn, Palgrave Pivot 2018) 17-41.

2 ibid 40-41.

30 Bill of Rights Institute, ‘Freedom of the Press’ <https://billofrightsinstitute.org/educate/educator-
resources/landmark-cases/freedom-of-the-press/> accessed 23 May 2019.

31 Rachel Oldroyd, ‘The Bureau wins landmark press freedom case at the European Court of Human Rights’ (The
Bureau of Investigative Journalism, 13 September 2018) <https://www.thebureauinvestigates.com/stories/2018-09-
13/bureau-wins-case-to-defend-press-freedom-at-the-european-court-of-human-rights> accessed 21 May 2019.

32 No Trust No News, ‘We have filed a lawsuit against the BND Law’ (2018) <http://notrustnonews.org/?lang=en>
accessed 21 May 2019.

33 Dirk Voorhoof and others and Tarlach McGonagle (Ed. Sup.), Freedom of Expression, the Media and Journalists:
Case-law of the European Court of Human Rights (2017) IRIS Themes 3, European Audiovisual Observatory 351
422

<https://rm.coe.int/freedom-of-expression-the-media-and-journalists-iris-themes-vol-iii-de/16807¢1181> accessed
24 May 2019.

13



continually reaffirmed that freedom of the press is important to a democratic society, and it can
strengthen the rule of law.

Yet, justice systems seldom resolve individual crimes against journalists, suggesting
murder to be a viable solution for perpetrators that do not want journalists to leak incriminating
stories or allow sensitive investigations to continue. The ratio for global impunity leaves nine out
of ten of these crimes unsolved and without consequence, which compounds the violent acts and
contributes to their recurrence.®* On the International Day to End Impunity for Crimes Against
Journalists in 2018, Audrey Azoulay, Director-General of UNESCO, noted that “it is our
responsibility to ensure that crimes against journalists do not go unpunished. We must see to it that
journalists can work in safe conditions, which allow a free and pluralistic press to flourish.”3> Her
remarks coincide with a steadily increasing journalist-mortality rate, which has been on the rise
since the start of this millennium. Relatedly, the murder and impunity rates correspond with an
expected decline in healthy media coverage, which factors into an ongoing ‘global slump’ in press
freedom. 3

1.3 Using technology against journalists

The spread of malware creates greater risk for journalists to be susceptible to cyber-attacks,
putting both journalists and their sources “increasingly at risk of identification, prosecution, and
persecution by powerful entities, threatening efforts in investigative reporting, transparency, and
whistleblowing.”®’ In Mexico, for example, there were reports of the government using advanced
spyware to collect information on prominent journalists and human rights activists.8 Specifically,
a software called Pegasus infected the cellphones of some of Mexico’s most famous journalists
and lawyers. Pegasus is capable of reading text messages, hacking the phone’s camera and
microphone, tracing and recording calls, keystroking passwords, tracking the location of the
phone, and gathering sensitive information from its applications. These activists were either
involved in investigations related to cartel activity® or researching the infamous case of 43 missing
students who mysteriously disappeared after encountering the police.? Pegasus was sold to the

34 Elisabeth Witchel, ‘Getting Away with Murder’ (CPJ, 2018) 3 <https://cpj.org/reports/2018/10/impunity-index-
getting-away-with-murder-killed-justice.php> accessed 13 May 2019.

35 International Programme for the Development of Communication, <2018 DG Report on the Safety of Journalists
and the Danger of Impunity’(UNESCO, 2018) CI-18/COUNCIL-31/6 REV.2
<https://unesdoc.unesco.org/ark:/48223/pf0000265828> accessed 15 May 2019.

3 Freedom House, ‘Freedom of the Press 2017: Press Freedom's Dark Horizon’ (2017)
<https://freedomhouse.org/report/freedom-press/freedom-press-2017> accessed 15 May 2019.

37 Susan E. McGregor and others, ‘Investigating the Computer Security Practices and Needs of Journalists’
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Mexican government by the Israeli cyberarms company NSO Group.** A recent DNS Cache
Probing study uncovered that the spyware was sold to operators in 45 different countries,* and
that journalists were frequently on the list of targeted actors. Citizen Lab researchers have also
found that Pegasus was involved in Saudi Arabia's intricately organized murder of journalist Jamal
Khashoggi in 2018.43

Other examples of government surveillance of journalists include the United States Justice
Department’s covert collection of journalists’ phone records and investigations,* the French
government’s illegal interception of phone records from Le Monde reporters,* the British
intelligence agency GCHQ’s monitoring of journalists’ emails,*® and the State-sponsored hacking
of journalists for pervasive surveillance in China.*’” For example, the Chinese government created
a fake survey embedded with malware and sent it to the employees of a Beijing-based news office,
which they then used to track 10 of the office’s employees.*® Germany,*® Russia,*® and Israel®! all
have similar incidents on record of using invasive technology to spy on foreign journalists. Most
recently, the U.S. government was secretly logging a database of activists and journalists that
worked in relation to the 2018 ‘migrant caravan’ of refugees traveling from Central America
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towards the United States, placing alerts on these media employees’ passports and ordering further
scrutiny in their interrogations.>2

Susan McGregor notes that many journalists are illiterate when it comes to cybersecurity
protections and the use of secure applications for media-related communication.>® She suggests
that journalists are overwhelmed by the frequency of technological updates on which apps are the
most secure to use in the field, just to give one example. Not only are new applications constantly
in development, but cybercriminals are creating fake versions of these supposedly liberating
circumvention tools. For example, Simurgh is a proxy tool used to overcome censorship in Syria
and Iran; however, a fake and trojan-ized version was also developed so governments could
identify potential users. False recreations of digital safety and security tools like Tor and FreeGate
are also in circulation,> which shows how difficult it is for journalists to stay one step ahead of
phishing schemes and hackers, as well as their own governments.

Simurgh 1.20 beta

Welcome to the Simurgh Installation!

This setup program will install Simurgh on your computer, Click
Cancel if you do not want to install this application, Click Next to
continue the installation,

WARNING: This program is protected by international copyright
law and treaties,

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe civil and criminal penalties and
will be prosecuted to the maximumn extent of the law.

‘ Next > ) [ Cancel ]

Figure 1: Display of the real Simurgh (left) compared to the fake Simurgh (right) which actually
contains malwaress

1.4 A familiar paradox of State accountability
While there have been advancements in terms of overall visibility for the issue of violence

against journalists, more favorable jurisprudence in international human rights courts, and new
measures have been adopted from regional human rights bodies,* aggressions against journalists

52 Esha Bhandari and Hugh Handeyside, ‘The Government Is Detaining and Interrogating Journalists and Advocates
at the US-Mexico Border’ (ACLU, 7 March 2019) <https://www.aclu.org/blog/free-speech/freedom-
press/government-detaining-and-interrogating-journalists-and-advocates-us> accessed 16 May 2019.
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expression stating that journalists cannot be criminally charged for defamation. The European Court of Human
Rights ruled in favor of journalists in 2018, in lvashchenko v. Russia stating the governments cannot make copies of
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continue to occur faster than any established procedure can manage to fix. At the
intergovernmental level, the United Nations Plan of Action on the Safety of Journalists and the
Issue of Impunity provides a framework for UNESCO to guide the United Nations’ activities
concerning improving safety for press on the ground.5” Meanwhile, the Office of the United
Nations High Commissioner for Human Rights (OHCHR) monitors the situation of journalists
working around the world, reports on violations committed against the press and makes
recommendations on their behalf in accordance with international human rights laws.
Perplexingly, UNESCO and the OHCHR, which are both entities within the same overarching UN
system, follow different standards and classifications concerning the monitoring of journalists, and
even produce different statistics on those that are missing or assassinated—which metaphorically
highlights a larger global misalignment on the realities of this issue.

The Human Rights Council’s non-binding Resolution 33/2, which was adopted in 2016,
pushes for States to better prevent attacks, protect journalists, and prosecute offenders, while
protecting the journalistic process in law, policy and practice.®® A long list of countries led and co-
sponsored the Resolution, some of which are now among the greatest offenders against press
freedom—such as Brazil, Mexico, Honduras, Russia, and Yemen.%® Without heavy-handed
consequences, elected officials continue to reap the benefits of impunity for crimes against the
press. The work of the United Nations is critical for amplifying attention to the need for press
freedom, and it is pushing a multilateral approach to solving the current problems, yet there is little
evidence to show that the mechanisms currently in place will be able to reduce the frequency of
violence against journalists, or diminish the impunity rate.

The Resolution also recognizes that State actors, though not the only perpetrators, are often
involved in attacks against journalists,®® and many high-level elected officials around the world
perpetuate a culture of criticism and violence against journalists by feeding a vicious anti-media
narrative. Inthe thick of corruption, overreaching surveillance and a tightened grip on media, many
more journalists are working in an environment where they cannot rely on the State for protection;
the number of countries considered ‘safe’ for journalists also continues to decline.®* In fact, many
government-run protection programs fail to properly execute their functions,? with Mexico being
a prime example. Recently, Rafael Murta Manriquez® was killed under the watch of Mexico’s

resolution 3/2018, which contained measures to expedite the processing of requests for precautionary measures
regarding the safety of journalists. OHCHR, Safety of journalists: Report of the United Nations High Commissioner
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Federal Mechanism for the Protection of Human Rights Defenders and Journalists, as were Pedro
Tamayo Rosas,®* Jesus Eugenio Ramos Rodriguez,% and others.

As the journalism industry leans more on freelance writers, photographers, and
videographers for content, more media workers will station themselves in the field and operate
entirely on an “at-your-own-risk” basis. Amid a “post-industrial capitalist desire for flexibility and
dexterity in staffing” as well as journalism’s current need to adapt to the digital revolution of news,
the number of freelancers is growing quickly, relative to the overall amount of employed
journalists.%® Freelance journalism by definition is “a person who works as a writer, designer,
performer, or the like, selling work or services by the hour, day, job etc., rather than working on a
regular salary basis for one employer.”%” Without a full-time employment contract, freelancers are
not likely to receive oversight benefits or safety evacuations from any particular company or news
outlet, hence why local freelancers often receive the most threats and endure the vast majority of
murders, imprisonments and abductions.® The number-one item on the list of Freelance Journalist
Safety Principles from the Columbia Journalism School is: “Before setting out on any assignment
in a conflict zone or any dangerous environment, journalists should have basic skills to care for
themselves or injured colleagues.”® This principle demonstrates the necessary assumption that
journalists must always prepare for physical harm, as most environments are dangerous for media.

Even big-name news organizations that send journalists to conduct investigative reports
are unable to guarantee safety. On May 14, 2019, Greek CNN Reporter Mina Karamitrou's car
was destroyed by a bomb.” On October 2, 2018, Washington Post columnist Jamal Khashoggi
was assassinated by a team of Saudi Arabian agents inside the Saudi consulate in Istanbul.”
Myanmar detained Reuters journalists Wa Lone and Kyaw Soe Oo for 18 months in prison and
the two were finally released in May 2019.7? Those that are killing journalists know that knowledge
is power,”® and more often than not, perpetrators equate killing journalists with killing the stories
they cover. Many times, when journalists are murdered, critical evidence also dies with them—
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which makes destruction of this evidence another principal motive behind these crimes. In
situations where the State is unwilling or unable to fulfil its obligation to protect the press—which
includes both freelancers and mainstream news media—technology may be a necessary tool to
better equip journalists for an increasingly hostile news environment.

1.5 Trials and tribulations of technology

As States, extremist groups, and other human rights offenders use technology for offensive
attacks, journalists must better integrate equally, if not more, sophisticated technical defensive
strategies into their workflow. However, typically only seasoned reporters with full-time positions
at international media houses carry SOS locators and satellite phones. Those that cannot afford
such expensive equipment rely on traditional smartphones, email, or social media for their
everyday workload.”* “The needs for security tools that journalists around the world have are vast
and diverse,” writes Mexican journalist Javier Garza Ramos. In 2016, Garza Ramos found that
60% of journalists (from a sample size of 154) do not regularly use digital security tools to protect
themselves.”™

Digital security for journalists can refer to a combination of encryption strategies, geo-
tracking, or circumvention routers.’® “Cryptography shifts the balance of power from those with a
monopoly on violence to those who comprehend mathematics and security design,” states Jacob
Appelbaum, activist and core member of the Tor project.”” Surveys show, however, that device,
file storage, and communication encryptions remain scarce. Only around 30% of professional
journalists use encrypted communications between colleagues and sources, only 17% have
encrypted their laptops, mobile phones and tablets to avoid searches,’® and the vast majority are
not visually obscuring their collected information (i.e. blurring photos or videos).” Respondents
also claimed to use Google Drive or Dropbox as “encrypted tools” for storing and sharing files,
unaware that neither platform used any actual encryption at the time. McGregor notes that it is
imperative for the technology community to protect media by understanding “the practices,
constraints, and needs of journalists, as well as the successes and failures of existing tools.”® An
entirely secure and consolidated tool, made specifically for journalists to store their work, log
security breaches, or track their location without fear of government surveillance or hacking, has
yet to exist.

In 2012, Amnesty International, Google, The Engine Room and Frontline Defenders began
developing an app called ‘Panic Button,” that would function as an alert system for human rights

74 Javier Garza Ramos, ‘Journalist Security in the Digital World: A Survey Are We Using the Right Tools?’ (CIMA,
March 2016) 3 <https://www.cima.ned.org/resource/journalist-security-in-the-digital-world/> accessed 18 May
20109.
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defenders in danger.8' An activist could activate an SOS signal from their phone, which the app
would relay to a trusted inner circle of contacts for someone to take appropriate action. After five
years of iterations and development, the collective decided to cease support for the project, citing
three main reasons for the discontinuation: lack of funding for sustainable maintenance, inability
to resolve a major technical issue with false alerts, and lack of human resources in order to sustain
engagement with users.®2 However, the suspension of this project is not a testament to its lack of
worth. The location of a journalist or human rights defender in distress is likely the most valuable
piece of information for those intending to come to his or her aid.

In 2015, the International Women Media Foundation (IWMF) launched a similar initiative
called Reporta, which is a freely downloadable app aiming to serve the same alert system function
as Panic Button. Elisa Lees Mufioz, executive director of IWMF, stated in the Reporta press release
that “Now more than ever, it is critical to equip journalists with a free tool to help them stay safe
and best positioned to continue to tell the significant stories of our time.”®3 Reporta would send an
email with the journalist’s location to his or her ‘trusted emergency contact’ if he or she failed to
check in at a predetermined time. The email message could also include a photograph, video or
voice recording. After a failed check-in, the app would automatically lock and could only be
reactivated with a code sent to the listed contact. Within a few days of the app’s release, however,
the security community launched criticism at the app, stating that the device can just as easily be
used by actors with malintent, because the sensitive information collected on the IWMF server is
a likely target for hackers. This assumption is proven true when one visits the Reporta.org
webpage; the following message appears:

W This Connection Is Not
Private

This website may be impersonating
“reporta.org” to steal your personal or
financial information. You should go
back to the previous page.

Show Details Go Back

Figure 2: Text displayed when attempting to visit Reporta’s website®
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Those seeking out journalists are aware of the applications and information platforms that the press
uses to protect itself. The site Periodistas en Riesgo (Journalists at Risk), which monitors violence
against journalists in Mexico and provides safety updates, is also a victim of malicious tampering.
When visiting periodistasenriesgo.com, the web browser again indicates an alert of foul play (see
image below). Thus, hacking should be a principal concern for those developing safety-centric
applications. If a journalist cannot trust the website, it is not very likely that they will also trust the
actual application or service.

Warning: Potential Security Risk Ahead

Firefox detected an issue and did not continue to www.periodistasenriesgo.com. The website is either
misconfigured or your computer clock is set to the wrong time.

It's likely the website’s certificate is expired, which prevents Firefox from connecting securely. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

What can you do about it?

Your computer clock is set to 5/15/19. Make sure your computer is set to the correct date, time, and time zone in
your system settings, and then refresh www.periodistasenriesgo.com.

If your clock is already set to the right time, the website is likely misconfigured, and there is nothing you can do to
resolve the issue. You can notify the website’s administrator about the problem.

Learn more.

Go Back (Recommended) Advanced...

Report errors like this to help Mozilla identify and block malicious sites

Figure 3: Text displayed when attempting to visit Periodistas en Riesgo’s website®®

Journalists must be able to trust the tools that they use, in order for sources in turn to place
trust in the press; that their identity and information will be kept secret. Confidentiality is key to
journalists’ ability to investigate, and many types of private search engines, encrypted messaging
apps, VPN providers, and add-ons exist as a means of enhanced security for all digital-delvers and
Internet-users alike (see Annex 1). The NGO Canadian Journalists for Free Expression encourages
journalists to “Explore the list [of tools/applications] below—but don’t limit yourself to these. Do
some research to find the ones that best suit your needs.”® As platforms change, stagnate, or fail,
journalists need to continually research which aids are the most trusted—TrueCrypt has now been
replaced by VeraCrypt, for example.®” Understanding how to best keep oneself technologically
safe requires significant time and attention, and has become a job requirement that runs parallel to
the true work of journalism itself.
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Also on the list of protective technology is an app called Umbrella, which is a much-needed
security literacy platform that guides the user through critical lessons on password protection, data
security precautions, proper incident response, emergency support numbers and more. The
application can disappear from the phone screen when the user quickly shakes the device back and
forth, which can be very useful during situations where a journalist becomes vulnerable due to his
or her profession—while crossing borders or during protests, for example.® The dashboard also
displays safety and security alerts from UN bodies, notifying users of floods or earthquakes,
protests or riots. Umbrella is helpful as an educational tool for journalists aware of their own need
for improved security in a digital world. The International Center for Journalists attempted to
create a similar risk assessment app, called Salma, which scores a journalist based on their current
security risk level and provides suggestions as to how they could improve.® Salma, however, has
not gained as much traction, and some have criticized it as a bare-minimum solution for proactive
self-protection.
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Figure 4: Screen display of the Umbrella application®®

Investing in journalists’ safety is increasingly necessary for press organizations, and taking
advantage of technology’s capabilities is an avenue surely worth exploring. “Journalists have
become more vulnerable not only while on assignment in dangerous places, but also in their daily
routines, at home, in the newsroom, or on the road, as digital surveillance increases,” notes Garza
Ramos.®* Any technology put towards this cause will require an extensive process of trial and
error, but each attempt provides more insight into which tools are most valuable. One such
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technology that deserves examination is blockchain. Though not a cure-all elixir for every
journalist’s digital ailments, blockchain technology could be a dependable tool for avoiding foul
play throughout the journalistic process, if applied and used properly. The journalism industry has
displayed a vested interest in blockchain for various reasons (to be further explained in Part 3), but
there has yet to exist academic research concerning the viability of a blockchain-based platform
for protecting journalists in the field and streamlining judicial processes to combat impunity.

Part 2: Introduction to blockchain

“Blockchain is quickly becoming one of the most important emerging technologies
since the Internet.”
—Brian Forde, Director of Digital Currency Initiative, MIT Media Lab

“Blockchain technology has the potential to revolutionize industry, finance, and
government—a must for anyone interested in the future of money and humanity.”
—~Perianne Boring, Founder and President, Chamber of Digital Commerce

Blockchain, like the Internet, is proving to be confusing during its early adoption phase.
Both technologies are variations of a global computer network, a concept that is difficult to grasp
due to its seeming intangibility. The harshest critics argue that blockchain will never be widely
adopted by the general public, or even within businesses, because it is “exclusively for ‘smart’
people within the tech world”, or because its slow lag in computing transactions makes it
inefficient, or that it is a “technology for the rich”—all of which were also arguments against the
widespread adoption of the Internet in 1993 and 1994.% The many parallels between the two
technologies have led early adopters to lean on the unexpected, and at the time unbelievable,
impact of the World Wide Web as a foundation for explaining what blockchain has the potential
to be; “blockchain technology does for trust what the Internet did for information.”®

However, the over-hype around blockchain diminished its credibility within the tech-
world. At the 2019 RightsCon Conference, the annual gathering of expert practitioners for a
summit on human rights in the digital age, there was a panel entitled “If you keep suggesting
blockchain, I swear to God I'll f---ing scream.”®* The panelists discussed the over-application of
blockchain, adding that the tool should not be seen as a simple solution for complex development
and humanitarian issues. Based on blockchain’s actual capabilities and limitations, it should only
be used when it is the proper tool, and the only tool, able to achieve an aim. Opportunity costs for
funding one project over another are always high for human rights organizations, meaning
blockchain would need to be the most viable and economic option in comparison to all others.
Research stated that the following situations are the best applications of blockchain to date:
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ensuring tamper free evidence; decentralization from a single authority; and the transparency of
data flow.%

2.1 What is blockchain?

At its core, blockchain is a new technology that can securely store information without the
need of a centralized authority. Though it was first applied in the financial sector and is primarily
associated with cryptocurrencies, its applications have significantly evolved over the past decade
to include self-executing smart contracts and the development of decentralized apps (DApps)
across many industries, which will be further explained in Part 5.

In 1991, Stuart Haber and W. Scott Stornetta first hypothesized about a system where
document timestamps could not be altered.®® Two decades later, however, a person or group of
people under the pseudonym Satoshi Nakamoto,®’ launched Bitcoin, which became the first real-
world application of blockchain technology.® Since Bitcoin’s unveiling in 2009, tech experts
argue that blockchain developed into one of today’s most significant ground-breaking
technologies, with the potential to impact nearly every industry—from banking to healthcare,
voting to supply chain management, property tendering to education and more.® Blockchain’s
appeal is apparent through its foundational pillars, which are decentralization, transparency, and
immutability; but one of the main obstacles to its practical adaptation is the need for its
demystification. In essence, blockchain is a secure way to verify, store and keep track of data; due
to its properties, it cannot be faked or hacked.%

Blockchain technology is defined as a distributed ledger-based database that disperses data
across a network of participating nodes using cryptographic proofs, removing the necessity for a
centrally controlling entity to hold information. % Instead, streams of information interweave into
a chain of data, and the blockchain becomes more secure as it becomes more complex. Nodes are
defined as individual computers connected to the network.%? Each node receives a copy of the
blockchain, or, in other words, the complete history of the blockchain at hand. This means the
same information can replicate across thousands of independent computers.
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Figure 5: Visualization of blockchain’s properties and characteristics'®

The integrity of the system is maintained through data miners, verifying the same sets of
transactions which consolidate into universally-agreed-upon blocks.'® Each block of records is
encoded with a timestamp, its history, and a unique identifying code called a hash. Independent of
the size of the original file, or the piece of data being stored, hash codes remain the same length
and no two hashes are the same. Each block contains its own hash, as well as the hash of the block
before it, allowing for the two to be linked and the chain of blocks to be subsequently arranged in
chronological order. If a hacker were to try and break into a block, they would need to recode all
other blocks from multiple different nodes all at the exact same time, which is virtually
impossible.1% Breaking one block has an avalanche effect on all other blocks linked behind it on
the chain; therefore, any changes made to one part of the system would be immediately and
permanently visible to the entire node network.

103 Deloitte Blockchain @ Media, ‘A new Game Changer for the Media Industry?” (Deloitte and Blockchain
Institute) 6 <https://wwwz2.deloitte.com/content/dam/Deloitte/za/Documents/technology-media-
telecommunications/ZA_PoV_Blockchain_Media_250817.pdf> accessed 14 May 2019.

104 This process is called Proof of Work (PoW), which requires that miners compete against each other to solve
algorithms, in order to produce a new block for the chain. Miners are incentivized to create blocks with crypto-
payments.

195 The possibility of a 51% attack occurring is discussed later on in this section.
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Due to blockchain’s decentralized nature, no single entity can control what is happening in
the blockchain ecosystem. Therefore, no State or non-State actor can control the information or
reverse an action logged in the blockchain. The peer-to-peer network model eliminates any kind
of authority figure from overseeing the process, rather, individuals on the same plane are
independently verifying a transaction’s ‘truth’. Another key property of blockchain is that it is
open and accessible, meaning anyone with an Internet connection can theoretically engage in
transactions.

Blockchain is entirely transparent, and creates a digital fingerprint that allows one to trace,
track, and authenticate information. At the same time, its use of public and private keys provides
anonymity and privacy. While seemingly paradoxical, the transparency of the technology lies in
its overarching structure; privacy, on the other hand, is kept by means of its complex cryptography
and a stand-in digital signature that hides users’ identities, not unlike a username. For example,
the public ledger would not read “Bob Woodward” sent 3 files to “The Washington Post”. Instead,
it  would read “1MF1bhsFLkB5zz9vpFYEgvwt2dbyct7n”  sent 3 files to
“7183kfndFdbsSftisAjit8395K fhfod3”. See the sample blockchain ledger below.

TxHash Block Age From To Value
16 secs ago X 5090890... )X 3191d 1b.. 0.004741591554641 Ether
16 secs ago E 4faf4l ed... 3aca 0.744767225 Ether
16 secs ago x99bcd75abbac05... x2d42ec ... 0.016294 Ether
16 secs ago x175cd602b2ate7... xd39 k 6fb... 0.01 Ether
16 secs ago x73a065367d111c... 3) 0x01995786f14357... 0 Ether
16 secs ago xa3eb206871 : x8a91 42 s 0.029594 Ether

Figure 7: An example of how the Ethereum transactions are publicly ledgered”’

16 Rosic (n.99).
197 ibid.

26



2.2 What is a block?

Blocks consist of a long string of numbers and letters that are meaningless unless decoded.
The average size of any particular block is around 1 megabyte (MB) of data; bytes being the basic
unit for digital information.% Within each block, there can be any number of transactions that are
grouped together. In Bitcoin blocks, for example, there are an average of 500 transactions.'® In
addition to all of the recorded transactions and data transfers, each block consists of a:

height or version number - which indicates the position of the block on the chain

header hash - the unigue code of the previous block

Merkle root - a data structure which summarizes the content of the block

nonce - a randomized number used to standardize mining difficulty and create the output
hash of the block

timestamp - which marks when the block was created

e output hash - unique code of reference specific to the newly created block; reflects all of
the above information

2.3 What can be stored via blockchain?

Blockchains can store nearly any kind of data, ranging from monetary transactions,
contracts, source code, documents,'® photos, videos, GPS locations, and more. Storing large
amounts of data on blockchain, however, can become expensive. Thus, bit-torrent-based solutions
were developed—such as StorJ and the InterPlanetary File System (IPFS)—that can break down
the file into more digestible pieces and provide a ‘compressed’ hash for storing on the blockchain.
This guarantees that the file is secure, permanently stored, and impossible to tamper with and at a
lower cost.!?

2.4 How does blockchain work?

Once a transaction occurs, it must be verified based on a consensus of the network. For
instance, a source may send a journalist a photograph of a local protest. This transaction is then
listed as a record containing the digital signatures of both parties, meaning neither the source nor
the journalist’s identities are exposed. The photograph itself and the metadata it contains will not
be available for public viewing, as it is encrypted. The record of this transaction then travels to the
network—which consists of many computers that have Application Specific Integrated Circuits
(ASIC) and specialized mining software—to verify the details of the transfer. Once verified, the
transaction is collected into a grouping of other verified transactions in order to create a block of
records, which is also encrypted. This block also gets a unique hash, which would be automatically

108 Blockchain, ‘Average Block Size: The average block size in MB’ (May 2019)
<https://www.blockchain.com/charts/avg-block-size> accessed 19 May 2019.

109 Damien Cosset, ‘Blockchain: what is in a block?” (DEV, 27 December 2017)
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111 Abhishek Singh, Answer * Are there any Altcoins I can invest in 2019 and why? There are too many scams and
it’s hard to find a good one for a long-term investment’ (Quora, 14 March 2018) <https://www.quora.com/How-
would-1-store-digital-documents-on-the-blockchain-rather-than-just-record-transactions> accessed 17 May 2019.
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altered if any piece of information within the block (all of its consolidated records) were to change.
Therefore, if anyone alters the photo in any way, the hash would change. Since each block also
contains the hash of the previous block (for linking it to the chain) altering the photo would unlink
the entire blockchain, by way of a domino effect. However, the chain of blocks is stored on many
computers in the network, and therefore it can be easily restored. As explained by Bernat lvancsics,
“There is no centralized, shared database, and edits can’t be tracked by clicking on an ‘edit history’
button. Instead of rewriting the same page or database, blockchain is cumulative, or in other words,
append-only. It’s not a palimpsest; it’s more like a lot of pages stacked on top of each other in a
fixed order.”''? Thus, the photograph that the source sent to the journalist is protected by
cryptography, and additionally verified by community consensus, before being added to a single,
non-editable public record of data.

While public blockchains allow for any computer to act as a node in the network, private
blockchains require that members of the community hold stakes in the network and establish rules
of operation. Private blockchains can even operate by ratification of a constitution, and violations
of the prescribed rules would eliminate a node from the network. In private blockchains there is a
stronger element of trust, and the network is very tight-knit. Most of the journalistic applications
of blockchains discussed in Part 3 are based on private networks®® where stakeholders are held to
a stricter set of guidelines.
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2.5 What are the disadvantages to blockchain?

The challenges of implementing blockchain are not only technical but also political,
because regulations concerning the use of the technology are far from standardized. Firstly, while
blockchain is freely open and accessible, it is not free or efficient to operate. There is an
infrastructural cost to keep the blockchain running, considering the data miners need to be
compensated for their work, and maintaining a growing blockchain consumes vast amounts of
computational power.'™® A Bitcoin specialist at PwC estimates that Bitcoin’s servers are
consuming approximately 67.33 terawatt-hours (TWh) per year and growing,'® which is a rate
greater than the entire nation of Ireland.'*” By another comparison, Google consumed just 8.03
TWh worldwide in 2017.1*® Another critique from businesses has been blockchain’s inefficient
processing time. Bitcoin or Ethereum can process approximately seven and fifteen crypto-
transactions per second, respectively, while Visa can process approximately 1,700 transactions per
second, decimating the theoretically instantaneous benefit of blockchain’s microtransaction
capabilities.’*® While a business model based on profits is less likely to be a concern of the human
rights community, it does frame important apprehensions related to scalability. Therefore,
blockchain projects that are worthwhile must add a “minimum threshold of viability,” to ensure
they add value beyond what a more traditional technology can provide.*?

Secondly, public blockchain networks came under heavy criticism for illegal trading and
illicit activity. In 2013, the U.S. Federal Bureau of Investigation shut down a platform called Silk
Road, where anonymous buyers were making illegal purchases with Bitcoin.'?* More generally,
government wariness of blockchain has roots in the technology’s nuanced form of digital
governance and consensus, which may impact and call into question established democratic
systems.?? In addition, there is yet to be success concerning international policy standardization,
and there are even inconsistencies at domestic levels. In the United States, the U.S. Securities and
Exchange Commission, the U.S. Commodity Futures Trading Commission, the Financial Crimes
Enforcement Network, and state governments all have “differing and, at times conflicting, policies
related to blockchains and crypto-assets.”*?
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Most importantly, newer blockchains are more susceptible to 51% attacks, which is when
younger blockchains are overrun by attackers that would be able to “prevent new transactions from
gaining confirmations, allowing them to halt payments [or data transfers] between some or all
users.”?* If a person or group controls the majority of the nodes on the network, then they can
interfere with the process of recording new blocks by monopolizing the process. This has taken
place on the Krypton, Shift and Bitcoin Gold blockchains in the past, all of which are
cryptocurrencies, meaning the hackers were likely looking for a heftier financial profit. The only
solution to this problem is having either a robust or completely closed network.?> While there are
many grayscale faults to blockchain that still require elucidation, the dormant benefits are too
promising to completely ignore.

2.6 How is blockchain currently being used?

The Financial Times’ technology reporter Sally Davies explains, “[Blockchain] is to
Bitcoin, what the Internet is to email. A big electronic system, on top of which you can build
applications. Currency is just one.”*?® Cryptocurrencies are the most widely known development
of blockchain realization—Ilikely due to the popularity and newsworthiness of Bitcoin, the original
blockchain based system—but the technology is diversifying quickly. Deloitte surveyed 1,386
senior executives from countries across the world who run companies in FinTech, technology,
media, telecommunications, life sciences, health care, and government, and 53 percent of the
respondents said that blockchain became a “critical priority” for their organizations in 2019.%
Microsoft and Ernst & Young recently deployed a blockchain-based payment system for video
game developers;?® Spotify acquired the blockchain-based startup Mediachain to better handle
copyright and licensing attribution in its music streaming;?°® Starbucks is building a blockchain-
based, fair-trade coffee-tracking platform;*° The Walt Disney Company created Dragonchain, a
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developer platform for enterprises;'3! and Facebook recently launched Libra, a new attempt at a
global currency backed by a financial reserve.'3? Countless startups are still emerging with visions
concerning how blockchain can solve industry-specific problems, and journalism is no
exception.’®® It remains relatively unclear, however, as to which innovations will be the most
sustainable.

More industries have been able to attain blockchain technology due to the creation of
platforms such as the Ethereum Virtual Machine (EVM), which is a blockchain-based system that
provides other developers with the necessary tools to build their own decentralized applications
with a shared memory.*3* The best analogy for Ethereum is that it functions as the iOs or Android
application store; it is the foundation for where other applications can be stored, reviewed and
verified.®*> Anyone can create an app, access it, download it and run it from the store. Since
Ethereum is a blockchain that understands a more general programming language, it works in a
similar way. One can also understand it as a starting point for building something over top of a
pre-established system, as-per the functionality of WordPress for all those that wish to create a
website. The complex coding, cryptography and mathematics are all pre-set, allowing for those
less-versed in programming to adapt to blockchain without becoming lost in technicalities. In the
current blockchain market, 89% of the best-ranked projects are built using Ethereum.3¢ Starting a
blockchain from scratch can take years, and they are very expensive to commission.'3” In 2017,
the average annual income for a blockchain developer was between $150,000-$200,000 USD.%
Thus, the creation of platforms like Ethereum has made blockchain more accessible to human
rights organizations. These platforms reduce, to some degree, the fixed costs required to develop
and maintain a blockchain-based project.

2.7 How is the human rights community using blockchain?

The human rights community is investing in blockchain heavily, to the extent that the
United Nations Office for Project Services (UNOPS) assigned Y oshiyuki Yamamoto to the newly-
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created post of Special Advisor for UN Engagement and Blockchain Technology in 2016.1°
Separately, the newly-established UN Blockchain Group'# pulls interested specialists from the
World Food Programme (WFP), The United Nations Development Programme (UNDP), The
United Nations Children's Fund (UNICEF), UN Women, the UN High Commissioner for
Refugees (UNHCR) and the UN Development Group (UNDG) to propose technologically-charged
solutions for some of the agencies’ most pressing problems. Additionally, the Blockchain
Commission for Sustainable Development!4! came into being in 2017, with a mandate to host an
annual Blockchain for Impact Summit that focuses on incubating a collaborative space; allowing
activists to brainstorm blockchain applications for positive social change.4?

Blockchain-based platforms are already used for the promotion of human rights and
towards the achievement of a variety of Sustainable Development Goals. In 2017, the WFP
partnered with the startup Parity Technologies to provide over 10,000 Syrian refugees with
cryptocurrency-based food vouchers that could be redeemed in participating markets, since most
of the refugees did not have access to a bank account.2*® They have since expanded the initiative,
and now the WFP is using Parity Ethereum to serve more than 100,000 refugees each month.44
In Venezuela, where the national currency is rapidly devaluing, citizens have turned to
cryptocurrencies in order to maintain an adequate standard of living: “Venezuelans have been
using cryptocurrency for years now to protect their capital from inflation. But now with Dash, it
has opened a new window as a means of payment. It is an easy way to receive something that is
stronger than the Bolivar and is within the law,” explained a Dash cryptocurrency co-founder.14
In combining Internet-of-Things (1oT) with blockchain, companies can connect GPS-based
tracking with a public ledger, that shows where goods and services are coming from in real time.
Walmart and Costco are using an Ethereum-based private blockchain to track the fish they sell
from its source, working to ensure that slave labor is not involved in the process. 46 De Beers began
a pilot program for tracking the journey of their diamonds following a UN mandate that requires
an update to the Kimberley Process Certification Scheme, imposing requirements that all diamonds
be verified on the blockchain in order to certify suppliers as conflict-free.14’
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Activists are also using Ethereum tokens (ETH) to practice freedom of expression,
particularly as a means of disseminating information under authoritarian rule. On April 23rd, 2018,
an anonymous activist in China completed a transaction of no value (0 ETH), sending information
to his or herself.1® The transfer contained the text of a letter written by a student at Peking
University, explaining instances of when the school threatened her, due to her attempts to
investigate claims of a professor’s sexual assault. The letter had originally been posted on the
State-owned and monitored social media platform WeChat, but government censors ensured that
all copies vanished from the platform. Because every computer running a full Ethereum node had
the complete history of the blockchain, the letter was replicated across thousands of independent
computers, making it virtually impossible to remove its content from the network. Fighting
censorship is one of the common missions behind startups interested in using blockchain-based
journalism platforms, which will be further elaborated upon in Part 3.

Part 3: Journalism’s current applications and considerations for blockchain

There are many challenges facing the journalism industry today,*° including the need for
greater confidence in media in the age of fake news and post-truth politics. Additionally, the basis
for journalism’s business model has deteriorated since the emergence of the Internet. Public trust
in the media is at an all-time low; exemplified by the fact that a majority of adults in the United
States feel diminished confidence in the media’s ability to report unbiased and accurate news. >
The extensive use of misinformation as a political strategy has confused the public about the
meaning of ‘fake news’, and unsubstantiated allegations have started to target credible news
organizations as an attempt to destroy their credibility. Happening in parallel, both print and digital
media outlets are struggling to find sustainable revenue streams due to readers’ lack of willingness
to pay for content. Many news organizations have yet to find the correct balance between making
content affordable, nuanced and accessible, while at the same time managing operational costs.
The Rocky Mountain News, The Buenos Aires Herald,'®! The Baltimore Examiner, The Kentucky
Post, The Cincinnati Post, and The Pittsburgh Tribune are just a few of the newspapers that have
gone out of business since 2007, while The Minneapolis Star-Tribune, The Boston Herald, The
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Philadelphia Inquirer, Canwest, Canada’s Postmedia,'® the Chilean branch of Grupo Televisa
S.A.'® the South African Broadcasting Corporation (SABC),** and Financial Times
Deutschland,*> have all experienced bankruptcy or near bankruptcy within the past decade, and
these are merely the most renowned examples.% Quality journalism is by no means cost-free, yet
readers have become accustomed to the open-access Internet, forcing more well-known news
outlets with a wide-scale and loyal audience to charge for online subscriptions; to afford to use the
platform and still pay their journalists. Smaller publications are more reliant on advertising,
donations or sponsorship to stay afloat which are options that are becoming less and less
dependable.

Academics, entrepreneurs, and journalists alike pose blockchain as a potential solution to
these problems, and some have invested increasing amounts of energy into discovering if these
newly developed frameworks could be sustainable solutions for their respective industries. In
March of 2019, The New York Times posted a job opening announcing their search for an
experienced innovator in the blockchain space; someone to help “design a blockchain-based proof
of concept for news publishers.”*>” The job description is not particularly clear as to how the Times
would apply blockchain, but a “proof of concept” for a project could be related to the Times’
business model, a truth-seeking initiative, or, perhaps, a completely new idea that has yet to be
discussed publicly.
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Apply with Linkedin
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Job Description

What you'll do
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Figure 9: Screenshot of the job posting published by the New York Times!®®

Also, for seemingly ambiguous reasons, the Chinese Communist Party’s People’s Daily Online
news group partnered with the technology company Xunlei Limited in order to create a blockchain
lab within the People Capital’s Blockchain Research Institute.>® The news site has been called the
“official mouthpiece” of the government, with a circulation reaching approximately 3 million
people. The announcement of the news-tech collaboration noted that the focus would be on
supporting blockchain-based startups, without specifying industry-related goals. These initiatives
may or may not be an explicit sign that journalism is adopting blockchain-based solutions. Perhaps,
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news outlets with enough resources are proactively and precariously taking necessary measures in
order to stay ahead of their competition (be it ideological or business model oriented).

The speculative promise and potential of blockchain as the ‘technology of the future’
remains in flux, in turn contextualizing the fact that many applications of blockchain to journalism
are still in very experimental phases. “Blockchain technology can create both chains of authenticity
and a level of security ... Journalism [is] in a highly distributed world [and] is in need of solutions,”
noted Emily Bell, director of the Tow Center for Digital Journalism at Columbia University. 1%
Despite blockchain’s nascency, there are a few noteworthy initiatives that already exist; the main
categories concerning how interested parties presume blockchain can, or will, intertwine with
journalism are designated within four overarching themes:

Blockchain-based payment systems

Increasing access to quality and verified information

Accessing public data secured in government blockchains

Reduce government surveillance, imposed censorship and better respect for privacy

Eall e

These four categories have the most forthright correlational effects with key human rights
principles, as stipulated in Articles 19 and 23 of the Universal Declaration of Human Rights. 6

Article 19 - Everyone has the right to freedom of opinion and expression; this right
includes freedom to hold opinions without interference and to seek, receive and impart
information and ideas through any media and regardless of frontiers.

Article 23 - (3) Everyone who works has the right to just and favourable
remuneration ensuring for himself and his family an existence worthy of human
dignity, and supplemented, if necessary, by other means of social protection.

3.1 Blockchain-based payment systems - right to a fair wage

Ensuring that journalists and news agencies are fairly compensated for their work has been
a challenge for the industry since the advent of the Internet. CareerCast ranked ‘being a newspaper
reporter’ as the worst job in the United States in 2015,%6? based on poor job security and
diminishing salaries. According to a Pew Research Center report, journalists’ salaries have not
kept up with inflation over the past ten years,*63 and newsrooms are shrinking their editorial staff
as they fight for more revenue to keep papers running. Between 2014 and 2017, approximately
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5,000 media jobs were cut from the market,®* highlighting the trend of mass layoffs taking place
over the past two decades.*6® The startups described below are working to reverse this bleak trend,
while better empowering journalists and newsrooms through turning a more sizable profit and
providing members of the media with just and livable wages.*°

Monetization of viewership is traditionally achieved strictly through advertising, but
blockchain is potentially a method of calculating the value of viewership differently. “An
ecosystem of micropayments, in which everyone pays fractions of a penny for every article they
read, has long been thought of as the holy grail for online journalism, the theoretical future
solution. But there has never been a way to process payments like that in reality—until now,” says
Jarrod Dicker, the CEO of the startup Po.et.'®” Ensuring appropriate compensation for all parties
involved in the creation, accreditation, and distribution of content online is a complex and often
incomplete process, as most of those working in online media do not receive their fair share of
revenue. Po.et is working to implement a system that would allow content creators in media—
musicians, writers, artists, filmmakers, etc.—to earn more by receiving credit each time an
individual simply comes in contact with their work. Dicker, the platform’s founder, is now also
The Washington Post’s vice president of innovation and commercial strategy, and he aims to take
advantage of blockchain’s ability to transparently and permanently log original content by using
its metadata, such as timestamps, copyright and authorship.68 The content’s distribution is then
trackable and linked to micro-transactions, which would mean that instead of charging readers one
larger, upfront fee for an annual subscription, consumers will have the option of pay-as-you-go
micro-payments, made each time they open a link to an article online, within an email, or even on
a social media post. Not all of the content recorded on the Po.et blockchain needs to be shared
publicly, but once shared, the micro-payments would not only be sent to the author but also to the
publisher and the platform from which the reader sourced the material. This ensures that writers
earn fairer compensation for their intellectual property. Additionally, writers, photographers and
videographers could potentially benefit from a constant stream of payment for their work, for as
long as it is publicly available on the Internet, rather than a flat rate per article. While Po.et is a
noble cause, its functionality requires that all institutions involved utilize some kind of token-to-
currency-based system. The robustness of the start-up’s wide-scale adoption will determine how
powerful of a tool Po.et can be.

The platform Snip was also created with the intent of providing writers with additional
income, whereby they can earn SnipCoin (SNIP) in exchange for publishing brief, explanatory
‘snippets’ of news articles. Authors could post concise summaries of news stories and verify
content for audiences to consume information quickly and update themselves on the rapid news
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cycle. Since the snippet summaries appeared on its blockchain-based platform, the content was
then “verified by users rather than by centralized publishers” and authors are rewarded for valuable
contributions because “writers can make legitimate income from generous readers.”%° Poorly
covered news was subsequently de-incentivized. However, earning a more lucrative wage as a
contributor is only possible through mass-participation, and at the close of 2018 the company’s
executives released a statement explaining that Snip'’® had failed to gain enough traction for the
mission to achieve fruition, rendering SnipCoins essentially valueless.*’* Cryptocurrencies (of all
acronyms and abbreviations) infamously experience value volatility as a consequence of their hype
or uncertainty, which is a concern for all crypto-based business models in the making. Snip’s
failure is emblematic of an importunate apprehension towards journalism’s reliance on crypto.

Tackling the job security aspect of journalism, AdChain’? and SocialFlow!"® are startups
that focus on the enhanced distribution and monetization of news media content for publishing
houses.'’* In these applications, blockchain becomes a means of cutting intermediary costs,
bolstering overall readership, and strengthening the financial stability of traditional news
organizations. Businesses spend substantial amounts of time and money on the verification of
marketing and advertising-related data before signing contracts, insisting on operating based on
informed decision-making, and newsrooms are no exception in their dealings with advertising
companies. The due diligence process was born from opacity, but in a more transparent business
environment, news outlets could divert their funds and attention to their core functionality: news
production.

AdChain is a platform that adds transparency to advertising contracts and keeps a public
registry of which news organizations partner with which advertisers, eliminating the need for
costly ad brokers as intermediaries. Instead, the registry keeps track of verified media companies
and vetted ad agencies, relying on the public accountability aspect of blockchain to reduce fraud
in reporting mechanisms. The database stores all of the relevant performance metrics and data
around each advertisement, which can show where the ad is coming from and the number of
genuine impressions—irrespective of bots—providing a confirmed impact report of advertising
campaigns. Thus, the news agencies can make sure that they are receiving the most value for their
advertising dollars, in an attempt to receive more subscriptions. Perhaps more importantly, those
that wish to advertise on a news agency’s platform can obtain irrefutable statistics concerning the
reach and performance of their content, adding credibility to a newspaper’s visibility value for
businesses. The instability of cryptocurrencies likely signifies that newspapers will rely on
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advertising in some capacity for years to come, which is why AdChain and SocialFlow already
entice numerous big names in the media industry.

SocialFlow is working to capitalize on the value of strong readership by rewarding users
for their advertising engagement. The Associated Press, The New York Times, Reuters, The
Washington Post, The Wall Street Journal, the BBC, CBS, NBC, HuffPost, Bloomberg, Al Jazeera
and others, are already working with SocialFlow to algorithmically enhance their social media
presence and increase their digital impression numbers. SocialFlow’s Universal Attention Token
(UAT) launched in 2018; a cryptocurrency allowing readers to access media content online without
encountering paywalls while directly rewarding publishers with data concerning audience
engagement. The SocialFlow business model is comparable to that of Spotify, where users are
given free content until they reach a certain limit and an advertisement airs before more content
can be streamed. In relation to news consumption, readers would start with UAT to ‘spend’ on
viewing articles, mini-documentaries, etc. until their tokens are spent. Watching advertisements or
engaging in advertising-related surveys could replenish UAT, and advertisers then pay publishers
more for stimulating active readers. Reports of which news agencies are actively involved in the
crypto-currency portion of the SocialFlow project are yet to be released, but the greatest barrier to
entry for this type of business model would be consumers’ willingness to educate themselves on
the functionality of tokens like UAT.
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Figure 10: Visualization of Social Flow’s business model*™

3.2 Increasing public access to quality and verified information - right to information

A potentially positive side-effect of a blockchain-based business model could be an
increase in the quality of journalism, due to a reduction in editorial interference and
misinformation. Newly emerging news-dissemination platforms are testing blockchain as a means
of providing citizens with accurate and unexpurgated information, which could impact decision-
making at the local, state or national levels. The following initiatives are rooted in the right to
information, rooted in the understanding that information is empowering.
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All too often, board decisions silence journalists that work to expose the truth, citing
conflicts of interest. Financial dependency on sponsors, donors and advertisers can cultivate a soft
policy of avoiding negative coverage for those they support, which is apparent in the case of both
the Las Vegas Review Journal and The Denver Post. In 2015, Sheldon Adelson, a billionaire with
several business interests in the Las Vegas area, bought the Las Vegas Review Journal. James
Wright, former deputy editor of the Journal, admits that any articles about Adelson or his affiliated
businesses go through an extra review process: “In this review process, things are changed, added,
removed with no explanation as to why, and there is no appeal...There are things done because it
is known that this is the way Sheldon Adelson wants it to read. And it could be something very
minor or it could be something very big.”1’® Similarly, in 2018, a group of Denver Post employees
decided to quit the paper due to the Post’s hedge-fund owners having too much control over its
editorial coverage.t’” The former employees have since created a competing paper, The Colorado
Sun, partially funded by the Civil Media Company’s crypto-business model.*’® The Sun hopes to
participate in the reclamation of journalistic authority, rather than corporate interference, to decide
which stories are told and to provide the public with a less-filtered version of the truth.

The Civil Media Company is making the most jarring moves thus far in the blockchain-
based journalism space and is focused on reviving the definition of quality and credible journalism
through community accountability. The Civil platform directly reconnects news creators to news
digesters and eliminates advertising from its business model; instead, the theory behind the
platform is that readers, journalists, and newsrooms will invest—via Ethereum blockchain-based
token CVL—in assuring that the content shared on the platform is independent, original, and in
accordance with ethical journalism. News agencies, on the other hand, still rely on a hybrid-
sourced income: CVL and advertising revenue.

News organizations can join Civil by purchasing memberships of at least $1,000 USD in
CVL,; once a member, they can permanently archive their content on the Civil blockchain and
accept CVL payments or donations from readers that support the organization. Anyone interested
in upholding the project’s mission can also purchase CVL in order to become a member of the
private blockchain community, and this pool of journalists and critical eyes collectively work to
verify posts on the platform and police contributors’ abidance of the Civil Constitution. Therefore,
rather than giving a parent company or sponsor the choice of what content readers can consume, a
decentralized network of people curates the content. The Civil Constitution is the cornerstone of
this principally self-governing platform, which all community members must agree upon in order
to contribute content. Section 111 of the Civil Constitution outlines:

“Civil is dedicated above all else to the public, which journalism is intended to
serve. Its purpose is to provide citizens with information that enables them to fully
participate in society. Civil seeks to establish the conditions for journalism to fulfill
that purpose with minimal interference from government, commercial pressures, or
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other interests that inappropriately attempt to influence, control or stop the
gathering and dissemination of facts, opinions and ideas in the public sphere
through unjust laws, commercial pressure, intimidation or violence.”"®

If anyone posts content—be it audio, video, illustration, photography, data visualizations,
animations or text—in conflict with the Constitution’s prescribed code of conduct, any member of
the community can challenge that contribution and initiate a voting process, whereby all
community members are able to agree or disagree on whether a piece of content should be removed
from the platform. Therefore, the Civil community acts as a jury on the matter, but there is also an
appeal process where the Civil Council (made up of proven constitutionally conscious journalists)
can reverse decisions if there is extemporaneous cause. A graphic illustration of the Civil model
is shown on the following page.

179 Vivian Schiller, ‘The Civil Constitution’ (Civil) <https://civil.co/constitution/> accessed 24 May 2019.
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Figure 11: Explanatory flow chart of how the Civil Media Company’s platform functions&
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The execution of this idea has proven to be very complicated, yet it is slowly gaining
traction with journalists and publishers alike, including Forbes, '8! Sludge, Popula, the Associated
Press®®? and approximately 100 other newsrooms of various sizes.*®® The proliferation of ‘fake
news’ is partly due to the fact that the writers of falsified stories and disinformation campaign
managers are not held accountable to the public they wrongly influence. In this new system, the
public can directly fight not only disinformation, but low-quality clickbait journalism as well.
Constitutionalizing online journalism emboldens the traditional social contract between news
producers and consumers, in which the media and public work together towards a mutually
beneficial outcome: reduced corruption, greater transparency, upholding the rule of law and good
governance. The Civil Constitution stipulates the rights of media consumers and the
responsibilities of media producers, reinstating the rules of earned credibility.

A blockchain platform solely aimed at fighting fake news has yet to exist; however,
researchers have begun theorizing potential fact-verification frameworks. As discussed in Part 2,
companies are working on blockchain-based supply-chain verification in order to create more
transparency concerning ‘organic,” ‘free trade’ or ‘conflict free’ products, and the same idea is
applied to fact-checking the origins of news. Qayyum and others argue that blockchain has great
promise in revaluing truth in a “post-truth” world; by harnessing blockchain’s ability to carry out
smart contracts,'® decentralized consensus and tamper-proof authentication. 8

Authentication, in this context, refers to checking the legitimacy of a news agency against
lists of fake news sites that purposefully mimic news agencies, while they are simultaneously the
cause of phishing attacks or hoaxes. Proof-of-Truthfulness (PoT) is a potential additional element
of the standardized Proof-of-Work mining method. PoT would require that facts must be verified
by hashes linked in the blockchain. Participating nodes would then be able to easily verify the
source of referenced content, eliminating the possibility of an error message reading ‘link not
found’ for in-text citations. Decentralizing the news would mean that fact-checking groups can
play a more direct role in linking readers to credible articles and archiving falsified stories on a
transparent platform that the government would have no power to delete. Activists, technology
experts and academics can challenge the validity of an article, for the community to review.
Furthermore, altered photo or video content could be more easily traced to the original, which
would help eliminate the pervasive spreading of deep fakes. While images and videos on
blockchain would be cryptographically stored, every interaction with the content is detectable.
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While Civil, or any existing platform, is not modeled off of Qayyum and others’ research,
it does embody some of their proposed verification concepts, including a variation of the Evolving
Reputation Set where all newsrooms are invited to contribute with the understanding that their
‘membership’ in the community is at risk of being revoked with the post of each article. The quality
of newsrooms—as it relates to accuracy, context, and bias—would evolve within a score-based
system.

Blockchain would not likely be able to eliminate fake news all together, because the
original upload would have eternal life. Yet the debunking of fake news would be logged in a
linear and orderly ledger, which is more easily digestible than a multitude of anonymous opinions.
Anonymity is also self-monitored, and experts or newsrooms can expose their credibility scores
when voting to verify content through their digital signatures. Linking content to a verifiable
source coincides with standardizing digital identities, and while it would be far into the future,
theoretically, all news articles could be blockchain verified as legitimate prior to their ability to be
shared on any social media platform.

3.3 Accessing public data secured in government blockchains - improved transparency

The right to information directly relates to the need for operational transparency in
government, and over 100 countries have laws that codify a citizen’s right to an open
government.*8 Since blockchain is based on consensus, it could replace existing social hierarchies
that fog visibility, including corruption and bureaucracy.®’ It also could be useful as a tool to
increase efficiency and accountability in regards to the government's oversight of complex taxation
protocols, federal budget spending, courtroom evidence authentication, tamper proof record
storage for documents such as visas, property ownership, licenses, and more.® Governmental
financial reports, speeches and voting records of elected officials, and even their tweets would be
unassailable and undeletable.'8® All of these documents could be kept for journalists’ investigative
purposes, but also for generations to come—to analyze the impact of the policies and political
discourse of today.

The government of Estonia is one of the first to fully embrace distributed ledger-based
technologies, and in 2016 all 1.3 million Estonian residents’ medical records were secured on the
decentralized Healthcare Registry.'®® Using digital identities, Estonian citizens can access their
records’ activity log on a platform that stores all of their previous documents, showing which
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medical professionals viewed their information and when they did so. The records themselves
remain in databases within the cloud, which is currently the data storage solution for many
governments; the CIA logs their information in Amazon Web Services’ cloud, for example.
Adding a blockchain layer of security on top of the cloud allows for all instances of access to be
traced. This kind of pellucidity allows for citizens to be more in control of what happens behind
closed government doors, or ensure that the digital filing cabinets holding their sensitive personal
information are actually locked. An increase in trust in government processes, as well as State
institutions in general is a major incentive behind uncovering blockchain’s potential, which is one
of the reasons why the European Union Blockchain Observatory & Forum’s Horizon 2020
program will invest €300 million in projects supporting the use of blockchain and policy-related
actions.'®! Over the course of 2018 and 2019, 27 member States signed the Declaration for a
European Blockchain Partnership (EBP) in order to “cooperate on the development of a European
Blockchain Services Infrastructure.”*%? Additionally, in 2018, the National Research Council of
Canada (NRC) launched the first-ever live trial of a public blockchain for the transparent
administration of government contracts.'®® E-governance, using digital tools to help with the
business of governing, is inexorable, yet whether government-created blockchains will help or
hinder watchdog journalism remains a point of contention.

Transparency and freedom of information need greater stature in the hierarchy of societal
importance,'® and the nature of freedom of information requests from journalists will likely
change as more governments adopt blockchain-based transparency initiatives. As lvancsics
hypothesizes, journalists who request public records based in a blockchain from governments will
be at greater risk of exposing the story they are working on. Freedom of Information requests
would be publicly logged, which “could become highly problematic for journalists on the trail of
a story wishing to act covertly before it breaks.”*% Concerning the safety of journalists, many
corruption-infused States could view an individual’s access of an article as a direct threat, which
could set in motion an order for kidnapping or even assassination. The accession of blockchain in
government operability would require that journalists continue to take extreme precaution in
protecting their identities and the identities of their sources.

3.4 Reduce government surveillance, imposed censorship and better respect privacy - freedom of
expression

A function of defending and practicing the right to freedom of speech is for the allowance
of criticism against the government. The First Amendment to the United States Constitution
protects citizens from their government in their expression of these criticisms—the impetus being
the freer the speech the stronger the democracy—and what is considered “speech” has evolved
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alongside technology. Over the past two decades, courts reached a “near consensus” that
“computer code, along with virtually every flow of data on the Internet” is protected as “speech”
as it relates to freedom of expression.®® At the twenty-ninth session of the UN Human Rights
Council in 2015, the UN Special Rapporteur on the promotion and protection of the right to
freedom of opinion and expression, David Kaye, released a report stating that encryption should
also be protected as a means of promoting free speech:

“Encryption and anonymity provide individuals and groups with a zone of privacy
online to hold opinions and exercise freedom of expression without arbitrary and
unlawful interference or attacks. The previous mandate holder noted that the rights
to ‘privacy and freedom of expression are interlinked’ and found that encryption
and anonymity are protected because of the critical role they can play in securing
those rights (A/HRC/23/40 and Corr.1). Echoing article 12 of the Universal
Declaration of Human Rights, article 17 of the International Covenant on Civil and
Political Rights specifically protects the individual against ‘arbitrary or unlawful
interference with his or her privacy, family, home or correspondence’ and ‘unlawful
attacks on his or her honour and reputation’, and provides that ‘everyone has the
right to the protection of the law against such interference or attacks.””%

Alex Gladstein, Chief Strategy Officer for the Human Rights Foundation, notes that there are 4
billion people living under authoritarian rule around the world, and many citizens are reliant on
encryption-based technologies in order to practice free expression without interference from
surveillance States.®® The Russian government is repeatedly trying to access messages within the
app Telegram; the Chinese government is constantly monitoring WeChat; the Brazilian
government once blocked WhatsApp for 72 hours.’®® Tyrannical States are quick to
overcompensate for the kind of liberation that technology has been able to provide critics,
intellectuals and other diverse perspectives.

Journalists’ use of technology needs to progress a step ahead of oppressive rule, beyond
the capabilities of State control, and blockchain is a potential tool to circumvent unwanted
supervision. Mainframe, for example, serves as an operating system (OS) for surveillance-free
communication.??® Those using this blockchain-based program are able to navigate the network
without being monitored, and it hosts applications that are censorship-free. All applications that
run on the Mainframe OS must embody a privacy-focused mission statement and are impossible
for any government to shut down. “The Internet was never meant to be controlled by anyone,”
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explains Neil Bly, vice president of product for Mainframe, “let alone be held hostage by a few.”?%
At its core, Mainframe attempts to offer an unbridled platform that protects citizens from NSA-
esque, nefarious spying and empowers the individual voice, which is why the founders of
Mainframe have directed a call to action towards the journalism industry. Mainframe donated
1,000 ETH to the Freedom of the Press Foundation, which works closely with journalists and
whistleblowers, including Edward Snowden.?®> The donation is coupled with a push for the
Foundation to “explore the potential to combat censorship and data compromise through
decentralized technologies” and Mainframe is also granting “early access to test new features and
functionality of [their] platform,” highlighting the importance of free speech, free press, and
freeing people in a digital age. The most promising outcomes of platforms like Mainframe for
journalists would be uninhibited messaging apps, unmonitored file-storage, or uncensored
bulletins for local, national, or international news agencies.

Some journalists are attempting to use Bitcoin tokens (BTC) as a way to circumvent
government surveillance of their purchases, making it more difficult for actors to geolocate them
through their consumption—i.e. tracking them along the course of their investigations. However,
when dealing with blockchain it is important to know how far encryption and anonymity will go
for protection. Tech-experts have warned human rights defenders that Bitcoin’s node network is
part of a public blockchain, and it only provides identity privacy to a certain extent. While all
transactions use digital signatures, blockchain analytics firms have already emerged, employing
specialists that work to uncover trends in transaction histories and source IP addresses. With the
cooperation of service providers, IP addresses are easily traceable to a person’s real identity. The
Tor browser, as discussed in Part 1, is a tool that journalists should use in conjunction with BTC
in order to hide their IP address while making transactions for greater security.

Part 4: Applying blockchain to journalistic activity in the field

Academic research concerning blockchain and journalism has focused on how distributed
ledger technology can salvage the industry of journalism itself, but prior research has not yet
addressed how blockchain and, more broadly, the decentralization of content, can provide greater
security for those doing ‘press’ jobs. As explained in Part 1, multiple mobile apps were developed
in a targeted attempt to better inform and protect journalists against threats, yet many have been
unsuccessful due to the fact that any single-host institution is susceptible to hacking or
cyberattacks. Additionally, journalists seldom use more broadly-adaptable, cybersecurity-focused
technologies—which can be primarily attributed to usability and design issues—seeing as there is
a disconnect between the tech industry and the needs of the journalistic process.?® While
distributed networks, such as blockchain, are not simple to develop, building a user-friendly
platform that focuses on protecting journalists and their work is a partial solution to the much
grander insecurity issue. Once established and funded, decentralized platforms are operable in any
country and beneficial for journalists of all nationalities, including freelancers working without
dependable corporate or State protection.
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As evidenced by the plethora of tech-based security developments, it is clear that
journalists need a borderless solution for what has become a borderless safety issue. The
Washington Post columnist Anne Appelbaum explains that prior to the existence of the Internet,
censorship or expulsion were the more common means of silencing journalists, but “today, a writer
like Khashoggi, working from abroad, could reach substantial audiences both inside Saudi Arabia
and among the international business and political figures who might determine the success or
failure of Crown Prince Mohammed bin Salman’s reign.”?% Due to the international nature of the
news coverage and information dissemination, the strategies for protecting journalists must also
have a collective multi-State solution. However, considering that nations inconsistently hold one
another accountable for protecting journalists—as per the situation between the United States and
Saudi Arabia—State-independent solutions are needed in place of either non-existent political will
or unenforceable conventions. A technology like blockchain may be able to stand in as a more
dependable means of support, as its decentralized nature ensures that journalists take priority over
State concerns.

Blockchain, however, is not an all-encompassing solution to ensuring journalists are
physically or digitally secure. Rather, it can act as an additional layer of assurance to existing
software and applications, weaving a more reliable safety net for those that risk their lives in search
of the truth. As described in Part 2, the most promising use-cases for blockchain are ensuring that
content is tamper-free, decentralizing content from a single authority, and securing transparency
of data flow. In consideration of these functions, the specific methods of enhancing the safety of
journalists throughout the news gathering process via blockchain are exemplified in the following
applications:

e Secure file storage and sharing of documents, photos, videos, audios, agenda, emails, etc.
e Checkpoint verification
e Logging and sharing digital and physical security incidents

4.1 Secure file storage - using blockchain & bit-torrent?%

In an ideal scenario, any materials collected during an investigation must be completely
secret, sources must be kept private, and the transcripts, photos, videos taken or gathered should
be inaccessible to anyone, except the journalist, throughout the investigative process. The most
common and free way to store material is on cloud-based networks (such as iCloud, Google Drive,
Dropbox etc.), but these platforms have suffered from massive data breaches in the past. To combat
this risk, many major media houses use encryption platforms such as VeraCrypt, CryptPad and
Cryptomator for additional file protection.?® Nevertheless, all of these platforms rely on a
centralized server, meaning all content, whether encrypted or not, is theoretically subject to the
host company’s control. Journalists undoubtedly recognize the value of secure file storage, but
trusting a single company with valuable and sensitive information is risky, particularly if
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governments place pressure on news companies to comply with content elimination requests. For
example, the total number of government requests for Google to remove information from their
products is increasing, with 25,534 requests submitted between January and June 2018.2°7 A single
government request may ask for the elimination of multiple items; therefore, taking into account
each individual piece of content, governments called for the removal of 271,127 items within that
same six month period in 2018.2%8 According to Google, “governments cite defamation, privacy,
and even copyright laws in their attempts to remove political speech from our services.”?% Google
attempts to respond to these requests in accordance with the laws governing each country, and in
many instances it is compliant or at least partially compliant to government requests or court
orders.?'% Specifics concerning Google’s approach to cooperating with oppressive governments
and legal repression of freedom of expression are not outlined in the report, and Google is an
example of a company that actually tracks and attempts to standardize this procedure. Other
companies, particularly those based in authoritarian States, may not have any transparency to their
content removal processes or even monitor their activity in this regard.
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Figure 12: Breakdown of the cited reasons behind government requests to remove content or
information from Google platforms/services?!
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In regards to file-sharing, newspapers rely on external open-source systems like
SecureDrop, where whistleblowers can safely and anonymously send files.?'? While these tools
are reliable, they do not keep immutable records of the files, making it impossible to determine if
some files have been deleted or if any of the content has been altered after submission. Hence,
there is no evidence of how frequently this has occurred.

Therefore, using a decentralized storage tool could be a sure way for journalists to harbor
the media and information collected in the news-gathering process. Such programs can ensure that
the critical information needed for watchdog reporting, investigative journalism, and accurate
storytelling is kept securely—and even permanently, if stored on the blockchain. Storj?*® and the
InterPlanetary File System (IPFS)2'4 are examples of decentralized storage platforms where the
content is either duplicated across multiple nodes, or, once uploaded, it is shredded, encrypted, and
spread across a network of nodes for safekeeping, until the journalist needs to access the file again.
Storj is based on a bit-torrent system, while the IPFS is based on the blockchain. In the case of
Storj, for example, the complete file is not in a single location, but rather its components are
distributed across multiple locations; thus, a hacker in search of a single document would first have
to locate all of the nodes containing its pieces, attack each node separately, and reconstruct the
document in a sensical order. Additionally, the encryption keys are in the hands of the journalist
rather than the company operating the digital drive, removing final decision-making authority from
the hands of a third party. Consequently, it would no longer serve a purpose for governments to
pressure companies—such as Amazon, Apple, Google and Facebook—to disclose users’ personal
data to authorities, because the individuals themselves hold the encryption keys. Even if the
document is reconstructed, the hacker wouldn’t be able to understand its contents without also
knowing the journalists’ encryption key. The likelihood of all of the above events taking place in
favor of a cyber attacker is nearly impossible. However, prior research concerning journalists’
adoption of technological best practices fails to mention the importance of decentralized storage
and the potential benefits of permanently logging their content on the blockchain.

OpenArchive?® is a recently-launched mobile app, created for human rights defenders to
preserve and protect the audio/visual media content they capture and post on social media. This
application, which currently only works for Android phones, was built to protect a person’s content
“in the event of Internet shutdowns, surveillance, device confiscations, content takedowns, limited
bandwidth, and data loss.”?'® The application allows for organizations within civil society to
permanently save their media content on either the open Internet Archive, or an internal private
server; in both cases, copies of the media are stored in multiple locations on various servers, with
encryption limiting their accessibility. Within the wave of content takedowns and the proliferation
of misinformation, governments or corporations have been free to subjectively deem certain media
content as ‘inappropriate’ or in violation of a platform’s Terms of Service. Regardless of intention,
these posts, photos and videos containing hate speech, violence, racism, etc. should not be deleted
from public memory, as they testify to important trends of societal angst and, in some cases,
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legitimize claims relating to violations of human rights.?!’ Journalists, in particular, are often key
witnesses to the critical, controversial and historical moments that shape how events will be
remembered, giving their media collections significant value. While OpenArchive is available for
numerous types of organizations, the application is currently marketing itself to journalists, as seen
below:
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Figure 13: Screenshot of OpenArchive’s app interface®'®

Using any of the above programs, journalists would be able to securely and privately store
highly sensitive information—including important emails, audio or video testimonies, interview
transcripts, photographs from protests or crime scenes, etc.—knowing that it cannot be deleted by
any single point of failure, i.e. a company or government with centralized control. OpenArchive
attempts to validate data with options to either manually input notes and locations, or tag people
within each uploaded file. The latter can also take place with the ProofMode?*® extension, which
is a program that maximizes metadata capture while taking photos or videos. Metadata is extremely
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according to Enrique Piracés, manager of the Media and Human Rights Program at the Center for Human Rights
Science and a consultant to the Protocol initiative. Rights Con 2019 (n. 94).
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valuable in media verification and, by extension, investigative journalism and the disarming of
mis- or dis-information. The content that journalists collect is soundly admissible in a courtroom
or to a human rights body if they can provide immutable verification, which is possible via the
blockchain. Collaborative layering of decentralized storage with blockchain hashing would act as
a public notary for journalistically sourced evidence; a better use for the sensitive and triggering
information that companies and governments are otherwise trying to delete.

4.2 Logging and sharing digital and physical security incidents

Security First’s Umbrella app, as described in Part 1, is a valuable tool for activists, human
rights defenders and journalists to become literate in digital safety and security. Within the app,
self-reflective incident forms are available with step-by-step instructions on how to act once a
digital or physical attack occurs. Incidents reported through the app are designed with the victim’s
personal experiences in mind, for the purpose of assuring that the victim knows the proper steps
to take post-violation. For example, when completing the physical security incident form, question
seven asks “Who has the incident been reported to locally?” followed by “Please suggest specific
measures that may help avoid this type of incident in the future.” Be that as it may, the impact of
these forms is limited considering they do not ensure that relevant agents are actually notified. In
this sense, it is a tool of support and guidance, rather than a mechanism for streamlining redress.
There is also no way to review a collective log of these reports and therefore no opportunities to
analyze the frequency or intensity of multiple incidents—within a particular region, at certain
times, or from a specific group, for example. Umbrella’s incident forms are only shareable if the
host organization has programmed for that possibility, and for any given case, there is no assurance
that the report will be stored in a secure location.

Adding a layer of blockchain to the Umbrella app could guarantee that digital and physical
attacks against journalists are permanently recorded and accessible, for further action to take place.
Blockchain acts as the most suitable technology to employ, considering its hashing function which
timestamps events into an unchangeable historical ledger. These incidents could be logged on a
topical ledger as well—with the Committee to Protect Journalists for example—for a supporting
body or institution to follow through with resolving each report. Negative consequences could
arise if privacy for the victims is not prioritized and respected. Once something is published on the
blockchain it cannot be removed, thereby signifying that confidential details or personal
information cannot be removed if published on the blockchain.

4.3 Checkpoint verification

As mentioned in Part 1, logistics companies are interested in integrating blockchain into
their supply chain management for greater transparency. Capgemini is one such company, which
has developed a ‘Smart Container’, which combines IoT with blockchain to track the location and
condition of a product as it moves from point A to point B.??° A chip equipped with sensors travels
with the merchandise in order to continually send updates to the back-office which monitors each
shipment. A similar feedback-type-system could be implemented for journalists to communicate
with their editor, or colleagues, or loved ones when entering risky territory. If journalists’ routes

220 Capgemini, ‘Capgemini Smart Container using Blockchain’ (9 February 2018)
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are interrupted, or perhaps a certain number of check-ins are not registered, an alert can be
triggered for a predetermined confidant to intervene. This type of tracking could be very beneficial
to journalists entering dangerous areas; offering extra assurance that there is a system of trusted,
precautionary supervision in place.

One of the primary issues with geolocation-based emergency response applications that
have been developed in the past—such as Panic Button and Reporta—is the vulnerability of the
GPS information due to hacker susceptibility. The centralized storage of the data is what puts
activists and journalists in danger when using these applications; therefore, there is a lesser risk to
implementing the same model, in which the GPS information is stored and then released to a
trusted contact in the event of an emergency, using a decentralized network of servers. Instead, if
these coordinates were to be encrypted and stored across various private nodes or a private
blockchain, then the only way to access the information in an assembled and decrypted manner
would be via the emergency trigger—and even then, only the trusted contacts would have the key
to decode the coordinates.

Previous tracking applications also experienced difficulties in scalability, because
providing 24/7 monitoring of human rights defenders around the world requires a great deal of
human resources and time to assess when a person is actually in danger, or if they have triggered
a false alarm. If built on a blockchain, the release of a journalist’s GPS location could be executed
via a smart contract,??! even without the need of a button being pressed, and sent to one or multiple
people that have agreed to be personally accountable for receiving and acting upon the alert.
Journalists would need to pre-program the smart contract before leaving on each mission,
according to the specifics of the journey. Therefore, the responsibility is more appropriately
delegated and false-alarms are much less likely to occur, leaving it up to journalists themselves to
choose who they would like to entrust as their emergency contacts.

4.4 Conclusions

These suggestions are not to say, however, that the creation of a decentralized storage
system, a more trusted GPS tracking system, a more secure incident report, or any type of
blockchain will be a catch-all solution for completely protecting journalists against the many
threats they face in the field. There is no application that can stop a bullet and no technology that
can replace human support systems provided by organizations such as the Committee to Protect
Journalists, the International Center for Journalist and Frontline Defenders, among others. The
suggested applications of decentralized networks provided above serve as a theoretical foundation
for developing tools available for practical use that could aid the work of these organizations,
within the near future. Journalists must not only continue to educate themselves on the most
relevant preventative technological tools available (see Annex 1) but also rely on traditionally
imperative journalistic best-practices—such as taking physical safety precautions, developing a
strong intuition, training oneself on how to investigate inconspicuously, and adhering to
professional conduct in the field.

221 Automated smart contract execution is further explained in the following section. In summary, the journalist can
pre-set conditions—such as inactivity for a certain number of days, or the GPS tracking is off route, etc—for the
smart contract to automatically release the decryption key.
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That being said, the above suggestions would provide greater confidence that information
is stored without risk of being deleted, security incidents are not tampered with or stuck on a single
phone application, and critical information (like a journalist’s location) will be used more
productively. Drawing back to the example of the creation of the Internet in Part 2, it took time for
the technology to reach a certain level of maturity before the general public could have greater
access to it. Similarly, there are still many necessary advancements in order for blockchain to be
both more efficient and more widely adopted, but innovative applications continue to materialize,
showing continual advancement. Importantly, considering blockchain is still a developing
technology, the theoretical should not become actual until further research is done to war-game
the possible negative outcomes of building these tools for human rights defenders and journalists
in dangerous situations.

PART 5: Using smart contracts to streamline judicial processes and reduce the rates of
impunity for the assassination of journalists

5.1 What is a smart contract?

Smart contracts are similar to paper contracts, in that they lay out certain terms and
conditions for an agreement. The difference lies in that smart contracts are completely digital, and
the programmed conditionalities and responses are stored inside of the blockchain. Essentially,
smart contracts store, validate and self-execute rules based on an “if this, then that” logic. Smart
contracts are immutable—meaning they cannot be changed—as well as distributable, meaning
everyone on the blockchain network can validate the output of a contract. As described by Bitcoin
News (NewsBTC), a smart contract “allows individuals to exchange data in a trusted, conflict free
manner, without depending on a third party.”?%

Similar to existing systems, a smart contract will execute an agreed-upon process once a
certain event takes place. For example, once a company receives the proper amount of money, a
product will automatically be shipped. The aspect of additionality, however, lies in the fact that
for the first time ever, software is holding the money, value and information—hence, the smart
contract is programmed to do something with these assets without an intermediary, like a bank,
stepping in.?23 For example, inheriting money will be much easier than entrusting money to an
Escrow account. Rather than confiding in a bank or spending money on lawyers to ensure that
someone's Will is carried out properly, one could use a smart contract to automatically distribute
each portion of the allocated funds to the beneficiaries—including the taxes owed to the
government as well as pay for the funeral. In this instance, the event that would trigger the smart
contract is the contract owner’s death, and that condition can be determined by a certain coded
preset—for example, the person would have to log in to the system once every year, otherwise the
funds will be distributed.

222 Jayanand Sagar, ‘Confideal: Smart Contracts Made Simple’ (News BTC, 2017)
<https://www.newsbtc.com/2017/10/23/confideal-smart-contracts-made-simple/> accessed 28 May 2019.
223 Iyan on Tech, ‘Difference between DAPPS and Smart Contracts? Programmer explains’ (9 March 2018)
<https://www.youtube.com/watch?v=4rczD8xKPJc> accessed 27 May 2019.
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Conceptually, users can be confidant that smart contracts will do what they are
programmed to do, and there is no need to trust a company, government authority, or any person
to fulfill the contractual terms if all conditions are met.??* Since it is impossible to alter information
on the blockchain, any updates to the contract would also be logged, but tampering with the
contract is nearly impossible.??> Smart contracts are typically built into decentralized applications,
which are programs that allow for the public to use blockchain more easily.

5.2 What is a decentralized application?

A decentralized application (DApp) looks similar to any other downloadable application
for a phone or computer and is the entire architecture or infrastructure that makes smart contracts
accessible on the blockchain. A DApp typically houses multiple smart contracts, all with specific
functions, in order for the app to work. More often than not, the application takes a simpler form
(on a server or interface) in order for people to interact with the smart contract in a user-friendly
manner. Once a DApp is created, it will be forever on the blockchain for everyone to use and there
is no centralized body that, when compromised, could lead to its dismantling.?

Take fundraising for example: a video journalist is looking for crowdsourced support in
order to make a documentary about children living in prisons around the world, and for each
donation of over $100 USD, the donor will receive a copy of the final product. Today, the journalist
would most likely use the Internet-based platform called Kickstarter, which is the third-party
operator that sits between the journalist and their supporters, collecting donations from people that
believe in the importance of the story. The journalist can set a minimum fundraising goal, and once
that goal is achieved, Kickstarter will close the crowdsourcing campaign and send the money to
the journalist. However, there is no guarantee that the journalist will follow through with the
project or distribute the completed product.??’ Kickstarter is also not the most trusted platform
since its hacking in 2017, exposing the account information and passwords of nearly 14.5 million
people.??® In online exchanges, there is a great need for both users and donors to trust that their
information will remain private and the fundraised money will be used properly.

224 Smart contracts are programmed in a language called Solidity, which was specifically created by the Ethereum
blockchain developers and is similar to the syntactical formatting of Javascript.Simply Explained - Savjee, ‘Smart
contracts - Simply Explained’ (20 November 2017)
<https://www.youtube.com/watch?v=ZE2HXxTmxfrl&list=PLX_38LSoURa9IUR2VvacK763AWSQoA7hP>
accessed 27 May 20109.

225 Tapscott and Tapscott (n. 101) 47-48.

226 Sjraj Raval, Decentralized Applications: Harnessing Bitcoin's Blockchain Technology (O'Reilly 2016) 10.

227 There was the case of distrust in 2016 with the Kickstarter-funded minidrone Zano. The product developers
raised $3.5 million USD and promised that once their drones were created, each contributor above a certain
pricemark would receive a drone, yet the company had misled the public concerning their technological
developments, claimed bankruptcy and never returned any of the money to the donors—even though the product
was never created. Mark Harris, ‘How Zano Raised Millions on Kickstarter and Left Most Backers with Nothing’
(Medium, 28 January 2016) <https://medium.com/kickstarter/now-zano-raised-millions-on-kickstarter-and-left-
backers-with-nearly-nothing-85cOabe4a6cb> accessed 28 May 2019.

228 Nick Douglas, ‘Info From 15 Million Breached Kickstarter and Bitly Accounts Is Now Publicly Available
[Updated]” (Lifehacker, 10 June 2017) <https://lifehacker.com/15-million-hacked-kickstarter-and-bitly-passwords-
are-n-1819216049> accessed 28 May 2019.
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On the other hand, Lighthouse.cash is a DApp that eliminates the need for a third party
such as Kickstarter, with the donations transferring directly from the supporters to the project’s
smart contract.??® Lighthouse.cash fulfils the same objective as the Kickstarter model, except all
conditions are logged in smart contracts to ensure validity of the initiative in addition to the donor
receiving everything they are promised in return. Lighthouse.cash has no access or control over
the money that is exchanged, or the users’ information. There are multiple conditions built within
a smart contract—i.e. once the fundraising goal is reached, the money is transferred to the
journalist; if the goal is not reached the money is redistributed back to the donors; all those that
donate over $100 USD are contractually obliged to receive a copy of the final product or their
money is returned; the project must be finished within two years or the money is redistributed back
to the donors, etc.—and the transactions would be registered and executed automatically. The
DApp can host multiple smart contracts from multiple fundraising projects.

Figure 14: Model of how users interact with DApps
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5.3 How can smart contracts be applied to fighting impunity for crimes committed against
journalists?

“Each year, one journalist gets a Pulitzer and one hundred get shot.”
- UNESCO’s #TruthNeverDies campaign?3!

229 Jamie Redman, ‘Decentralized Crowdfunding Platform Lighthouse.cash Launches’ (Bitcoin.com, 5 July 2018)
<https://news.bitcoin.com/decentralized-crowdfunding-platform-lighthouse-cash-launches/> accessed 27 May 2019.
230 districtOx Educational Portal, ‘Understanding dApps’ (2018) <https://education.districtOx.io/general-
topics/understanding-ethereum/understanding-dapps/> accessed 27 May 2019.

ZLUNESCO, ‘#TruthNeverDies: Journalists are killed everyday to silence the truth. Share their stories to Keep them
alive? (Exposure, 26 October 2018) <https://unesco.exposure.co/truth-never-dies> accessed 27 May 2019.
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In regards to the most severe crimes against journalists, kidnapping or murder, the
following rights are at risk: the right to life, freedom from torture, freedom of expression, and right
to an effective remedy. These rights are enshrined in multiple human rights instruments, but the
problem is not a lack of recognition of rights, it is a failure of States to uphold their positive
obligation to protect the press. More often than not, the lack of prosecution for crimes committed
against journalists is due to a lack of evidence, coupled with a lack of political will to investigate. >*?
According the Council of Europe’s 2019 Democracy at Risk report, the lack of proper police and
judicial follow-up to crimes committed against journalists has allowed for violence to become the
“new normal.”?®® Even in regards to some of the most conspicuous cases of journalists’
assassinations, law enforcement officials neglect their responsibility to follow leads, interview
witnesses, or collect evidence.?** The Maguindanao massacre victims of the Philippines,?*> Anna
Politkovskaya of Russia,?¢ Lasantha Wickramatunge of Sri Lanka,?3” Samir Qassir?3® and Gebran
Tueni?® of Lebanon, Armando Rodriguez of Mexico,?*° Soran Mama Hama of Irag,?** Deyda
Hydara of Gambia,?*?> Hayatullah Khan of Pakistan,?*® Elmar Huseynov of Azerbaijan,?** and
Norbert Zongo of Burkina Faso,?* are all famously impactful journalists that were killed over a
decade ago, but there has yet to be a single conviction in any of these cases.

As stated in a policy research and advocacy project from the Centre for Law, Justice and
Journalism at City University London, and the Centre for Freedom of the Media at the University
of Sheffield, the only effective mechanism the UN provides for journalists and their families to
seek justice is the Human Rights Committee’s quasi-judicial individual communications

232 Article 19, ‘Ending impunity for crimes against journalists’ (2 November 2018)
<https://www.article19.org/resources/ending-impunity-for-crimes-against-journalists/> accessed 2 July 2019.

233 pPartner Organisations to the Council of Europe Platform to Promote the Protection of Journalism

and Safety of Journalists, ‘Democracy at Risk: Threats and Attacks Against Media Freedom in Europe’ (Council of
Europe, 2019) <https://rm.coe.int/annual-report-2018-democracy-in-danger-threats-and-attacks-media-
freed/1680926453> accessed 2 June 2019.
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<https://cpj.org/reports/2010/04/ten-journalist-murders-to-solve.php> accessed 28 May 2019.
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and-impunity> accessed 31 May 2019.
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<https://www.osce.org/fom/348441> accessed 31 May 2019.
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242 Foroyaa, ‘Who Killed Deyda Hydara?’ (1 December 2018) <http://foroyaa.gm/who-killed-deyda-hydara/>
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procedure.?*® However, considering its jurisdictional restrictions and non-binding nature, the
effectiveness of the procedure is highly limited. UNESCO’s International Programme for the
Development of Communication is a similar mechanism,?*’ but its sole focus is on journalist
assassinations, excluding all other forms of violence and threats. The researchers from City
University London and the University of Sheffield suggest that the most valuable action to take
would be the adoption of a global and binding convention, alongside an ad hoc body of
independent experts tasked with monitoring State compliance of the convention—with a
streamlined complaints procedure. On the same page, however, they admit that while the need for
a convention is urgent, “the legal inertia of the international community is likely to perpetuate the
status quo.”?*® Thus, the disruptive nature of technology as a part of the solution is two-fold: to
break through political gridlock and begin to break-ground on new ways to execute protection
mechanisms.

One of the main advantages to blockchain is its ability to securely maintain a complex
system of records and through both hashing and smart contracts, the human rights community
could ensure submission of evidence needed to prosecute crimes against journalists as verified
records to a judicial body. Once a certain, predetermined condition is met (a journalist disappears
for X number of days, a journalist is verifiably kidnapped, a journalist is murdered), an automated
reaction occurs in the blockchain’s programming, sending the journalist’s information to the
appropriate and trusted institutions. UN General Assembly Resolution A/RES/68/16324° reinforces
the UN Plan of Action on the Safety of Journalists and the Issue of Impunity, which states that:
“Promoting the safety of journalists and fighting impunity must not be constrained to after-the-
fact action. Instead, it requires prevention mechanisms and actions to address the root causes of
violence against journalists and impunity for its perpetrators.” While smart contracts appear to be
an “after-the-fact” solution at the surface, the act of logging information in a blockchain-based
platform and setting up an automated contract for disseminating that information in the event of
an emergency would be a proactive measure for combating impunity. The same logic behind
purchasing an insurance plan applies to pre-programing a smart contract: it is a more protection-
oriented way of managing risks.

A DApp focused on streamlining judicial processes for crimes committed against
journalists could be created to manage the smart contracts of journalists all around the globe. To
further elaborate on how the DApp would work, its primary function would be to act as a single
point of access for journalists to house all of their valuable research-oriented information—it could
combine the potential of applications such as Storj and OpenArchive, Umbrella’s incident
reporting, and even Panic Button’s geolocation capabilities. In the event of a journalist’s death,
the decryption key for access to the information stored on the application would automatically, by
way of a smart contract, go to a trusted contact or institution. All of the information that had been

246 CLJJ and CFOM, ‘The Initiative on Impunity and the Rule of Law: A Policy Research and Advocacy Project of
the Centre for Law, Justice and Journalism (CLJJ) at City University London, and the Centre for Freedom of the
Media (CFOM) at the University of Sheffield’ (2011) 11

<https://www.city.ac.uk/__data/assets/pdf _file/0017/106424/CLJJ-Impunity-Report.pdf> accessed 2 June 2019.

247 UNESCO, ‘International Programme for the Development of Communication’
<https://en.unesco.org/programme/ipdc> accessed 23 June 2019.
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249 UN General Assembly, Resolution adopted by the General Assembly (18 December 2013) UN Doc
A/RES/68/163 <http://undocs.org/A/RES/68/163> accessed 23 June 2019.
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stored and hashed on the blockchain throughout the investigative process would then be viable
evidence from the victim as a primary source?>—potentially including the journalists’ notes,
agenda, transcripts, photos, video interviews, GPS location at the time of disappearance, previous
incident reports, etc.—in an effort to resolve the case and seek justice.

Not only would prosecutors have greater access to evidence, but a murdered journalist’s
work could be given new life through the eyes of a fellow journalist. Due to the nature of their
work, journalists are typically more isolated and secretive about the stories they develop.
Protecting oneself and protecting sources requires that reporters conduct their research in a more
covert manner, which inadvertently positions journalists as central to all of the auxiliary
components of an investigative piece. In fact, most journalists are assassinated based on the logic
that if the journalist dies, then the story dies with them—Dbut giving a story life after death would
nullify this motive. If journalists utilize a smart contract—in the form of a journalistic Will, so to
speak—to automatically transfer their research to a colleague as their beneficiary, the investigation
and the story can be seamlessly ‘picked-up’ by a fellow reporter. In fact, if this mechanism is
known to assailants, it may even reduce the rate of kidnappings and assassinations; if criminals are
aware that all documents related to the journalists’ investigations will be released, there is less of
an incentive to kill a journalist.

5.5 Conclusions

In theory, utilizing smart contracts could victual what are otherwise malnourished
protection mechanisms. These programs could also be beneficial to human rights defenders from
a variety of backgrounds and of any nationality. However, in practice, blockchain continues to be
an expensive technology and most, if not all, blockchains are not powered sustainably. If
journalists were to utilize these applications, they would need to be more cost-effective or
subsidized by a sponsoring institution. Similarly, those developing these applications would need
to ensure that the interface is as user-friendly as possible, in order for the tech to seamlessly
integrate into a journalist’s workflow. If journalists do not use these applications, like with any
technology, they will be essentially useless, which is why careful iteration in terms of design is
critical. More research must be conducted concerning journalists’ workflow preferences and apps
must be designed with an intended daily use in mind. With all of the above considerations taken
into account, this type of smart contract-based tool would take several years for development.

Conclusion

From a human rights perspective, more research should be conducted to measure
blockchain’s power in terms of credibility and accountability. For example, in theory, if police
body-cam videos could be publicly ledgered in real-time, the data would register in a distributed
network before it could be cut or altered. Voters could both register and cast their ballots in a
secure and un-editable system, ensuring the validity of election outcomes. Blockchain could even
amplify boycott and divestment movements through ledgers that refuse any transactions with a
history of conflict, illicit funds trading or slavery. Initiatives have even begun to use blockchain

250 One of blockchain’s principal functionalities is verifying a file’s originality by hashing it permanently into
existence, which is critically important when trying to classify something as tamper-free evidence.
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for systematizing digital identity, nullifying the need for a State to instill personhood via a birth
certificate—which would grant equal opportunity to the millions unrecognized by their
governments around the world.?®! Specifically in terms of journalism, blockchain would not only
work to provide journalists with a more dignified wage, better ensure that citizens are able to
exercise their right to access information, improve government transparency, and promote freedom
of expression, but protecting journalists themselves should be the issue at the center of its
investment and innovation.

Admittedly, many have discredited implementing blockchain-based applications as a
techno-solutionist reaction to problems that society cannot overly rely on computers to solve. At
present, this argument generally holds true, considering blockchain’s inefficiencies in relation to
excessive energy use, cost and processing time. For blockchain to live up to the high standards
theorists and optimists have set, it will take at least a few more decades for the technology to grow
into its potential. However, theorizing possible applications for how the technology can better
serve the human rights community in anticipation of blockchain’s maturity allows for a proactive
debate that keeps academia aware of the possibilities and problems that lie ahead. Nelson
Granados, a tech-journalist from Forbes Magazine explains, “The hype will settle, the technology
will mature, and the true applications [of blockchain] will emerge.” 2% As argued in this paper,
blockchain is, in fact, only necessary for three key functions: the verification of information via
hashing, avoiding single points of failure through decentralization, and transparency of data flow.
Applying these uses to better protect journalists and their work is achieved through blockchain’s
ability to securely store information related to journalistic investigations through decentralization
techniques, to log a journalist’s working information as tamper free evidence, and to improve upon
the secure tracking of journalists working in dangerous environments.

In the same way that businesses and governments are beginning to take advantage of
blockchain’s capabilities, journalists and, more broadly, those working in human rights should
strategize about how to reap benefits from the costly trial investments that are already taking place
in other industries. Telecommunications companies have begun to use secure file storage for
documents and media. Logistics companies are working to perfect blockchain-based checkpoint
verification. The National Aeronautics and Space Administration (NASA) now logs and shares
cyber-security incidents on the blockchain.?® The successes of these applications are beginning to
tangibly justify the theoretical arguments for how blockchain could protect journalists—both
digitally and physically—while conducting investigative work in the field. With an
interdisciplinary approach, there is no need to start building these initiatives from scratch. Human
rights defenders, defending freedom of speech or otherwise, need technologists as allies in today’s
digital age.

Arguably the most valuable application of blockchain is the programming of smart
contracts, which creates an automated and direct flow of critical information in the event of an

251 Accenture, Microsoft, Gavi and the Rockefeller Foundation have been working with the United Nations to create
the non-profit organization 1D2020, created in alignment with SDG 16.9 for the purpose of using blockchain to
provide “legal identity for all including free birth registrations.” Axiom Technologies (n. 139).

22 Granados (n.120).

253 Ronald J. Reisman, ‘Air Traffic Management Blockchain Infrastructure for Security, Authentication, and
Privacy’ (NASA, 2019) 1-11 <https://ntrs.nasa.gov/archive/nasa/casi.ntrs.nasa.gov/20190000022.pdf> accessed 25
June 2019.
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emergency. Creating a more secure GPS-tracking system in the event of a disappearance or
establishing an automated journalistic ‘Will” in case of death could not only provide safety-nets
for journalists but also, potentially, disincentivize their capture. Preparing for the worst-case
scenario is considered best-practice for field practitioners in human rights, and journalists, too,
need updated contingency plans in light of increased rates of disappearances and assassinations.
Furthermore, the proactive nature of smart contracts could systematize a more effective procedure
that reduces the rates of impunity for crimes committed against journalists—Dby granting human
rights prosecutors and courts the additional raw evidence necessary for solving said crimes.

Human rights institutions and organizations, including academia, should place greater
emphasis on properly analyzing if, and when, technological tools are useful for giving life to their
respective mission statements. The UN Plan of Action on the Safety of Journalists and the Issue
of Impunity, for instance, does not mention technology even once, completely neglecting its
existence or potential. Technological tools have proven to be invaluable for freedom of expression,
and there are many recent historical examples of how technology has provided critical channels of
communication while citizens fight for their rights. Universities should remain up-to-date with
technological developments, as they are responsible for preparing future generations of human
rights defenders and should be arming their students with the most relevant and powerful tools at
their disposal.

While we tend to hold novel technologies to an unrealistically high standard, aspirations of
building a system—one that better protects human lives and allows for a more streamlined judicial
process—are in-fact worth the patience of a sustainability-focused iteration process. Such a tool
would surely not eradicate the problem, nor would it function perfectly in all cases, but even testing
a minimum viable product is a step in the right direction towards saving individual lives and
granting the issue of heightened violence against journalists its warranted urgency. Ideally, these
investments would be coupled with better funded, robust, national and international safety
mechanisms for journalists which, in turn, establish better human-based security guarantees such
as a trusted police force, rapid response assistance, and the political will to resolve crimes and
punish perpetrators. A multilateral approach is the only approach worth pursuing, and technology
can assuredly be a valuable part of the solution if used properly.

Vadym Komarov. Norma Sarabia Garduza. Francisco Romero Diaz. Ahmed Hussein-
Suale Divela. Raed Fares. Hamoud al-Jnaid. Chandan Tiwari. Sohail Khan. These are just a few
of the many journalists that have been murdered within the past year. Since the Committee to
Protect Journalists (CPJ) began monitoring violence against journalists in 1992, 1,345 members
of the media have been killed to date.?>* The old ‘sticks and stones’ adage claiming that words will
never hurt is disproven by their shared fate. Journalists are being assassinated for their words, and
it is everyone’s responsibility to introspectively reflect on how they can actively be a part of the
solution. Digital dexterity and tech-based shields should be standardized, if not required, armor for
those battling corruption, disinformation, injustice and hate, but as a society we should be doing
more to fight for justice and protection for journalists. After all, the Fourth Estate is fighting on
behalf of the ‘we the people’.

24 jbid 34.
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ANNEX 1: LIST OF SOFTWARE, APPS AND ADD-ONS

Password managers:
e KeePass
e Password Safe

Email providers:

Hushmail
ProtonMail

RiseUp
Tutanota

Security software:

Avast! (Protects against viruses)
CCleaner (Deletes your data)

Comodo (Network firewall)

Eraser for Windows (Deletes your data)
Malwarebytes (Removes malware)
Spybot (Removes malware)

Veracrypt (Encrypts your computer files)

Encrypted instant messaging and Voice over Internet Protocol (VOIP):

Cryptocat

°

o Jitsi
o .
°

Web browser add-ons:

Adblock Plus
DoNotTrackPlus
Ghostery

HTTPS Everywhere
NoScript Security Suite
Privacy Badger

uBlock Origin

Private search engines:

e DuckDuckGo
e F-Secure Safe Search
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http://keepass.info/
http://keepass.info/
https://pwsafe.org/
https://pwsafe.org/
https://www.hushmail.com/
https://www.hushmail.com/
https://protonmail.com/
https://protonmail.com/
https://securityinabox.org/en/glossary#RiseUp
https://securityinabox.org/en/glossary#RiseUp
https://tutanota.com/
https://tutanota.com/
https://www.avast.com/en-ca/index
https://www.piriform.com/ccleaner
https://personalfirewall.comodo.com/
https://eraser.heidi.ie/
https://www.malwarebytes.com/
https://www.safer-networking.org/
https://veracrypt.codeplex.com/
https://crypto.cat/
https://crypto.cat/
http://www.jitsi.org/
http://www.jitsi.org/
https://www.pidgin.im/
https://www.pidgin.im/
https://www.whispersystems.org/
https://www.whispersystems.org/
https://adblockplus.org/
https://adblockplus.org/
http://www.donottrackplus.com/
http://www.donottrackplus.com/
https://www.ghostery.com/
https://www.ghostery.com/
https://www.eff.org/HTTPS-EVERYWHERE
https://www.eff.org/HTTPS-EVERYWHERE
https://addons.mozilla.org/en-US/firefox/addon/noscript/
https://addons.mozilla.org/en-US/firefox/addon/noscript/
https://www.eff.org/privacybadger
https://www.eff.org/privacybadger
https://github.com/gorhill/uBlock
https://duckduckgo.com/
https://duckduckgo.com/
https://search.f-secure.com/
https://search.f-secure.com/

Web browsers:

Brave

Dragon Internet Browser
Epic Privacy Browser
FreeBrowser

Lantern

Tor Browser

Virtual private network (VPN) providers:

NordVVPN

OpenVPN
Psiphon

TunnelBear

Public key encryption for email:

e Thunderbird + Enigmail + OpenPGP
o GPG4USB for Windows

e Mailvelope

Apps on Android:

Android Privacy Guard
Obscuracam: Secure Smart Camera
Orbot: Proxy with Tor

Umbrella: Security made easy

Note: This list was developed by Canadian Journalists for Free Expression (CJFE),?% which is
one of many guides explaining all of the technological applications journalists should consider
using.

25 Canadian Journalists for Free Expression (n. 86).
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https://brave.com/
https://brave.com/
https://www.comodo.com/home/browsers-toolbars/browser.php
https://www.comodo.com/home/browsers-toolbars/browser.php
https://www.epicbrowser.com/
https://www.epicbrowser.com/
https://freebrowser.org/en/
https://freebrowser.org/en/
https://getlantern.org/
https://getlantern.org/
https://www.torproject.org/index.html.en
https://www.torproject.org/index.html.en
https://nordvpn.com/
https://nordvpn.com/
https://openvpn.net/
https://openvpn.net/
https://www.tunnelbear.com/
https://www.tunnelbear.com/
https://securityinabox.org/en/guide/thunderbird/windows
https://securityinabox.org/en/guide/thunderbird/windows
https://securityinabox.org/en/guide/gpg4usb/windows
https://securityinabox.org/en/guide/gpg4usb/windows
https://securityinabox.org/en/guide/mailvelope/internet
https://securityinabox.org/en/guide/mailvelope/internet
https://securityinabox.org/en/guide/apg/android
https://securityinabox.org/en/guide/apg/android
https://guardianproject.info/apps/obscuracam/
https://play.google.com/store/apps/details?id=org.torproject.android
http://secfirst.org/
https://github.com/gorhill/uBlock
https://github.com/gorhill/uBlock

